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Abstract

The conception of biometric systems as a means of securing sensitive information and enhancing service deliv-
ery remains under-researched. To address this knowledge gap, we explore the case of a public-sector social
security and pension organisation in Ghana using a qualitative interpretative study approach and the informa-
tion security model of confidentiality-integrity-availability as an analytical lens. The study’s findings indicate that
integrating and using biometric identification and authentication as part of delivering social security and pension
services can protect availability, confidentiality, and integrity of information. The findings further show that the
use of a biometric system for social security and pension information security can contribute to reducing service
turnaround time and vulnerability to fraudulent manipulation of benefits payments. The study provides implica-
tions for research, practice, and policy. For research, the paper opens up biometric systems’ study from the per-
spective of information security and service improvement. For practice and policy, the study demonstrates the
importance of aligning biometric systems’ deployment and use with domain application requirements.
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Introduction healthcare institutions, e-health systems make medical
information readily available to physicians, enabling
them to provide timely care to patients (Marutha,
2020). Timely access to information is, therefore, an
important requirement in information management and
service delivery. In addition, the need to protect personal
or confidential information is also important because of
potential threat to privacy and abuse (Asani, 2014;
Posey et al., 2017).

The purpose of this study is to understand how a biomet-
ric system can secure access to restricted information
and contribute to social security and pension (SSP)
service delivery improvement in a developing country
context. Access to information has become a fundamen-
tal requirement to societal development and the fourth
industrial revolution (Oyediran-Tidings et al., 2021).
Increasingly, information and communication technolo-
gies (ICTs) are being adopted to fulfil such a fundamen-
tal requirement by providing easy and timely access to
information and facilitating socioeconomic develop- ,

. Emmanuel Owusu-Oware, Department of Information
ment. For example, the use of mobile phones by agro- Technology Studies, University of Professional Studies, Accra,
pastoralist communities to access information aids [egon, Ghana.
their poverty reduction efforts (Mwantimwa, 2019). In  Email: emmanuel.owusu-oware@upsamail.edu.gh

Corresponding author:


https://orcid.org/0000-0001-6119-0790
mailto:emmanuel.owusu-oware@upsamail.edu.gh
https://us.sagepub.com/en-us/journals-permissions
https://journals.sagepub.com/home/idv
http://crossmark.crossref.org/dialog/?doi=10.1177%2F02666669221085709&domain=pdf&date_stamp=2022-03-07

Information Development 0(0)

In general, the mechanism for protecting restricted
information entails authentication of people’s identity
claims. Authentication confirms the identity claim of
an individual (Ogbanufe and Kim, 2018) based on
either knowledge (e.g. password and personal identifi-
cation number (PIN)), a token (e.g. ID card), biomet-
rics, or a combination of these verification methods
(Briggs and Thomas, 2015). Among these authentica-
tion methods, biometric systems are considered more
reliable in securing access to information resources.
Biometric systems are superior authentication
methods because they establish personal identity
through unique physical features such as fingerprints,
face, and iris. Not only are these physical features dif-
ficult to steal, share, or duplicate, but they also require
the owner’s presence to verify a claimed identity
(Lumini and Nanni, 2017; Rao and Nayak, 2014),
such as a username or identity card.

Developing country biometric information systems
(IS) studies have focused more on national identifica-
tion (e.g. Effah et al., 2020; McGrath, 2016), national
elections (e.g. Effah and Debrah, 2018; McGrath and
Maiye, 2010) and social protection (e.g. Masiero,
2018; Owusu-Oware et al., 2018). The national iden-
tification studies have been on using biometric identi-
fication to support socioeconomic development goals
such as financial inclusion, taxation, and crime
control. Studies on elections examined the use of bio-
metric identification in combating electoral malfea-
sance, while social protection studies looked at using
biometric systems to enhance and control access to
government-sponsored social welfare services, such
as food subsidies and national health insurance.

However, in all of these empirical studies, the con-
ception of a biometric system as a mechanism for
securing access to restricted information and improv-
ing service delivery has been overlooked. Thus, our
knowledge of the role of biometric systems is
limited. This study therefore contributes to filling
this knowledge gap by investigating the use of a bio-
metric system as part of providing SSP services. SSP
services are government-sponsored social protection
arrangements against negative effects of loss of
income due to old age, disability, or death (Dorfman
and Palacios, 2012; Ramona, 2009). The services
include collecting contributions from members, main-
taining their financial and personal records, investing
the funds, and paying benefits (Ramona, 2009).

The research question guiding this study is: how
can a biometric system improve SSP information
security and service delivery? To answer this

question, this study employs qualitative interpre-
tive methodology (Myers, 2013; Walsham, 2006)
and confidentiality-integrity-availability (CIA) infor-
mation security model (Parker, 2010; Warkentin and
Orgeron, 2020) as the analytical lens to investigate
the case involving the use of a biometric system by
the social security and national insurance trust
(SSNIT). SSNIT is the government agency in Ghana
that administers SSP services. Section 4.1 under the
research setting and methodology of the paper provides
background information about Ghana and the SSNIT.

The remaining part of the paper is structured as
follows: Section 2 reviews relevant literature on infor-
mation security and biometric systems. Section 3 pre-
sents the CIA model as the theoretical foundation for
this study. Section 4 discusses interpretive case meth-
odology, the approach used to conduct this study.
Section 5 reports the results of the theory-based ana-
lysis of the case study based on the CIA model.
Section 6 discusses the results in relation to the
research question and literature. Section 7 concludes
with the study’s contribution to research, practice,
policy, and suggestions for future research.

Literature review
Information security

The security of organisational information is increas-
ingly being challenged as threats are getting more
sophisticated and varied in the era of Industry 4.0
(Bhaharin et al., 2019). Information security, there-
fore, plays an important role in ensuring that organisa-
tional operations and services are not disrupted or
compromised. Information security refers to the pro-
tection of information from unauthorised access, use,
modification, or destruction (Alsmadi et al., 2018;
He et al., 2014). The fundamental goals of information
security are to ensure confidentiality (i.e. state of being
private or secret), integrity (i.e. state of not being
impaired), and availability (i.e. state of being access-
ible) (Alsmadi et al., 2018). These three goals are
commonly called the CIA triad, the analytical lens
for this study (see Section 3). Because information is
a critical asset for organisations, the security goals
apply to all of its states, that is, when information is
being created or processed, when information is at
rest (such as stored on a hard drive), or when informa-
tion is in motion (such as in transit through a network)
(Alsmadi et al., 2018).
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Information security is sociotechnical in nature
(Samonas and Coss, 2014). The technical aspects
relate to implementing and monitoring technologies
to prevent or mitigate loss from present or future
security breaches (Zafar and Clark, 2009). The
social aspects include (Alsmadi et al., 2018; Zafar
and Clark, 2009): 1) governance, i.e., developing
and enforcing security strategy, policies and proce-
dures to protect information assets; 2) human, i.e.,
educating personnel in security awareness and code
of conduct and 3) legislation, i.e., enacting laws to
protect information assets. Finally, risk management,
which is both technical and social, entails identifying
and mitigating potential threats to information assets.

Threats to organisational information assets are
many, diverse, and complex because they involve
information, personnel, and systems that process,
transport, and store them (Whitman, 2003).
Information system threats include: software attacks
(e.g. viruses, worms, macros, and denial of service);
software failures or errors; acts of espionage or trespass
(e.g. hacking and spoofing); acts of sabotage or vandal-
ism (e.g. destroying hardware); hardware failures or
errors; acts of theft, and acts of information extortion
(Whitman, 2003). Organisations often rely mainly on
technology-based solutions as part of their effort to
protect information from such threats (Cavusoglu
et al., 2015). Technology-based solutions identified in
the literature (Caballero, 2017; Cavusoglu et al., 2015;
Els and Cilliers, 2017; Safa, 2017; Zhu and Sun,
2018) can be grouped into under three main types:
encryption, access control, and intrusion mitigation.

Encryption technologies such as cryptography
render information unreadable by unauthorised
persons (Caballero, 2017; Els and Cilliers, 2017).
Among the security technologies, encryption is the
most basic and technical means to protect information
(Zhu and Sun, 2018) in all states. Intrusion mitigation
technologies are software or hardware that prevent or
detect malicious or policy violation activities (Safa,
2017). Examples are firewalls and anti-virus software
(Cavusoglu et al., 2015). Firewalls examine and block
harmful network and application traffic (Caballero,
2017). In general, intrusion mitigation technologies
protect information undergoing processing or in tran-
sition (Alsmadi et al., 2018). Access control systems,
on the other hand, include passwords and smart cards.
A more modern access control system is based on bio-
metrics, which is the focus of this study. Access
control systems protect information in storage
(Alsmadi et al., 2018).

Biometric systems

Biometric systems are not only for access control of
restricted information but also for managing indivi-
dual identities. As an identity management system, a
biometric system can be used to prevent fraud,
enhance security, and reduce identity theft (Rao and
Nayak, 2014). A biometric system is made up of
people’s biometric data and ICTs used to collect,
store, and process data (Yang et al., 2019). Identity
management functions of biometric systems are enrol-
ment, identification, and authentication (Jain et al.,
2004; Lumini and Nanni, 2017; Yang et al., 2019).
The enrolment function associates individuals with
their respective biometric data (Roy et al., 2017).
During enrolment, individuals’ unique body features
(for example, fingerprints) are captured through
input devices, such as fingerprint scanners, processed,
and then stored in a database (Roy et al., 2017). The
identification function determines whether an indivi-
dual’s biometric data is already stored in the database.
Thus, when used with the enrolment function, the
identification function, prevents individuals from
obtaining multiple IDs through multiple enrolments
(Yadav and Tadisetty, 2012). The authentication func-
tion verifies that a person is who they say they are by
comparing his/her biometric sample to the stored bio-
metric data in a database or on a smart ID card. Thus,
compared to conventional identification systems that
authenticate individuals based on what one knows
(e.g. apassword) or has (e.g. a plain ID card), biomet-
ric authentication is based on what one is (e.g. finger-
prints) and what one does (e.g. handwriting) (Lips,
2010; Lumini and Nanni, 2017). In this wise, biomet-
ric based identification is difficult to lose, forget, steal,
share or duplicate (Lumini and Nanni, 2017).
Although biometric systems provide enhanced
security compared to conventional authentication
systems, they are not widely accepted because of per-
ceived intrusiveness, privacy infringement, and poten-
tial misuse by authorities (Whitley et al., 2014; Zviran
and Erlich, 2006). Additionally, a biometric system
can wrongly authenticate individuals based on errors
referred to as “false matches” or “false non-matches”
(Rao and Nayak, 2014). A false match (or false
acceptance) is where an individual’s biometric
sample matches with someone else’s stored data. A
false non-match (or false reject) is where an indivi-
dual’s biometric sample does not match the stored
data. In practice, these two error types, which are
inversely proportional, can be adjusted to desired
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acceptance thresholds, in line with the access control
goals of an application. For instance, a highly
secured system will have a higher threshold setting
to decrease false matches and increase false non-
matches. On the other hand, a lowly secured system
will have a lower threshold setting that decreases
false non-matches and increases false matches
(Beynon-Davies, 2007; Zviran and Erlich, 2006).

In general, biometric authentication errors may
arise for several reasons, including manufacturer
defects, sensor wear and tear, environmental condi-
tions (e.g. dirt, humidity, and lighting), and target
population characteristics (e.g. age and occupation)
(Jain et al., 2004; Uzoka and Ndzinge, 2009). Other
challenges are security breaches (e.g. spoofing) and
high infrastructure costs (Jain and Nandakumar,
2012; Yang et al., 2019). In practice, these challenges
can be addressed in several ways, including the use of
multimodal biometrics, encryption technologies, and
smart cards. Multimodal biometric systems improve
the accuracy of authentication by using one or more
physical body features (e.g. fingerprints and eye iris)
to establish an individual’s identity to an acceptable
level of confidence (Moses and Rowe, 2016).
Encryption technologies complement biometric
system security by rendering stored biometric data
unreadable to interceptors (Parks and Mead, 2014).
Smart cards, on the other hand, are cost-effective
offline solutions for biometric authentication
(Owusu-Oware et al., 2018).

Biometric systems have been widely deployed in
both developing and developed countries. Increasingly,
developing countries employ biometric systems for
socioeconomic developments, including national identi-
fication (e.g. McGrath, 2016), national elections (e.g.
Effah and Debrah, 2018), health insurance (e.g.

Availability

Figure |. The CIA triad (Qadir and Quadri, 2016).

Owusu-Oware et al., 2018), and food subsidy
(Masiero, 2018). Thus far, developing country IS litera-
ture on biometric systems has given much attention to
their role in socioeconomic development. Research on
the role of biometric systems in information security for
service delivery is therefore under researched. This
study therefore seeks to address the knowledge gap
using the case of a biometric system deployment and
use by an SSP organisation in Ghana.

Theoretical foundation: The CIA triad
model

The theoretical foundation for this study is the CIA
triad model. The CIA triad is an information security
model that considers three fundamental security con-
trols: confidentiality, integrity, and availability.
These security controls ensure that restricted informa-
tion is protected against unauthorised access (Parker,
2010; Warkentin and Orgeron, 2020). The CIA triad
originated from Saltzer and Schroeder’s (1975)
seminal paper, which identified three types of threats
to information: unauthorised information release (con-
fidentiality), unauthorised information modification
(integrity), and unauthorised denial of use (availabil-
ity). It was subsequently developed by the National
Institute of Standards and Technology, an agency of
the United States Department of Commerce)
(Neumann et al., 1977). Figure 1 depicts the CIA
triad model.

Figure 1 illustrates the CIA triad model as the three
protection dimensions of information. Confidentiality
relates to protecting data from unauthorised access
(Warkentin and Orgeron, 2020). Confidentiality
includes the means to protect personal privacy and
proprietary information (Parker, 2010). Integrity
refers to capturing accurate information and prevent-
ing unauthorised changes (James et al.,, 2013;
Samonas and Coss, 2014). Availability ensures
timely and reliable access to and use of information
(Parker, 2010, p. 14). These three security concepts
constitute the fundamental security controls that
inform theoretical understanding and practices of
information security in organisations (Samonas and
Coss, 2014). Availability is the base, as shown in
Figure 1, because without information availability,
confidentiality and integrity of information cannot be
applied (Qadir and Quadri, 2016). In other words,
confidentiality and integrity of information are point-
less if such information is not available to the intended
users (Alsmadi et al., 2018).
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The CIA triad has been extensively used in under-
standing and designing information security in many
areas, including electronic health records (Jayabalan
and O; aniel, 2017), internet of things (Panchiwala and
Shah, 2020), robotic systems (Bhardwaj et al., 2019)
and blockchain (Warkentin and Orgeron, 2020). Many
authors have proposed modifications to the CIA taxon-
omy in order to extend its range of application
(Parker, 2010; Samonas and Coss, 2014; Thomborson,
2010; Warkentin and Orgeron, 2020). For example,
Warkentin and Orgeron (2020) call for inclusion of non-
repudiation as an additional concept. However, we
chose to use the CIA triad without any additional con-
structs because of its simplicity and suitability in analys-
ing our field data to answer our research question.

Research setting and methodology
Research setting

SSNIT, the case organisation, is situated in Ghana, a
middle-income sub-Saharan African country with a
population of about 30 million. The Ghana government
first established the SSP scheme in 1965 through an act
of parliament (Act 279) to provide income security for
workers at the end of their working lives or where they
are unable to earn income. Currently in Ghana, SSNIT
is the statutory public agency that manages the basic
and mandatory SSP scheme for workers in the
country. Every worker in Ghana, except employees
of security agencies, is required to join and make
monthly contributions to the SSP scheme. The SSP
scheme is financed through combined contributions
of employees (currently 5.5% of basic salary) and
employers (13% of the employees’ basic salary) as
well as returns from investments made by SSNIT.
SSNIT is currently the biggest non-bank financial insti-
tution in the country, with a membership size of about
5% of the national population (SSNIT, 2021).

SSNIT’s services include registering workers as
members and issuing them with ID cards with unique
social security numbers (SSNs); receiving members’
monthly contributions; managing members’ personal
and financial records; investing the contributions; pro-
cessing claims and paying benefits for members as
they fall due. SSP benefits are paid to qualifying
members within the age bracket of 60 to 72 years for
a guaranteed period of 15 years. Beyond 72 years,
SSP payments are continued upon annual renewal of
pensioners’ life certificates.

SSNIT’s service delivery is decentralised across its
branch offices in the regions and districts of the

country. Service delivery entails member identity
authentication, which precedes service requests. For
many years, SSNIT operated a centralised manual
authentication system which was inefficient and
prone to errors and manipulations in benefit payments.
SSNIT responded by replacing the centralised manual
system with a biometric system as part of an enterprise
system project. The goal of the project was to trans-
form the entire operations of SSNIT for efficient and
effective service delivery.

Functionally, SSNIT uses the biometric system to
capture, process, and store members’ biometric data
in a central database for member identification and
authentication before services are delivered. The bio-
metric data capturing components include computers
(i.e. desktop computers and laptops) and biometric
devices (i.e. digital cameras, fingerprint and signature
scanners) attached to the computers. An automatic fin-
gerprint identification software (AFIS) runs on the
computers. The biometric-based computers are
deployed at SSNIT’s branch offices. Networks (i.e.
local and wide area networks) link the branch offices
to SSNIT’s data centre at the head office. The
network links enable real-time transfer of members’
biometric data to the central database for processing.
The data processing and storage components consist
of servers hosting the centralised AFIS application
software and database. The ID card production com-
ponent is used to print biometric based smart ID
cards. The authenticating component includes the bio-
metric smart card readers and terminals deployed at
the service points. Section 5 shows how SSNIT used
the biometric system to protect SSP information and
improve service delivery.

Methodology

We followed a qualitative interpretive case study
methodology (Myers, 2013; Walsham, 2006) for this
study because the aim was to gain in-depth under-
standing of the information system phenomenon
within its real-life context (Myers, 2013; Walsham,
2006). Moreover, as the study was a longitudinal
one, the flexibility of the interpretive approach
allowed the researchers to explore and respond to
field conditions as the study unfolded.

Data collection

Data for the study was collected between 2016 and
2020. The data was gathered mainly from interview
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Table I. Interview participants.

Interview Participants Number

1. SSNIT’s officers

Project Manager, Operations Business Suite I
(OBS)

IT Manager, Communications & Networks
Biometric Registration Manager
Former Records Department Manager
Branch Office Manager
Benefits Coordinator
District IT Officer

Sub-total for SSNIT officers
2. SSNIT contributing members
3. Pensioners
4. Academic researchers
Total

N OO N

N

participants and was complemented by participant
observation and documentary sources. Interview parti-
cipants were selected based on purposive and snow-
ball sampling (Bryman, 2016). Table 1 shows a
summary of the twenty-one interview participants.

As shown in Table 1, the interview participants
were: seven (7) officials from SSNIT; six (6) contribut-
ing members of SSNIT— two from a public university,
one from an NGO, one from an accounting firm, and
two self-employed businesspersons; six (6) pensioners
from a church; and two (2) academic researchers con-
versant with SSP services. The interviews were semi-
structured and lasted between thirty (30) minutes and
one hour. With participants’ permission, interviews
were tape-recorded and subsequently transcribed.
Notes-taking complemented the interview recordings.

With participant’s observation, the first author of
this study had the opportunity to participate in
SSNIT’s biometric enrolment and was issued with a
biometric smart card. The author also used a self-
service biometric terminal at one of the branch
offices to gain access and view his SSP information.
The biometric terminal is a special ATM kiosk made
up of a biometric reader for authenticating a user
and a screen for viewing SSP information. Data was
also gathered from publicly available information,
including annual reports, press releases, and online
feature articles. The documents helped to clarify and
fill in information gaps from the interviews.

Data analysis

Data analysis was theory-driven. In line with the inter-
pretive study principle of using theories as a

sensitising device (Klein and Myers, 1999), the
theory-driven analysis used the CIA triad model as
themes to generate a theoretical understanding of the
biometric system phenomenon. The results of the ana-
lysis is presented in the next section.

Results

In this results section, the CIA triad model presented
in Section 3 is applied to explain how SSNIT’s bio-
metric system protects information for improved
SSP service delivery. Figure 2 illustrates integration
of the biometric system into SSNIT’s information
security architecture.

Availability

We start with availability because the other security
attributes depend on it, i.e., without information avail-
ability, no other security attributes can be applied.
Availability of SSP information concerns authorised,
timely, and reliable access to SSNIT records. It took
days to access SSP information in the pre-biometric
era. With the biometric system, information is avail-
able to members right away and is more reliable
than before. In the pre-biometric area, members’
access to their SSP information took days because of
inherent delays in authenticating for service (e.g.
SSP claims, statements, or change of beneficiaries).

Biometric System

(@

& %
& “,
& %
¢® Social Security and
Pension
information
Availability

Figure 2. Biometric enabled access control to SSP
information services.
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During the pre-biometric era, members’ service
requests were initiated at a branch office, batched,
and sent to the head office records department by a
vehicle so that their identities could be authenticated.
At the records department, members’ files were
retrieved based on their SSNs. Then, using a magnify-
ing glass, a thumbprint authentication expert compared
a member’s thumbprint on file with the incoming
thumbprint to confirm whether the social security
number (SSN) belongs to the member or not. A
match confirmed the identity of the member and
SSN. The authentication results were then sent back
by transport to the respective branches for the services
to be provided. Thus, transactions took many days to
process. For instance, the average processing time for
the payment of benefits to claimants was over 40
days. A former records manager recounted the cause
of the delays in information availability:

The manual central authentication system delayed our
processes. Assuming you initiated your claim at Lawra
[a town in the northern region of the country], we
couldn’t start processing payment until you are con-
firmed as the owner of the number. [a former records
manager]

The introduction of the biometric system improved
information availability by enabling instant authenti-
cation at the service points. Typically, at the branch
office, using a biometric card reader or a biometric
terminal, a member is authenticated by inserting
their smart card into the reader slot and then placing
their fingers on the fingerprint scanner. A match
between the stored fingerprint on card and live fingerprint
confirms the identity of the member. At a biometric term-
inal, once authenticated, the member goes through
various menus shown on the terminal screen to view
his or her SSP information and services. A member
worker gave his experience with the biometric terminal:

I always wanted to check on contributions from my
employer. So, this self-service ATM [i.e., biometric
terminal] makes it easy for me to check on it regularly.
It is convenient. [a member worker]

Using the biometric terminals, members could
readily access their personal details, lodge complaints,
view beneficiaries, view or print statements, and
renew life certificates. These were information
services that took days to accomplish without the bio-
metric system. A biometric registration officer com-
mented on the ease of use of the system.

Now with the new system, the authentication has
become more easier because now you don’t need to
send the request to a central point for the member to
be authenticated... At the branch level you can tell this
is the real owner of the number so whatever request he
has is immediately attended to [biometric registration
officer]

A benefits coordinator placed the time reduction in
perspective with respect to claims lodgement.

Processing of claims lodgement used to take about 40
days, but now it has been reduced to about 12 to 15
days. This performance is not attributed to the biometric
alone but with the improvement of the entire system
using the OBS [operation business suite SSNIT’s enter-
prise system). [benefits coordinator].

A branch office manager mentioned the ease with
which members, including pensioners, could access
their information and services:

With the former system, we had situations where over 72
year-olds will come to the office every three years to tell
us they are still alive so that we can continue paying their
pensions. Now with the biometric terminal that has been
made easier. [branch office manager]

However, some pensioners were not enthused
about the self-service biometric terminal.

*“...as for the biometric terminal I see it more as benefi-
cial to them (i.e. SSNIT) than us (i.e. pensioners). For
me, [ will want to go to the branch and have my life cer-
tificate renewed.” [a pensioner over 72 years]

“I am not aware of such an ATM (i.e. biometric term-
inal). Even if I am, I will still go to the branch to be
authenticated and have my certificate renewed.
[another pensioner over 72 years].

Overall, the integration of the biometric system into
SSNIT’s services improved member information
access by enabling authentication in real-time and
timely service delivery.

Confidentiality

The confidentiality of SSP information ensures that
members get to view their own SSP information.
The biometric system enables SSNIT to maintain con-
fidentiality of SSP information through biometric
enrolment, identification, card issuance, and authenti-
cation processes. These biometric processes link
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members’ SSP information to their own biographic
and unique biometric data. First, the biometric enrol-
ment process establishes the identity of a person by
validating and capturing members’ biographic
details: an applicant completes an enrolment form
with his or her biographic data, including name,
contact, birthdate, gender, and residential address.
The accepted identification credentials for enrolment
are birth certificates and national IDs. Date of birth
as evidenced by a birth certificate, is a key requirement
for enrolment. For applicants without any of these ID
documents, a short interview is conducted, and a spe-
cially designed date of birth form is completed and
thumb-printed with a declaration by applicant. After
validation of applicant’s biographic details, their bio-
metric data is captured using a fingerprint scanner,
digital camera, and signature pad. The biometric
data captured during enrolment are ten (10) finger-
prints and facial image, in addition to signature. A dis-
trict IT officer responded to the question of how
SSNIT handles instances where the fingerprints of
applicants cannot be taken.

We do have instances where some applicants’ finger-
prints cannot be used. This may be due to accidents or
sick conditions like leprosy. In such cases, at least one
good fingerprint can be used. However, if all ten (10) fin-
gerprints cannot be used, the system tags the applicant or
member as invalid in our records and only their pictures
are taken. With such persons, their pictures and personal
details on the card issued are used for identification. [dis-
trict IT officer]

Second, the biometric identification process prevents
multiple registration by a member and thereby
ensures confidentiality of members’ SSP information.
The biometric identification process kicks in after the
captured identity data at the enrolment point is trans-
ferred over the SSNIT’s network links to the data
centre. At the data centre, using applicants’ biometric
data, the backend AFIS server software automatically
prevents multiple registrations by matching the pre-
sented fingerprint images with the already enrolled
ones in the database. With the third process of card
issuance, members receive their biometric smart
cards within a month of enrolment. The biometric
smart card is a chip-based card that shows identity
information about the holder, i.e., SSN, picture,
name, and date of birth. Two fingerprints miniature
of the holder are also stored electronically on the
card. The stored fingerprint on the card ensures that

the card is not duplicated or shared, and the informa-
tion remains confidential.

Fourth and finally, to maintain confidentiality, the
authentication process ensures that members have
exclusive access to their own SSP information after
a correct match of the stored biometric data on the
smart card and the live fingerprints.

Integrity

The integrity of members’ SSP information concerns
keeping accurate member identity and SSNIT
records for benefits payments. An officer described
the problem that SSNIT’s information system in the
pre-biometric era had in maintaining the integrity of
members’ SSP information:

Our systems had outlived their usefulness and were very
prone to fraud - you could easily manipulate data and the
benefits a person was to collect. [a SSNIT officer]

The biometric enrolment and identification processes
enhanced the integrity of members’ identities and
SSP information. With biometric identification (see
details under the confidentiality attribute), the unique
biometric data prevents instances of multiple SSNs
per member. A former records manager provided
insight into how the implementation of the biometric
system improves data integrity:

During the transition from the manual to the biometric
system, we identified many multiple SSP records of
members who had different dates of birth. The different
dates of birth were the result of either multiple registra-
tions from different employers or attempts to reduce age
and delay retirement time. [a former records manager]

In line with the need to maintain information integ-
rity, SSNIT did not opt for instant card issuance
during biometric enrolments. Instead, applicants
collect their biometric cards within a month after
enrolment. The IT manager explained:

We can do instant card issuance during enrolment. But
then we need to validate the submitted biographic data
on the enrolment forms, which means forgoing instant
card issuance. Our operation is such that an error in
your name, different dates of birth from different
employers, for instance, can delay processing claims.
Besides, it is important to double-check personal and
employment details to avoid possible impersonation.
[IT manager]
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To ensure integrity, the biometric authentication
(see Section 5.2) ensures that only authorised
members can access and alter their SSP records.
Members who want to update their SSP information
need to be there in person with their biometric card
at the service point. Information integrity is also main-
tained by requiring pensioners over 72 years of age to
renew their life certificates annually to ensure that
benefits are paid to the right persons. SSNIT’s
policy stops payments to pensioners who do not
renew their life certificates because the assumption
is that they have passed on. To renew a life certificate,
a pensioner visits a branch office to be biometrically
authenticated and is then issued with a life certificate
for a year. For pensioners who, for health reasons,
cannot visit the branch, SSNIT arranges to have
them biometrically authenticated at their homes.
A recent newspaper report (GraphicOnline, 2021)
indicated SSNIT’s plans to delete the names of more
than 13,000 pensioners aged 72 and above from its
payroll. According to the newspaper report, the
affected persons had failed to renew their SSP certifi-
cates. The newspaper report further indicated that
since 2018, SSNIT had saved about GH¢ 144 million
(about one million dollars) by deactivating 11,478
SSP accounts that had not been renewed.

In summary, SSNIT’s biometric system improves
SSP services by instantly authenticating members to
gain access (i.e. availability) to view their SSP informa-
tion (i.e. confidentiality) and update their information
(i.e. integrity) necessary for proper record-keeping
and benefits payments.

Discussion

This section discusses the study’s findings in relation
to the research question on how a biometric system can
improve SSP information security and service delivery.
Overall, the study’s findings show that using a biomet-
ric system to identify and authenticate SSP members
can ensure information security through data availabil-
ity, confidentiality, and integrity. In addition, the
system can improve SSP services by reducing service
delivery turnaround time and financial leakages. The
detailed findings are discussed next.

Information confidentiality, integrity
and availability

The study’s findings show that the use of a biometric
system can facilitate secure access to restricted

information by ensuring its confidentiality. In this
study, the SSNIT’s biometric system ensures that
members can access only their own SSP records.
The confidentiality of one’s SSP record is assured as
the biometric authentication requires a member’s pre-
sence (i.e. their unique live fingerprints), the
member’s smart card, and a biometric card reader or
terminal at the service point.

Additionally, the study’s findings indicate that the
use of a biometric system can improve the integrity
of restricted information by ensuring its accuracy.
This study identified three ways in which SSNIT’s
biometric system improves the integrity of SSP
records. First, the enrolment and identification pro-
cesses contribute to maintaining the accuracy of per-
sonal identification information, which is critical for
benefit payments. The unique biometric identification
links a member to only one SSP record in the data-
base. In the pre-biometric era, multiple SSP records
with different SSNs were common, making the SSP
system vulnerable to manipulation of benefit pay-
ments. Second, SSNIT’s biometric authentication
system requires members to be physically present
with their smart card in order to access and update
SSP information.

Thirdly, the biometric system is used to enforce
annual life certificate renewals in order to ensure
that benefits payments are made to pensioners who
are alive. Additionally, smart ID cards are not issued
instantly to allow for the validation of applicants’ bio-
graphic details. This validation contributes to prevent-
ing impersonation and minimising errors in personal
data.

Finally, the study demonstrates that the use of a
biometric system can restrict information only to
authorised users. In this study, it was found that the
presence of a member with a biometric card at a
service point equipped with biometric card readers
or terminals ensures that SSP records are available
to only authenticated members when needed and in
a timely and reliable manner. With the biometric
system, a member’s identity is authenticated instantly
at a service point, compared to the centralised manual
system, which involved many days of waiting to be
verified. The instant biometric authentication enables
members to readily access their SSP information.

Overall, the study’s findings affirm the information
security literature’s observation that a complete pro-
tection mechanism requires a combination of organi-
sational and technical aspects (Alsmadi et al., 2018).
For instance, in this study, the biometric system was
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aligned to SSNIT’s operational control of double-
checking the accuracy of members’ biographic
details. As a result, SSNIT does not issue the biomet-
ric cards instantly to applicants during enrolment.
Instead, the ID cards are collected by the newly
enrolled members much later, within a month, to
enable personnel to validate the accuracy of their bio-
graphic details. Another operational control was that
pensioners over 72 years old are required to be biome-
trically authenticated annually to continue with bene-
fits payments.

SSNIT’s biometric system was deployed as part of
an enterprise system implementation project.
Therefore, the biometric system is not the only techni-
cal component that ensures confidentiality, integrity,
and availability of restricted SSP records. This is
because, as an access control system, a biometric
system secures access to information on storage
(Alsmadi et al., 2018). Since information security is
not limited to information at rest but also information
in transmission, biometric systems’ protection needs
to be complemented with technologies that secure
information in transmission as shown in Table 2.

Table 2. Comparison of biometric system security to
other technologies using the CIA triad model .

Application of CIA Triad

Information
Security
technologies

Information in
motion

Information at
rest

Access control systems

Examples: A biometric Not applicable
* Biometric system offers
system higher levels of

¢ Password
* Plain ID cards

confidentiality,
integrity and
availability
compared to
passwords and
ID cards as this
study shows.
Encryption technologies

Examples: Confidentiality, integrity and

* Cryptography availability (Alsmadi et al., 2018;

* Public key Caballero, 2017; Els and Cilliers,

infrastructure 2017; Zhu and Sun, 2018)

Intrusion mitigation technologies

Examples: Confidentiality,

* Firewalls integrity and

* Antivirus availability
(Alsmadi et al.,
2018)

Technologies such as cryptography, firewalls, and
intrusion prevention systems, protect information
during its transmission (Alsmadi et al.,, 2018;
Sharma and Garg, 2017).

Cryptography technologies encrypt information
(whether at rest or in transmission) by making it
unreadable by unauthorised persons (Caballero,
2017; Els and Cilliers, 2017). Thus, sensitive data
(such as a person’s SSP record in this study), while
being transmitted, could be encrypted in order to
prevent unauthorised persons without a valid
private key from seeing the content (Moriggl et al.,
2021). In this wise, while a biometric system
ensures authentic persons can access their SSP infor-
mation on storage, cryptography technologies
protect the confidentiality, integrity, and availability
of content while traversing networks. Further, secur-
ity threats such as denial of service are attacks on
information availability (Alsmadi et al., 2018),
which can prevent even authenticated biometric
users from accessing their SSP records. In such
cases, technologies such as firewalls, which block
harmful network and application traffic (Caballero,
2017) can be used.

To conclude this section, using the CIA triad model
and the foregoing discussion, we compare biometric
system security to other security technologies identi-
fied in the literature.

As Table 2 shows, encryption technologies are the
most basic technical means to protect information
since they secure information in all its states
(Alsmadi et al., 2018; Zhu and Sun, 2018).

Impact on service delivery

By improving SSP information security, a biometric
system can improve service delivery in several
ways. First, instant authentication of biometric data
at service points reduces service turnaround time. As
the study’s findings demonstrate, incorporating bio-
metric authentication into SSNIT’s operations elimi-
nated the number of days spent manually verifying a
member’s identity before providing a service. Also,
the self-service biometric terminals or card readers at
the branch offices enable members to readily view,
update, and print account information. Also, the intro-
duction of biometric systems into SSNIT’s operations
helped to reduce the claims processing duration from
40 to 15 days.

Second, a biometric system contributes to the integ-
rity of SSP benefit payments by facilitating the
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maintenance of accurate information. As the study’s
findings show, the unique biometric data of individuals
prevents duplication of a member’s SSP record.
Comparatively, the manual system was prone to multi-
ple SSNs with different birth dates per member. Also,
the use of biometric-based life certificate renewal
reduces the risk of paying pensions to pensioners
who have passed on. Evidence from the study shows
that SSNIT saved about 1 million dollars by deactivat-
ing accounts of those who had not renewed their life
certificates. However, the annual life certificate renew-
als pose challenges to pensioners as they have to
present themselves every year at a SSNIT office to
renew their life certificates biometrically.

We conclude this section with the limitation of
SSNIT’s biometric system. Evidence from the study
indicates instances where some individuals’ finger-
prints could not be used. This finding corroborates
the literature on the limitation of unimodal biometric
systems in excluding some segments of the population
due to factors such as age and occupation (Jain et al.,
2004; Uzoka and Ndzinge, 2009). In this study, photo
authentication was therefore used for such exclusions,
although they were rare. Multimodal biometrics such
as the use of fingerprints and iris have been suggested
as a solution for exclusions (Moses and Rowe, 2016).
Alternatively, and perhaps a cheaper and effective
option, is to use two-factor authentication by includ-
ing a verification code sent via SMS to the registered
phone of an individual (Moses and Rowe, 2016).

Conclusion

This study sought to understand how a biometric
system can improve SSP information security and
service delivery using the case of a government
agency that administers SSP services in Ghana. The
study’s findings show that when biometric identifica-
tion and authentication mechanisms are integrated into
SSP service delivery, they can provide SSP informa-
tion availability, confidentiality, and integrity and
reduce service delivery turnaround time. In addition.
the study also found that a biometric system can be
used to enforce controls against fraudulent manipula-
tions associated with service delivery. The study’s
findings also indicate that a biometric system alone
cannot provide complete information security and
should therefore be complemented with other technol-
ogies such as cryptography and firewalls.

The study contributes to research, practice, and
policy. For research, this study provides in-depth

insights into studying biometric systems as information
security models for service improvements. In terms of
theory, this is the first study to apply the CIA triad
model to the study of biometric systems, thereby enhan-
cing the model’s utility and our understanding of bio-
metric systems. For practice and policy, this study
provides rich insights into how biometric systems can
protect restricted information and enhance service deliv-
ery using the case of SSP services.

Implications for research

Developing country IS literature on biometric systems has
focussed on their role in socioeconomic development
(Effah et al., 2020; Effah and Debrah, 2018; Masiero,
2018; McGrath, 2016; Owusu-Oware et al., 2018).
However, using the CIA triad model, this study has
given attention to the need to examine biometric
systems for information security and service improvement
in the domain of SSP services. Future studies can
also apply CIA triad or the expanded model
C-I-A-N-R (Confidentiality, Integrity, Authenticity, and
Non-Repudiation) in other biometric application domains.

Implications for practice and policy

The study’s findings show the need for practitioners
and policymakers to align deployment and use of bio-
metric systems with domain application needs. As the
study findings show, SSNIT chose to validate identity
data during enrolments at the expense of instant card
issuance. In other domain applications, such as
health insurance, biometric enrolment is accompanied
by instant card issuance because members need to
access health services as soon as possible (see
Owusu-Oware et al., 2018). Also, the study’s findings
affirm that a biometric system is limited in covering all
individuals. As discussed in the study, either multimo-
dal biometric systems are used or the cheaper option
of multifactor authentication involving photolD and
SMS code validation is employed. Further, in this
study, the biometric system was used to enforce
annual life certificate renewals to reduce payments
to wrong persons. Some of the pensioners were not
enthused by the biometric terminals — they preferred
to deal with the branch officers directly. SSP policy-
makers need to consider the inconveniences such poli-
cies cause the aged. Consideration may be given to
authenticating pensioners aged over 72 years at their
homes at additional fees which may be subsidised
by government. On the other hand, for practitioners,
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especially manufacturers, there is the need to design
systems to cater for the aged.

Limitations of research

The findings from the study are limited by the single
experience of a developing country government
agency and the domain of SSP services. However, in
line with interpretive studies, the findings can be
applied to other developing countries with similar
context as well as other domains such as payroll and
health insurance. Also, the study did not delve into the
enterprise system which underpinned SSNIT’s digital-
isation effort with the biometric system as a subcompo-
nent. Our understanding of the CIA triad can further be
enhanced if the enterprise system in conjunction with the
biometric system is examined in a future study.
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