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Abstract

In recent times, credit card usage has increased tremendously because it is conve-
nient to use and also saves a lot of time. Credit cards are rectangular plastic cards
issued by banks which allow a person to borrow funds from a pre - approved limit
to pay for one’s purchases now and pay later. In the same manner, credit card
frauds have also been on the increase causing huge sums of financial loss to credit
card issuers. Credit card fraud is the use of a credit card by someone who is not
the owner of the card and is not allowed to use it. In this study, three classification
methods were used to do a deep analysis of credit card transactions history and the
fraud detection models built. This study presents and demonstrates the advantages
of support vector machine, artificial neural network and the k - nearest neighbor
algorithms to the credit cards data for the purpose of reducing the bank’s losses.
The results show that the linear support vector machine and k - nearest neighbor
approaches outperform artificial neural network in solving the problem under in-
vestigation. This study allows for multiple algorithms to be integrated together as

modules and their results combined to increase the accuracy of the final results.
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Chapter One

Introduction

1.1 Background of the Study

Data mining is about extracting understandings from data that must be statistically
accurate, known before and with good purpose Elkan| (2001). The data should be
accessible, important, sufficient and clean. Challenges of data mining should be
very well explained, can not be overcome by doubting and reporting instruments,
and is motivated by models of data mining processes Lavrac et al. (2004). Fraud
refers to exploiting the structure of a profit corporation without actually contribut-
ing to direct legal issues. Fraud can become a critical issue for an organization in
a competitive market if it is very common and if the preventive mechanisms are
not effective enough. Fraud detection automates and helps to reduce the manual
components of a screening procedure, which is part of the general fraud control
systems. This sector has become one of the most developed data mining appli-
cations in industry and government. Rationale and the intent behind a transac-
tion can not be absolutely assured. In reality, the most cost - effective approach

will be to use statistical algorithms to search for potential proof of fraud from



the available data. The analytical engines within these solutions are developed
from various research communities, particularly from developed countries where
software is regulated using artificial immune systems, artificial intelligence, audit-
ing, databases, distributed and parallel computing, econometrics, expert systems,
fuzzy logic, genetic algorithms, machine learning, neural networks,recognition of
patterns, figures, visualization and others. Several advanced solutions and tools
are used for fraud detection that safeguard credit card issuers. There exists two
major criticisms of research on data mining - based fraud detection: 1. the limited
amount of real life data accessible to the public to conduct experiments on and 2.

the inaccessibility of well - researched methods and techniques released.

1.2 Problem Statement

In recent years, topics such as fraud detection and prevention have received a lot
of attention on the research front, in particular from payment card issuers. The
reason for this increase in research activity can be attributed to the huge annual
financial losses incurred by card issuers due to fraudulent use of their card prod-
ucts. A successful strategy for dealing with fraud can quite literally mean billions
of dollars in savings per year on operational costs. Fraud prevention is very impor-
tant to financial institutions. The advent of new technologies such as Telephone,
Automated Teller Machines (ATMs) and credit card systems have amplified the
amount of fraud loss to many financial institutions. Analyzing every transaction
as legitimate or not is very expensive. Moreover, it is also time consuming, hence
practically impossible. Confirming whether a transaction was done by client or

fraudster is a better option, but phoning all cardholders is cost prohibitive if it



is checked in all transactions and will lead to customer dissatisfaction. In recent
times, fraudsters have also been adapting new operational practices to escape early
detection due to an increase in credit card fraud detection techniques. Credit card
fraud detection models therefore require regular upgrades. This study aims to help
issuers of credit cards to reduce credit card fraud to the lowest minimum. This will
then eliminate the tremendous losses that these financial institutions suffer annu-

ally.

1.3 The Study Objectives

1.3.1 General Objective

The general objective of this study is to identify the most suitable classification

algorithm for classifying credit card transactions as genuine or fraudulent.

1.3.2 Specific Objectives

The specific objectives of this study are

e To evaluate the proposed techniques using various input and output param-

eters such as classification errors, accuracy and false alarms.

e To determine which of these techniques will yield results with the lowest

error rate.

e To determine which of these techniques will reduce the mis - classification

and the generation of false alarms.



1.4 Methodology

A promising approach to identify credit card fraud is to examine the customer’s
transaction model. If new transactions deviate from this pattern, such transactions
are considered fraudulent. The function that illustrate the customer’s behavior is
selected from the data used in the study. Transaction number, date, period, loca-
tion, transaction frequency and billing address are the behavioral characteristics
showing the expenditure patterns of the credit cardholders. The models are trained
based on these datasets. Support vector machine, Artificial neural networks and
the K - nearest neighbor are the machine learning algorithms used in this study for
analyzing the data because they are better classifiers compared to other algorithms

out there.

1.5 Data Acquisition

For the identification of fraudulent transactions, credit card fraud detection sys-
tems are enabled on the basis of the amount of transactions made by card holders.
In the form of kaggle datasets, the purchases made by credit card holders are de-
rived. Kaggle datasets are nothing but datasets that are already in existence and are
being posted for data mining and machine learning purposes by credit card compa-
nies and other researchers. Data was obtained from http: /www.kaggle.com
database which included data rows of 6, 000 and columns of 31. The only columns
that were important for the study are Time, Amount and Class (genuine or fraud-
ulent) out of the 31 columns. The other 28 columns were transformed using prin-

cipal component dimensionality reduction in order to protect user identities. Kag-



gles are online communities that enable researchers to find and use datasets that
have been published for research purposes. Datasets used in credit card fraud

identification systems include only credit card holders’ transactions.

1.6 The Design of the study

The numerous steps running from the raw data process through to the validation
stage are seen from figure 1.1. The process involves the stage of data conversion,
stage of data selection, stage of feature extraction, stage of data preparation, cross
validation using grid search stage, collection of correct parameters stage, stage
of support vector machine classifier, stage of expected outcomes and stage of

validation. The following are the explanations of the various stages of figure 1.1

- Data Pre-Processing
Prepared
Data | 5] Data | | Feature Dataset

Conversion Selection Extraction

Predicted SVM
Results Classifier

i

Selecting Proper
Parameters

T

Cross Validation
using grid search

3

Validation [+

Plate 1.1: Workflow of the Training Model

above which is the flow chat of the design of the study.

e Raw Data stage is the stage at which the raw dataset is fed into the algo-

rithm.



The data conversion stage is where the features used in the dataset are con-

verted into numerical data.

The data selection stage is where the algorithm selects the important fea-
tures in the data to efficiently portray the usage of the behavior of an indi-

vidual credit card account.

The feature extraction is a method used to reduce the large size of data ie, a
dimensional reduction method. This is where the relevant characteristics of

the input dataset are extracted due to the high dimensionality of the dataset.

The prepared dataset stage is where the huge amount of dataset is processed.
This is where a scalable machine learning system is needed to process the

large amount of data.

The SVM classifier is the stage where the data is trained.

The cross validation using grid search is the stage at which proper parame-

ters are chosen to avoid over fitting of the algorithm to get a perfect result.

Selecting proper parameter stage is the stage where the parameters C' and ~y
are selected. C' is regularization parameter which weighs the classification
errors. It is the trade off between genuine transactions and fraudulent trans-
actions. The radial basis function has a parameter known as Gaussian with
~ which controls the width of the RBF kernel function. These two param-
eters are most important for the accuracy of the classification. Effectively
selecting the proper values of C' and ~y avoids over fitting and gives a high

classification accuracy.



e The predictive result stage is where supervised learning models are pro-
duced by using the knowledge of already classified data to inductively find

a predictive pattern of the algorithm.

e The validation stage which is the final stage is the stage where the opti-
mal number of support vectors are determined or a stopping point for the

algorithm.

1.7 Computational Tool

MATLAB is the analytical method used for training and identification and statis-
tical evaluation of the fraud detection algorithms. MATLAB is a high - level lan-
guage, intentionally made for numerical computations. For solving mathematical
problems, it makes available appropriate interactive command line interfaces. It is
also used as a batch - oriented data processing language. It offers a broad range of
graphics capable of visualizing and manipulating data. MATLAB is usually used
for analyzing data but can also be used for writing non - interactive programs via
its interactive command line interface. The major advantage of MATLAB is that

most of its programs are portable.

1.8 Significance of the Study

Though most of the fraud detection systems show good results in detecting fraud-
ulent transactions, they also lead to the generation of false alarms and mis - clas-
sification of the dataset. This significance especially in the domain of credit card

fraud detection is to enable credit card companies to minimize their losses and at



the same time, do not want the card holders to feel restricted too often.

1.9 The Study Limitations

While detection of credit card frauds have been in place for a long time, in this
very important interest of research, not much work has been done. This shot
drop is accounted for by the lack of real - world life data available on which
researchers can conduct experiments as credit card issuers are not prepared due to
security concerns to provide data on sensitive consumer transactions. They even
used to modify their interest names so that the investigator could not understand
the ideas concerning real interests. In addition, it is very difficult to manage the
large quantities of data effectively due to the very high dimensions associated with
the available data. The mis - classification costs for credit card fraud detection

systems are typically high.

1.10 Research Contributions

Only a few credit card fraud detection models were introduced in the research
front as defined in the literature review due to the lack of real life data. And the few
models were not implemented into the real systems for detecting frauds. However,
some major uses of the few data mining techniques can still be found. Outlier
detection, self - organizing maps, neural networks, Bayesian classifiers, support
vector machines, artificial immune systems, fuzzy systems, genetic algorithms
used in detecting credit card frauds, K - nearest neighbor and hidden Markov

chains are some of the data mining techniques that have been used over the years.



The findings are relevant and important as they bring to light the potential benefits
there are in using some of the Machine Learning techniques in fraud detection
methods. These would be useful for insurance and financial companies as well
as credit card and policy analysts who might directly benefit from the results of
this research. The tools used in this research can be widely used for monitoring
product performance on the markets, track progress of fraud detection tools and

countless other applications.

1.11 Thesis Structure

This research was organized into five different chapters. Chapter one provides
the study history, problem statement, aims, brief explanation of the methods used,
importance of the study, limitations and contributions to research. Certain related
literature is discussed in Chapter two. The research methodology is discussed in
chapter three. In this chapter, all the methods and mathematical foundations used
in the analysis are discussed. The theoretical outcomes, their respective debates
and explanations are discussed in Chapter four. All the findings are summarized

in Chapter five and conclusions and recommendations made.



Chapter Two

Review of Literature

2.1 Review of Literature

Credit cards fraud detection are crucial parts of the measures put in place for
implementing and to maintain attacks tolerant database system. Although data
management systems are largely able to serve as intrusion prevention to some
level, they are not adequate to defend against syntactically correct yet seman-
tically damaging transactions through conventional access control mechanisms.
The detection of credit card frauds have contributed to a lot of interests and a

range of approaches with a particular focus on data mining and neural network.

2.1.1 The P - RCE Neural Network

Using credit card frauds detection systems, Vatsa et al.[(2005) calculated the ef-
ficiency of neural networks. The P - RCE neural network (Restricted Coulomb
Energy) was the neural network used for this research. The authors concluded

that 20% to 40% in reducing the overall loss due to fraudulent transactions could

10



be achieved.

2.1.2 CARD WATCH

Aleskerov et al.|(1997) proposed CARD WATCH, a data mining system based on
neural network learning modules. These systems trained neural networks with the
transaction history of a particular cardholder which was used to process a current
transaction history and to detect changes that may occur. The authors assumed
that the fraudster will purchase so many items within the shortest possible time
and that this habit of the fraudster will ensure that any anomalies in the transac-
tions will be detected. If deviations appear, the suspected transactions were taken
for special considerations. There is no certainty however that with this procedure
every fraudulent transaction can be detected since a cardholder can decide to pur-
chase in a limited time that will deviate from his/her usual transaction history. But
because a thief’s usual activity is to buy as much as possible in a short period of

time, the purchase anomaly would most likely be observed.

2.1.3 Parallel Data Mining Approach

A large dataset of credit card transactions was split into smaller groups by |Dela-
maire et al.| (2009) and mining methods were applied in parallel to distributed data
mining approaches. To produce a meta - classifier, the outcomes of these individ-
ual models were then placed together. A large dataset of credit card transactions
was split into smaller groups by Chan et al, and mining methods were applied in
parallel to distributed data mining approaches. To produce a meta - classifier, the

outcomes of these individual models were then placed together. Credit card frauds

11



detection models focused on the cardholder’s transaction history and used for de-
tecting credit card fraud in their current transactions was proposed by Zhang et al.
(2009). To develop the model, the transaction history of individual credit cards
were used. The use of unsupervised self - organizing map methods were required

by this models to identify outliers from their normal transactions history.

2.1.4 Data Mining Model

A model based on data mining was described by [Sun et al. (2011) where web
services were used to move data from one bank to another. For credit card fraud
detection, algorithms for fraud patterns have been created. This approach allowed
banks to share their experiences of fraud trends in both heterogeneous and dis-
persed environments and to further strengthen their ability to detect fraud and
thereby minimize financial losses for these banks. The use of this technique of
data mining is well illustrated by Chiu and Tsai (2007/). They considered data ex-
change web services among financial institutions. For mining fraudulent associa-
tion rules that provide information on the characteristics that occur in fraudulent
activities, Fraud Pattern Mining (FPM) algorithms were advanced. By using the
latest fraud trends to stop fraudulent attacks, banks improved their original fraud
detection systems. Although methods of data mining are generally effective, they

are inherently very slow.

2.1.5 Outlier Mining Technique

Yu and Wang| (2009) discovered outlier mining techniques for credit card fraud

detection. Distance - based outliers were identified and algorithms developed

12



for outlier mining. By calculating distances and setting thresholds for outliers,
the model was able to identify outlier sets. The model has successfully defined

overdrafts and has also been used to forecast fraudulent credit card transactions.

2.1.6 Technique of Mining Neural Data

Yu and Wang| (2009) made use of the technique of mining neural data. This pro-
cess focused on the transaction habits of customers. In developing the model,
variations from the normal behavior patterns were taken as significant tasks. With
the data and confidence value estimated, the neural network was learned. Low -
confidence credit card transactions were rejected by the qualified neural networks
and were considered as fraudulent transactions. With additional confirmation and
the detection performance compared to the thresholds, abnormal confidence val-

ues were tested.

2.1.7 Method of Fusion

Panigrahi et al.| (2009) proposed a method of fusion. The method consisted of
four separate parts: rule - based filter, Dempster - Shafer Adder, database of trans-
actions history, and Bayesian learner. For finding the suspicion rate of the trans-
actions, the rule - based filter was used. In calculating the initial belief, based
on the evidence presented by the rule - based filter, the Dempster - Shafer theory
was used. Depending on the initial assumption, the transactions were classed as
normal, abnormal or suspicious. Once a transaction was found to be suspicious,
according to its similarities with the transaction history of the cardholder using

the Bayesian learning, belief was further enhanced or weakened.

13



2.1.8 Stochastic Methods

Extensively simulating stochastic methods show that, relative to other models, fu-
sion of different evidence have strong positive effect on the performance of credit
card frauds detection systems. There are some technological challenges to the
production processes of fraud detection systems created by related data charac-
teristics, such as large data volumes, distorted distributions, irregular transaction
costs and strongly overlapping groups. Building training data for the classifiers is
the most severe one. Particularly, because of unstable learning algorithms such as
neural network and decision tree, for the classifiers. In response to minor changes
in training data, the learning outcome is subject to substantial changes. For these
purposes, in the first stage of modeling fraudulent transactions, the generation of
unbiased data for the training of classifiers is very significant. However, due to
the distorted nature of data delivery as well as their large sizes, it is very difficult.
The concept is essentially to enhance the efficiency of neural classifiers that are
constructed with training data consisting of only minute sections of actual trans-
action data and are highly biased towards fraudulent transactions. Since bias of
data training is expected, the approach is constructed with frauds density maps
using analyzed data over real data in the design of the neural classifiers for detect-
ing fraudulent transactions. From the understanding that input transactions can
be considered suspicious if the likelihood of fraud occurrences is represented by
fraud - ridden areas in the input space and the frauds density, then the fraud ratio
of the neighborhood surrounding the points represented by an input vector in the
input data space is taken as a confidence value with the neural classifiers’ fraud

score modified.
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2.1.9 Imbalance Data Classification

Credit card transactions were considered by |Panigrahi et al. (2009) as an imbal-
anced data classification issue where most samples (non - fraud) are much more
than minority samples (fraud). The algorithms perform very poorly when han-
dling imbalance data, and the results are skewed to the majority class of the data.
Therefore, for the classification of imbalanced data, an appropriate method is
needed, particularly for credit card fraud detection problems. For this purpose,
another model for detecting credit card frauds was developed that used hybrid
sampling techniques to over - sample the data, consisting of random under - sam-

pling and Synthetic Minority Over - Sampling Techniques (SMOTE).

2.1.10 Credit Card Fraud Identification

Pimentel et al.| (2014) recently did an impressive report on credit card fraud iden-
tification. The study revealed that the key types and sub - types of identified
frauds were formalized by trained fraudsters and the existence of data evidence
gathered within affected industries was presented. In order to create a more pre-
cise global method, Chan et al. (1999) outlined a meta - classifier framework for
the detection of credit card frauds by combining the results obtained from lo-
cal fraud detection instruments at various corporate sites. A comparable study
was performed by |Chan et al.| (1999) and established by |Chan et al.| (1999). To
complement the various classification findings, this work described more practical
cost models. The combination of several classification rules was also suggested
by Wheeler and Aitken| (2000). A fraud detection technique was introduced by

Pimentel et al.| (2014) using stacking bagging approaches to boost cost savings.
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There are numerous forms in which fraudsters demonstrate interest in showing
that fixed credit card numbers are valid and can be used for fraudulent activities.
This is due to the poor existence of conventional credit card processing systems,
where long - term, semi - secret and often fully disclosed keys used for authenti-
cation can be used. While credit cards are used by a large number of individuals
worldwide, there are no alternative methods of payment that are more reliable. By
using the notion of disposable credit card numbers, this issue was resolved. In that
event, a certain number to be used for transaction purposes was decided between
the credit card issuer and the holder and this number was discarded just after the
transaction and a new number was created for the next transaction and so on. The
fraudsters are therefore unable to sniff an identification number that would help

them collect any useful data.

2.1.11 Artificial Neural Networks

Hussain et al.|(2008) have introduced an Artificial Neural Networks (ANNs) based
fraud engine. It has been applied to credit card purchases in order to gain insight
to their efficiency and the general viability of their approach. The explanation is
that security measures focused on intelligence behavior may provide additional
protection for sensitive systems. Real - time identification and response to fraud-
ulent activities is of particular interest. Any suspicious or irregular operations are
quickly captured and avoided. For actual artificial implementation using Neural
Networks, protection measures based on actions have shown that they are at the
same level as the attacker and not a step behind. Using this type of technique as

protection takes it down to the personal level, according to the transaction history,
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meaning frauds should be observable for each single user or client.

2.1.12 Neural Fraud Management Systems

There are existing systems that are designed for examining the transaction history
of cardholders for the identification of potential frauds. These existing systems
are referred to as fraud engines and are focused on analyzing the history of trans-
actions to determine if a new history is found. Highly automated Neural Fraud
Management Systems (NFMS) are state - of - the - art integrated neural network
systems, fraud detection engines and automatic modeling systems. In order to
resolve the limitations of ruled - based systems, machine learning, anomaly - de-
tection, Artificial Neural Networks systems are typically used. These systems are
able to automatically and instantly detect suspicious activity for each cardholder
and for groups of cardholders, rather than having to wait for a new attack to be
identified and for a new rule to be written by experts. Behavioral systems are
inherently future proof, since the first time they are launched, they can spot new
kinds of attacks. Clustering algorithms based on artificial neural networks depend
on successful anomaly detection systems. Clustering algorithms group a smaller
number of clusters into identical transactions. A certain behavior pattern is de-
noted by each cluster. Each time the anomaly detection system processes a new
transaction, the systems try to fit it into an existing cluster. It is listed as fraudulent

if a transaction does not fit into any of the clusters.
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2.1.13 Optimal Margin Classifier

Cortes and Vapnik (1995) presented an optimal margin classifier training algo-
rithm in which he showed that increasing the margin between the training ex-
amples and the class boundary resulted in reducing the maximum loss of these
classifiers in terms of generalization efficiency. His definition was originally ex-
plored because binary class optimal margin classifiers achieve less separation of
the training data error, since separation is possible, and outliers in such classifiers
are easily detected. Separable data were the basis of the first inquiries into these
types of algorithms. But these algorithms were expanded by Cortes and Vapnik
(1993)) to account for linearly inseparable datasets. Attempts were made to apply
these outcomes to issues of multi - class classification. This type of learning ma-
chine was later named the Support Vector Machine (SVM). A machine learning
technique with a clear and sound theoretical context is the support vector machine.
It is important to note that researchers have reported that support vector machine
in binary classification problems equal or outperform neural networks in most
cases. Simulated annealing, multi - grid random search, time - weighted pseudo
- Newton optimization, and discrete propagation of error were gradient - based
methods. In their experimental problems, simulated annealing outperformed all
the other techniques. These approaches need a much more training time than the
others, with an increase in their training time as sequence lengths increase. Most
attempts to close the gap between long time lags can be outperformed by sim-
ple random weight guessing, as stated earlier. Some techniques have promised
good results for longer time lags, such as unit addition and Kalman Filter ANNSs,

but these are not useful to problems of undefined lag length. If properly imple-
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mented, information technology can help identify and handle credit card frauds in
very powerful and efficient ways. Several techniques and technologies have been
proposed for the implementation of Fraud Management Systems (FMS), the most
popular of which are rule - base scoring models, computational methods, and Ar-
tificial Neural Networks (ANNs). Although artificial neural networks have some
advantages and are commonly used for the detection of credit card fraud, con-
ventional back - propagation - based algorithms used for training artificial neural
networks have local optimal problems that decrease the effectiveness of artifi-
cial neural networks in detecting credit card fraud. Scoring models are a set of
rules defining the features of certain forms of documented fraud. Scoring models
work well when the kinds of fraud in the size and complexity of rule parameters
are clear and manageable. In the case of simple forms of fraud, the description
of all the laws involved can be rather boring. Scoring models often have no self -
learning skills and do not readily implement new ways of fraud. Several statistical
approaches, such as the Least - squares regression analysis, are effective in detect-
ing credit card fraud. In this situation, auditors who are only interested in fraud
detection systems without paying attention to the mathematical specifics involved
need some guidelines. In the development and training of back - propagation neu-
ral network models, hybrid financial models such as trend analysis models have
been proposed. These studies have shown that these suggested models provide a
very high rate of prevention and often outperform other models of fraud detection,
such as discriminant analysis , decision trees, and neural networks of back - prop-
agation. Furthermore, in the management of fraud schemes, complete statistical
approaches do not easily provide adaptive learning capabilities. Artificial Neural

Networks (ANNs) with self - learning skills are suggested to solve the above -

19



mentioned problems. Artificial Neural Networks learn and can make decisions by
experience extended to new ones from previous experiences. They are inspired
and work like neurons in the human brain by information - processing units. Neu-
ral networks are known to be non - parametric black box classifiers consisting
of artificial neurons. They are flexible to use. Therefore, Artificial Neural Net-
works have become useful developments in fraud detection systems for pattern
recognition and implementation. The performance of artificial neural networks,
considering their increasing distribution, depends largely on how these networks
are equipped. Training is designed on the basis of Back - Propagation (BP) algo-
rithms for most artificial neural networks for fraud detection. These algorithms
suffer from well - known problems, so local optima can be difficult to solve. This
is because the starting point in an n - dimensional space is initialized randomly
by all BP algorithms used for training artificial neural networks. A BP algorithm
possibly converges on a local solution if the starting point is located in a local
valley. Several reforms have been made to solve this issue by seeking a global
solution. In recent times, by optimizing artificial neural network environments,
certain fraud detection systems use ant colony algorithms. They function using

the steps below:

1. Usage of personal identification numbers (PINs) and passwords for initial

authentication.
2. Detecting automatic fraud using artificial neural networks

3. Automatic fraud detection using artificial neural networks

Stage 1 is made up of preliminary authentication processes for verifying user

identities. Unique Identification Numbers (PINs), passwords, or Internet Procol
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Addresses, fingerprints on some terminals, and telecommunications identity sim
cards can be used. Phase 1 will bring about a large number of problems with
identity misuse (say identity theft). The most significant portion of this procedure
is Step 2. Step 1 is a method of signature - based analysis, step 2 is a behavior
- based process that needs more smart approaches in the analysis of the dataset
on behavior. In order to design their trends, data on the transaction history of the
card users is collected and analyzed. The case for manual analysis in phase 3 is
then illustrated for any transaction that deviates from the transaction history. Ab-
normal transactions, however, are just possible illegal events and are sometimes
just rarely used by legal consumers. Thus, in phase 3, the suspicious transactions
observed in step 2 are set up for further analysis by the appropriate workers. This
three - step approach thus forms a framework strategy that provides the individual

in charge of fraud detection with overall controls.

2.1.14 Artificial Immune Systems

Artificial Immune Systems (AIS) are very effective biological systems - motivated
strategies. In many fields, such as computer protection, optimization, robotics,
fault detection, etc; the applications of artificial immune system models are in-
creasing significantly in different domains. But only a few attempts have been
made in this field to identify credit card fraud. |Gadi et al. (2008)) indicated that
when the information is extremely distorted, Artificial Inmune System algorithms
outperform some conventional methods of detecting credit card frauds. |Brabazon:
et al.| (2010) have established that it is possible to use artificial immune techniques

to prevent credit card fraud online. In this work, they examined the efficacy of AIS
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in the detection of credit card frauds. The findings indicated the potential of AIS

algorithms to be used in fraud detection systems.

2.1.15 Questionnaire - Responded Transaction

Instead of using credit cardholders’ transaction history to detect credit card fraud,
Chan et al.| (1999) introduced a new approach for solving credit cards fraud is-
sues. To detect credit card fraud, they built customized models. Cardholders’
personal transaction information was first gathered using an online self - comple-
tion questionnaire system. On line framework Questionnaire - Responded Trans-
action (QRT) datasets were considered as transaction records and used to create
customized models that are used sequentially to detect whether or not a new trans-
action is actually fraudulent. Since the spending conduct of the unauthorized user
is often different from that of the cardholder, fraud can be prevented even with-
out any transaction dataset from the initial use of credit cards. The method of the
QRT is very encouraging. There are however, several issues associated with it that
need to be addressed. One of the most important questions about the use of the
QRT method is how to detect accurately with just a few datasets, say 150 to 300,

because card users typically do not want to answer too many questions.

2.1.16 Fraud Detection Systems

Fraud Detection Systems (FDS) have recently been categorized into two major
categories: abuse - based and anomaly - based. New fraud patterns are not ob-
servable by the misuse - based FDS. Anomaly - based detection systems, however,

often raise several false alarms. It uses a series of aligned strategies to solve prob-
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Plate 2.1: QRT Approach for Predicting Credit Card Frauds

lems associated with credit card fraud in evaluating potential cases of fraudulent
transactions. The strength of both misuse and anomaly - based detection tech-
niques defines this type of model. This function of the FDS makes it possible to
address the shortcomings of current fraud detection systems and makes it effective
in the detection of credit card fraud. Sequence alignment was used to evaluate the
similarities of both the genuine sequence of cardholders and the sequence created
by a legitimate fraud detection model of an incoming sequence of transactions. In
deciding whether or not a transaction is fraudulent, scores from these two phases
are combined. Knowing that behavioral models and classifications at the transac-
tion levels are not simple strategies for detecting credit card frauds, it is helpful to
find other approaches that can improve their strengths. Along with other current
rule - based detection systems, all the techniques can apparently be put to use. In a
given period of time, an extension to transaction - level classification is to collect

information on various transactions. This is mainly accomplished by designers

23



of detection systems for commercial fraud. Previously, supervised classification -
based approaches to credit card fraud transactions were published with a focus on

classifying individual transactions rather than account level transactions.

2.1.17 Secret Markov Model

Srivastava et al.| (2008) for credit card fraud detection, came up with a Secret
Markov model. In this model, a Hidden Markov Model (HMM) was used to
model the sequence of operations in credit cards processing. An HMM was ini-
tially trained by the cardholder’s regular actions. If the qualified HMM does not
accept an incoming transaction with a sufficiently high probability, then this in-
coming transaction is assumed fraudulent. This model seeks to ensure that real

transactions are not rejected.

2.1.18 The Ada Cost

For credit card fraud detection systems, Lee et al.| (2001) suggested the applica-
tion of distributed data mining. This approach used Ada Cost, which uses a large
number of classifiers and required a lot more computational resources during de-
tection, to increase the effectiveness of highly distributed databases and detection

systems.

2.1.19 Naive Bayesian Approach

In addition to a low false alarm, Brause et al.|(1999) combined advanced data min-
ing techniques and neural network algorithms to achieve high fraud detection. For

credit cards fraud detection, the Naive Bayesian approach has also been proposed.
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In many real world datasets, the Naive Bayesian algorithm is very effective and
linear attributes are extremely efficient. Bayesian networks were more precise and

quicker to train, but when applied to new situations, they are slower.

2.1.20 Distance Amount Qutlier Detection

Chaudhary et al.| (2012) proposed a study based on distance amount outlier de-
tection mining on the credit card fraud detection model, which shows that outlier
mining can detect credit card fraud better than clustering - based anomaly de-
tection. Outlier mining was used in credit card fraud detection in this model.
Definitions of outliers based on distance are referred to and the outlier algorithms
have been developed. By calculating distances and setting thresholds for outliers,

this model detects outlier sets.

2.2 Experimental process

1. Input was standardized with the standard method of deviation

2. Distances are calculated between two datasets of credit card transactions
and the total value is collected. It is called an outlier if the sample value is

higher than other objects.

3. Threshold setting of the outliers. It is then compared to the sets obtained
from the outlier. This technique can provide precise forecasts, but when

applied to large datasets, scalability and efficiency problems occur.

The available methods of detecting credit card frauds using labeled data in training

their classifiers do not identify new forms of fraudulent transactions. The most
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popular drawback of supervised methods of learning is that they require human
intervention in parameter optimization. Decision trees, however, do not need the

user’s parameter settings and can be created quicker than other methods.

2.2.1 The BOAT Algorithm

The BOAT algorithm is an effective fraud detection system which through the
combination of clustering and classification methods, adapts to changes in behav-
ior. To detect any irregularities at the first stage, it is a two stage fraud detection
method for comparing an incoming transaction to the transaction history. The next
step is to reduce the incidence of false alarms. Frauds history databases tested sus-
picious anomalies and guaranteed that these anomalies found were due to fraud-
ulent transactions or some short - term changes in the spending pattern. BOAT
assisted gradual updating of the transaction database in that work and managed
full coverage of fraud with high speed and less expense. On both synthetically
generated and real - life data, the suggested model is assessed and has shown
very good accuracy for the detection of fraudulent credit card transactions. As
discussed above, the majority of fraud detection systems show a number of vari-
ations in their precision outcomes. The key problem that most of these systems
have found is that the majority of transactions flagged by these fraud detection
systems as fraudulent are simply not fraudulent. Banks expend a lot of time and
money on investigating a great deal of legitimate cases. Customer inconveniences

and disappointment are often induced.
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2.2.2 Intrusion Detection System

Axelsson| (2000) clarified that the factor limiting the efficiency of intrusion detec-
tion systems is not the ability to correctly recognize the invasive actions, but its
strength to reduce false alarms, because of the base - rate fallacy problems. Al-
though failure to identify a fraudulent transaction results in the company’s direct
loss, follow - up measures taken to chase false alarms often appear to be expen-
sive. Any design selection that aims to increase the rate of accurate fraud detection
typically false alarms often trigger an increase. One of the reasons of this research
is to answer this problem. It is well established that each holder of a credit card
has a certain shopping pattern that creates for him an activity profile. In subse-
quent transactions, almost all current fraud detection systems aim to catch these
activity patterns as rules and search for any breaches. These laws are, however,
essentially static in nature. As a consequence when the cardholder discovers new
activity patterns that the fraud detection system is not yet aware of, they become
ineffective. The aim of efficient fraud detection systems is to dynamically train the
actions of users to reduce their own losses. Systems that can not adapt or ‘learn’
can quickly become redundant, resulting in a large number of false alarms. Fraud-
sters can also try new forms of attacks that the fraud detection system should still
detect. For example, by making a few high value transactions or a large number
of low value transactions so as not to be detected, they can seek to derive maxi-
mum benefits. Fraud detection systems should therefore be established that can
incorporate various facts, including patterns of legitimate cardholders as well as
fraudsters. Credit cards fraud detection statistical techniques were reviewed by

(Bolton and Hand, [2002).
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2.2.3 Supervised and Unsupervised Techniques

Techniques for detecting statistical frauds are divided into two major groups: su-
pervised and unsupervised. In the case of controlled fraud detection systems,
when classifying new transactions as legitimate or fraudulent transactions, mod-
els are determined based on the transaction history. Outliers or transactions which
deviate from the cardholder’s transaction history are considered as potential cases
of fraud in unsupervised fraud detection systems. To estimate the chances of fraud
in a given transaction, all fraud detection techniques are used. Models of credit
cards fraud detection are practically in active use today. Taking into account the
proliferation of data mining methods and applications in recent years, only fewer
works in the interest of credit cards fraud detection have been published. One
paper recently considered many fraud detection strategies in credit cards fraud
detection, such as support vector machine and random forest. Their work con-
centrated on the effect of the aggregation of transaction data on fraud detection
results. The research analyzed the aggregations on two distinct real - life datasets
over time differences and discovered that aggregation can be beneficial with criti-
cal factors being aggregation time lengths. With random forests, aggregation was
very successful. Random forests revealed findings that were higher than other
approaches used. Logistic regression and support vector machine also performed
well. Complex data mining techniques that demonstrate superior performance in

distinct applications are support vector machine and random forest.
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2.2.4 Support Vector Machine

Support vector machine is a tool used in solving a variety of problems for statisti-
cal learning purposes that have very effective histories and are useful applications.
They are equivalent to neural networks. They are used as alternatives for obtaining
neural network classifiers by the use of kernel tricks. The support vector machines
aim to reduce the upper bound on the generalization errors instead of reducing er-
rors that can be seen in the data. Support vector machines can be used to achieve
general solutions with good globalization errors when contrasting support vec-
tor machines to other statistical approaches such as neural networks which suffer
from local minimum, over - fitting and noise. In applications that have in - built
model choices in the optimization process and have been found to perform better
than neural networks in solving classification issues, support vector machines are
more convenient. To be able to achieve good results in the application of support
vector machines, the required selection of parameters is important. Problems re-
lated to some of the techniques mentioned in the literature are that a labeled data
is a prerequisite for them to work effectively in classifier training. The greatest
problem connected with credit card fraud detection techniques is collecting real -
life data. Often, new fraudulent transactions in which labeled data are not used in

the study can not be identified by these methods.

2.3 Gaps In Literature

I have discussed some credit card fraud detection algorithms. The gaps in the

implementation of these algorithms for credit card fraud detection have also been
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revealed with possible modifications to overcome their setbacks. All the algo-
rithms seek to reduce credit card frauds. It is important to note that most of these
credit card fraud detection techniques could not meet their usefulness at the time
of their use because they were being test run and also due to the non - availability

of credit card data.

2.4 Choice Of Algorithms For This Study

The choice of SVM, ANN and the KNN algorithms for this study over the nu-
merous algorithms out there for credit card fraud detection is that they are more
robust and produce more accurate results compared to the numerous algorithms

out there due to technological advancement.
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Chapter Three

Research Methodology

3.1 Introduction

A thorough analysis of Support Vector Machine(SVM), Artificial Neural Net-
works(ANNs) and K - Nearest Neighbor(KNN) are presented in this chapter.
Support Vector Machines are methods used for classification purposes in pattern
recognition. Classifying trends into two types is a classifier; fraudulent and non
- fraudulent transactions. For binary classifications, it is quite suitable. Support
Vector Machines are model - free techniques that provide successful solutions
without any assumptions about the distribution and inter - dependence of the data
for classification problems. They are intelligent artificial tools that have to be
conditioned to acquire learned models. In 1995 Cortes and Vapnik| introduced
Support Vector Machine as a statistical machine learning method as an alternative
to polynomial, radial functions and multi - layer perception classifiers, in which
the weights of the neurons are identified by solving Quadratic Programming (QP)
problems with constraints of linearity and equality rather than solving non - con-

vex, unconstrained minimization problems. As a new machine learning method,
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regression analysis, face detection, categorization of texts, data mining and detec-
tion of outliers for binary classification purposes, support vector machine faces
challenges if the data are very large due to the dense design and memory require-
ments of the quadratic datasets. However, support vector machines are excellent
examples of supervised learning that seek to optimize generalization by maximiz-
ing the margin and use kernel functions to facilitate nonlinear separations. Support
vector machines aim to prevent over - fitting and under - fitting from occurring.
Margins in the support vectors denote the distance in the feature space between

the boundary and the nearest data points.
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Plate 3.1: An illustration of a Linear SVM (Taken from Andrew W. Moore slides
2003)

The mathematical background of support vector machines is described in details
as follows: They were built from the theory of Structural Risk Minimization prob-

lems. For binary classification problems, the decision function of a typical support
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vector machine is as shown in Equation (3.1)

f(y) = sgn(wly) +c (3.1)

in which y is an example to be classified, w is the input vector with weights and ¢
a bias. Equation (3.1) is used in the determination of a decision boundary between
the two classes. The parameters w and c have to be learned by the support vector
machine on the training phase and c is derived by maximizing the margin of sepa-
ration between the two classes. The criteria used by SVM is based on the margin
maximization between the two classes. The margin is that distance between the

two hyper - planes. To find the hyper - plane,

A S, T ST (3.2)
and the two hyper-planes

% YA & (3.3)
and

o i T (3.4)

The starting point separating the two classes is A and the two margin boundaries

are A; and A,. Then the margin is

2
[|wl]
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, where ||w|| is the norm of the vector w. In a non perfectly separable case, the
margin is soft. There is therefore the tendency of introducing mis - classification
errors. This mis - classification errors when noticed, should be minimized. They
are minimized by introducing a slack variable &;. If £,=0, the classes are correctly
separated. Where &; is a non - negative slack variable for mis - classification. Let
z be the indicator of the class, where in the case of fraud detection z = 1 for the

positive class and z = —1 for the negative class. SVMs require that either

(Wyte)=21-¢

or

Wry+c) > -1+&}

which is summarized as in equation (3.5)

ZW" Y o)M=, (3.5)

wheret=1,2,--- ,n

The optimization problem for the calculation of w and ¢ can thus be defined by

winll 4 o5
2 1

subject to

s(wry+e)=l—¢

with & > 0
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By minimizing the complex support vector machine is reduced and by

[|wl|?
2
minimizing the slack variable, the mis - classification errors are reduced as well.
C'is aregularization parameter that weighs the classification errors and is the trade

- off between the two classes. The constrained optimization problem is solved by

using the Lagrange function as shown in equation (3.7).

L(w, ¢, €, a,B) = llAP H +CZ€Z Z 2wy +d —14&) Zﬁz&
i=1 =1

(3.6)
The solution of the optimization problem is given as minimizing w, ¢, £ and
maximizing « and §. It is easier to solve the problem by introducing it’s dual

formulation in equation (3.8),

H;%Xw(a,ﬁ) B {gf’lgg(w,c,&a,ﬂ)} (3.7)

By substitution, the problem is changed into a dual formulation signified by;
max {Z o — Zzaiaj2i2j<yi,2j>} (3.8)
i=1 i=1 =1

and is maximized under the constraints, Z?zl a7z = 0and 0 < «; < C for
1=1,2,....n

The Khun -Tucker condition in Equation(3.8) is introduced in Equation (3.9)
ai{z(Wyi+c)—1+£} =0 (3.9)

where © = 1,2,--- ,n The Lagrange vectors are the support vectors required to

describe the hyper - planes. In a linearly separable data, all the support vectors lie
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on the same margin. The decision boundary is determined by Equation (3.10).

Ns
F) = aizly.y) +c (3.10)
i=1

where y is the input vector, (y, y;) is the inner dot product. Ns is the number of
support vectors, and c a bias term. For nonlinear datasets, kernel tricks are used
to map the input vector to higher dimensional vector spaces. Kernel tricks are
used in other applications as they provide a simple bridge from linear to non -
linear algorithms which can be expressed in dot products. Functions that satisfy
Mercer’s conditions by Vapnik are used as kernel functions. Kernel functions are

introduced as

(Wi, ¥5) — k(Wi, ¥5) (3.11)

Introducing kernel functions make it possible for the input vectors to be mapped
to higher dimensional vector spaces. Some kernel tricks normally used in support

vector machines are;

3.1.1 The Linear Kernel Function
k(Yirys) = ¥ Y5 (3.12)

Linear kernels are the simplest forms of kernel functions. They are given by the

inner dot product ( y,z ) and a constant c.

3.1.2 The Sigmoid Kernel Function

k(yi,y;) = tanh(ayy; + a) (3.13)
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where « and a are the parameters used in Sigmoid Kernels. If a > 0, then « is
acting as a scaling parameter of the input data, and a as a shifting parameter that
guides the threshold of mapping. If o < 0, the dot product of the input data is not

only scaled but also reversed.

3.1.3 The Polynomial Kernel Function
ki yi) = [(vi yy) +1)° (3.14)

Polynomial kernels are non stationary kernel functions. They are suitable for

problems with normalized training data.

3.1.4 The Radial Basis Kernel Function
k(2 2;) = exp(—al|z; — szz) (3.15)

The adjusted parameter « plays a very important role in the performance of the
kernel functions and should be carefully chosen to meet the requirements of the
problem being solved. The above mathematical formulations form the basis for
the start of credit cards fraud detection as the decision support tool for detecting
and classifying credit card transactions. Recently, decision making activities of
knowledge - intensive enterprises depend mainly on the successful grouping of
data patterns, despite time and computational resources needed to achieve accu-

rate results due to the complex nature of the datasets and also, their large sizes.
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3.2 Variable Selection

Variable selection is a special way of reducing the dimension of the dataset. It
is a transformation of the dataset into a reduced form of variables. The variables
denote the essential characteristics of the dataset. Aside using the full dataset, we
can use a reduced set of it which still contains the important variables of the origi-
nal dataset. This process is best done using Principal Component Analysis (PCA).
PCA is a method of reducing large sized datasets into a much more smaller size
without loosing the important variables as in the original dataset. By using PCA
in the dataset reduction process, the cost in training and testing in the support
vector machine is reduced drastically. PCA applies orthogonal transformations in
transforming dataset of possibly correlated variables into a dataset of uncorrelated
variables called principal components. PCA is done by using eigen value decom-
position of the covariance matrix of the dataset, usually after mean centering the

dataset for the variables. The covariance matrix is calculated as shown below

1 n
Cov(z,y) = A Xj(xZ —Z)(y; — 7) (3.16)
i=1

Where z; and y; are the values of variables, # and y are the mean values of = and

y, and n is the sample size.

3.2.1 Model Building

For the performance analysis, the SVM training and testing dataset was added to
the SVM algorithm. As a single function for the linear, polynomial and radial

basis kernel functions, and the inbuilt Matlab codes, SVM classifiers were im-
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plemented. The fraud data for classifier preparation, testing and validation was
partitioned. 70% for preparation and 30% for research are used for the dataset.
With a ten - fold cross validation for each kernel, the linear, polynomial and radial

basis function SVM classification kernels were used and the results averaged.

3.3 Artificial Neural Network

Artificial Neural Networks (ANNs), in their simplest forms, are imitations of the
human brain. The human brain has the strength to learn new things, to adapt to
new conditions that are evolving. The brain is the most impressive capacity to
interpret and make its own assessment of incomplete and vague fuzzy knowledge.
We may read the handwriting of others, although the way they write might be
entirely different from the way others write. Children should recognize that a
circle is both the form of a ball and an orange. The infant, a few days old, has
the understanding to identify his mother by touch, voice and scent. From a blurry
picture, we can recognize a known person. The brain is an organ that is extremely
complex and which regulates the entire body. Also the most primitive animal’s
brain has more power than the most sophisticated machine. The role of the brain
is not only to control the physical activities of the body, but also to control things
that can not be defined in physical terms, such as thought, visualizing, dreaming,

imagining, learning, etc.

3.3.1 Overview of Artificial Neural Network

Artificial neural networks consist of neurons called processing units. Artificial

neurons attempt to replicate the structure of natural neurons and their behavior.
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Inputs (dendrites), and one output (synapse via axon) form a neuron. The neuron
has a role that decides the neuron’s activation. X1, X, - - - X,, are the inputs to the
neuron. A bias is also added to the neuron along with the inputs. Usually the bias
value is initialized to 1. Ay, Ay, --- , A, are the weights. Weight is a connection
to the signal. The product of weight and input gives the strength of the signal.

Neurons receive multiple inputs from different sources and have single output.

f(x)

0|

Plate 3.2: Sigmoid function

Various functions are used for activation. The most commonly used activation

function is the sigmoid function given by

1
Ll L W 3.17
@ s S (3.17)
where
sum = ZXiAi (3.18)
1=0

Phase Functions, Linear Functions, Ramp Functions, Hyperbolic Tangent Func-
tions are other forms of functions used. The function of the hyperbolic tangent
(tanh) is similar in type to the function of the sigmoid, but its limits are from —1
to 1, unlike the function of the sigmoid, which is from 0 to 1. The sum is the

input weighted sum multiplied by the weights between one and the next sheet.
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The activation function used is a sigmoid function, which is an approximation of
a phase function continuously and differentially. The neural network forms an
interconnection between these individual neurons. The artificial neural networks

architecture is made up of:

e input layer: for receiving the input values

e hidden layer(s): A set of neurons between input and output layers. The

layers consist of single or multiple layers.

e output layers: They have a neuron and their outputs range between 0 and 1.
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Plate 3.3: Neural network architecture

In inter - unit relation strengths called weights, the processing power is pro-
cessed. The input intensity depends on the value of the weight. Positive, negative
or zero may be the weight value. Negative weight reflects the reduction or inhibi-
tion of the signal. Zero weight denotes that the two neurons have no relation. To

obtain their appropriate outputs, the weights are modified. To get the necessary
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outputs, algorithms are used to change the weights of artificial neural networks.

The process of adjusting the weights is known as training or learning.

3.3.2 Model Building

For each function from “V'1” to “V'28”, pattern recognition networks with 30 input
neurons, one neuron was used with one each for “Amount” and “Class”. In the
hidden layer, 10 to 15 neurons were used and the 10 neuron network provided the
best result (Plate 3.4). 70% of the fraud dataset was used as a training set, 15%
as a validation set and the remaining 15% for generalization of the network. With
Neural networks in Matlab, pattern recognition networks with 30 input neurons,
1 hidden layer with 10 neurons and 1 output layer with 1 neuron were generated
and the results averaged. A pattern recognition neural network was formed and

the network was trained with the dataset.
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Plate 3.4: Network Architecture

3.4 K - Nearest Neighbor Algorithm

In some anomaly detection methods, the notion of nearest neighbor analysis was
used. K - nearest neighbor algorithms, which are supervised learning algorithms,

are some of the best classifier algorithms used in the detection of credit cards
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frauds. The result of the new instance question is graded based on most of the
category of K - Nearest Neighbors.Aha et al.| presented it for the first time. The

performance of KNN algorithms was influenced by three factors:

e The distance metric used to locate the nearest neighbor.

e The distance rule used to derive a classification from k - nearest neighbor.

e The number of neighbors used to classify the new space.

Among the various credit card fraud detection techniques of supervised statistical
pattern recognition, the K - Nearest Neighbor rule achieves consistently high per-
formance without prior assumptions about the distributions from which the train-
ing examples are drawn. A distance or similar measure identified between two
data instances requires K - nearest neighbor - based credit card frauds detection
methods. The KNN is processed by measuring the nearest point to an incoming
transaction. Then, if the closest neighbor is fraudulent, a fraudulent transaction
is implied by the transaction. The value of K is usually used as a small and odd
number to sever the links,(1, 3, and, 5). The effect of noisy datasets can be min-
imized by large K values. In this algorithm, the distance can be determined in
various ways between two data instances. Euclidean distance is a good alternative
for continuous attributes. A simple matching coefficient is commonly used as cat-
egorical attributes. For multivariate results, each attribute’s distance is typically
determined and then combined. By optimizing distance metrics, the efficiency of
the KNN algorithm can become better. For training, this method requires both
legitimate and fraudulent samples of data. Along with high false alarm, it is a fast

technique.
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3.4.1 Data Preparation

The dataset was retrieved from http://www.kaggle.com and is made up of
transactions made by credit cardholders in September 2013 by European cardhold-
ers. The dataset represents transactions that took place in 60 minutes, where there
were 20 frauds out of 6000 transactions. The dataset is highly skewed with the
negative class (frauds) accounting for 0.33% of the total transactions. Due to con-
fidentiality issues, it was not possible to get the original features and more back-
ground information about the variables in the dataset. The features Vi, V5 - - - | Vg
are the principal components obtained using principal component analysis. The
only features of the dataset which have not been transformed using principal com-
ponent analysis were “Time” and “Amount”. The feature “Time” contains the
seconds that elapsed between each transaction and the previous transaction in the
data. The feature “Amount” is the transaction amount. The feature “Class” is the

response variable and takes the value 1 in the case of fraud and 0 if not fraud.

3.5 Evaluation

Accuracy values though important in credit card frauds detection, false alarms
and fraud catching rates are the best measurements for credit card frauds detec-
tion. In this study, a confusion matrix is used for assessing the fraud catching
rates. A confusion matrix is a graphical representation of the True Positive (7' P),
False Positive (F'P), False Negative (#'/V) and True Negative (I'N). A standard
confusion matrix is shown in Plate 3.5 below:

In the confusion matrix, the columns represent the predicted class and the
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Predicted

Positive | Negative

Positive TP FN
Negative FP TN

Actual

Plate 3.5: Confusion Matrix

rows represent the actual class. T'P is True Positive(Fraud catching rate) shows
the number of genuine transactions correctly identified as non - fraudulent. F'P
is False Positive (False alarm rate) gives the number of genuine transactions in-
correctly identified as fraudulent. F'/N is False Negative represents mistakenly
considered fraudulent transaction as genuine transactions. 7T'N is True Nega-
tive shows the number of fraudulent transactions correctly identified as frauds.
Achieving the highest fraud catching and lowest false alarm rates are the most
important tasks of the support vector machine models. The True Positive (1T'P)

and False Positive (F'P) rates are calculated using the following equations:

.7
R 3.1
‘ol - A (3.19)
FP
AT S 3.20
F' Frat TN+ FP (3.20)

T P, denotes the ratio of positive class that was correctly classified. F' P,
denotes the ratio of negative cases that were incorrectly classified as positive. Ac-

curacy denotes the ratio of the total number of transactions that were correctly
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University of Ghana http://ugspace.ug.edu.gh

classified. The accuracy of the classifier is calculated as shown below:

TP+TN

Accuracy = TPLFPLFN+TN 3.21)
FP+ FN
ErrorRate_TP+FP+FN+TN (3.22)
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Chapter Four

Results & Discussion

4.1 Introduction

This chapter presents a detailed computational work on the data churned from run-
ning the study algorithms on the available database using the statistical methods
discussed in the previous chapter. This chapter also explains the reasoning behind

every method used and the outcome of the analysis.

4.1.1 Data Preparation

The data represents transactions of credit cardholders where there were 20 frauds

out of 6000 credit card total transactions.

Table 4.1: Distribution of dataset

Type of transaction  Number of transactions Percentage of transactions

Genuine 5980 99.67%
Fraudulent 20 0.33%
Total 6000 100.00%
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From Table 4.1 the probability of the genuine transactions is 99.67% with the
fraudulent transactions having a probability of 0.33%. The linear support vector
machine algorithm produced a probability value of 0.17% in classifying the fraud-
ulent transactions. However, the radial basis support vector machine algorithm
produced a probability value of 0.49% in classifying the fraudulent transactions.
On the other hand, the polynomial support vector machine algorithm produced a
probability value of 0.47% in classifying the fraudulent transactions. From Table
4.2, the polynomial support vector machine algorithm has classified the fraudulent
transactions better in terms of probabilities than the other support vector machine
algorithms since its probability value of 0.47% is closer to the prior probability of

0.33% as shown in Table 4.1

Table 4.2: Distribution of probabilities of the SVM algorithms in percentages

Type of transaction Linear kernel Polynomial kernel Radial Basis kernel

Non - Fraudulent 99.83 99.53 99.51
Fraudulent 0.17 0.47 0.49
Total 100 100 100

The classification accuracy of the testing data is a measure to calculate the
ability of the classifier to detect and identify fraudulent transactions. The testing
data used to assess and evaluate the efficiency of the proposed classifiers were
taken only from credit card transactions from http: //www.kaggle . com. For
the purpose of statistical and machine learning classification tasks, a confusion
matrix also known as an error matrix, is a specific table layout that allows the

visualization of the performance of a supervised learning algorithm.

48



Table 4.3: Confusion Matrix of the Linear SVM

Predicted
Positive Negative
Actual  Positive 5999 8
Negative 1 12

Table 4.3 shows the confusion matrix when the linear SVM algorithm is used
for classification. In judging the performance of the classifiers obtained in the
methods discussed, the following measures are calculated; that is Accuracy, Sen-
sitivity, Specificity and Precision with the concept of True Positive (7'P), False
Negative (F'N), False Positive (F'P), and True Negative (T'N'). From Table 4.3,
we deduce the following results: 7P = 5999 which is the number of genuine
transactions that have been classified as genuine. 7N = 12 which is the number
of fraudulent transactions that have been classified as frauds. F'P” = 1 which is
the number of non - frauds that have been classified as frauds. F'N = 8 which is

the number of frauds that have been classified as non - frauds.

TP, | 5999
TP +FN 6007

Sensitivity = = 99.87%

This means that the proportion of genuine transactions that have been correctly

classified using the linear support vector machine algorithm as genuine is 99.87%.

T )
FP+TN 1+12

Specificity = = 93:31%

This means the proportion of fraudulent transactions that have been correctly clas-
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sified as fraudulent using the linear support vector machine algorithm is 93.31%.

TP+ TN 5999 + 12

TP+ FN+FP+TN 5999 +8+1+ 12 = 99.85%

Accuracy =

This means that the proportion of all the transactions that were correctly classi-
fied as genuine or fraudulent using the linear support vector machine algorithm is

99.85%.
TP 5999
TP+ FP 5995+ 1

Precision = = 99.98%

Table 4.4: Confusion Matrix of the Polynomial SVM

Predicted
Positive Negative
Actual Positive 5999 5
Negative 1 18

Table 4.4 shows the confusion matrix when the polynomial SVM algorithm is
used for classification. From Table 4.4, we calculate the performance measures as

follow:
TE B 009
TP+ FN 5999 + 1

Sensitivity = = 99.98%

This means that the proportion of genuine transactions that have been correctly
classified using the polynomial support vector machine algorithm as genuine is

99.98%.
TP 15

BT o o e gt A e 00

Specificity =

This means the proportion of fraudulent transactions that have been correctly

classified as fraudulent using the polynomial support vector machine algorithm
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is 93.75%.

TP+ TN 5999 + 15

= =99.90
TP+TN+FP+FN 5999 +15+1+5 %

Accuracy =

This means that the proportion of all the transactions that were correctly classified
as genuine or fraudulent using the polynomial support vector machine algorithm

is 99.90%.
TP 5999
TP+ FP 5995+ 1

Precision = = 99.98%

Table 4.5: Confusion Matrix of the RBF SVM

Predicted
Positive Negative
Actual Positive 5995 8
Negative - 13

Table 4.5 shows the confusion matrix when the RBF SVM algorithm is used
for classification. From Table 4.5, we calculate the performance measures as fol-

low:
TE B 00
TP+ FN 5995+ 8

Sensitivity = = 99.87%

This means that the proportion of genuine transactions that have been correctly

classified using the RBF support vector machine algorithm as genuine is 99.87%.

TN 12
iy e e e g A2

Specificity = ="70.59%

This means the proportion of fraudulent transactions that have been correctly clas-
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sified as fraudulent using the RBF support vector machine algorithm is 70.59%.

TP+ TN 5995 + 12

= = 99.78
TP+TN+FP+FN 5995 +12+5+8 %

Accuracy =

This means that the proportion of all the transactions that were correctly classi-
fied as genuine or fraudulent using the RBF support vector machine algorithm is

99.78%.
TP 5995
TP+ FP 5995+ 5

Precision = = 99.92%

Table 4.6 contains the performance measures when the three classifiers (linear

SVM, polynomial SVM, RBF SVM) are used for classification.

Table 4.6: Average performance analysis of SVM classifiers in percentages

Description Accuracy Sensitivity Specificity Precision

Linear 99.85 99.87 P3.31 99.98
Polynomial  99.90 99.98 93.75 99.98
RBF 99.78 99.87 70.59 99.92

From the accuracy values shown in Table 4.6, it is clear that the support vector
machine using the three kernel functions have all performed very well even though
the support vector machine using the polynomial kernel function seems to have
performed better than the other kernel functions. This conclusion is supported by

the probability results discussed earlier.
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Plate 4.1: Confusion matrices of the ANN algorithm

From Plate 4.1, we calculate the performance measures as follow:

& ; WO
TP+ EN . 5979 +0

Sensitivity = = 100.00%

This means that the proportion of genuine transactions that have been correctly

classified using the ANN algorithm as genuine is 100.00%.

TN 20

= = 48.
TN+ FP 20421 g7

Specificity =

This means the proportion of fraudulent transactions that have been correctly clas-
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sified as fraudulent using the ANN algorithm is 48.78%.

TP+ TN 5979 + 20

= = 99.65
TP+TN+FP+FN 35979+20+21+40 %

Accuracy =

This means that the proportion of all the transactions that were correctly classified

as genuine or fraudulent using the ANN algorithm is 99.65%.

TP 5979

= = 99.65
TP+ FP 5979 4 21 %

Precision =

Table 4.7: Confusion Matrix of the k - NN algorithm

Predicted
Positive Negative
Actual Positive 6000 8
Negative 0 12

Table 4.7 shows the confusion matrix when the KNN algorithm is used for

classification. From Table 4.7, we calculate the performance measures as follow:

TR B 0000
TP+ FN 6000+ 8

Sensitivity = = 99.87%

This means that the proportion of genuine transactions that have been correctly

classified using the KNN algorithm as genuine is 99.87.00%.

Ll il
VPR O %

Specificity = =1100%

This means the proportion of fraudulent transactions that have been correctly clas-
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sified as fraudulent using the k - NN algorithm is 100.00%.

TP+TN 6000 + 12

= = 99.87
TP+TN+ FP+FN 6000+ 12+ +8 %

Accuracy =

This means that the proportion of all the transactions that were correctly classified

as genuine or fraudulent using the KNN algorithm is 99.87%.

TP 6000

= =100
TP+ FP 600040 %

Precision =

In comparing the performance of different models, the F1 - score is used.

Hence the greater the F1 - score the better the model.

2 X sensitivity X precision
F1 - score =

sensitivity + precision
The F1 - score value for the polynomial SVM algorithm

_ 2X.99.98 X 99.98

<. 96
S ER09.98 L
The F1 - score value for the KNN algorithm
2 x 99.87 x 100
= =99.93
J9.57 4 %
The F1 - score value for the ANN algorithm
Zu :
_ 22X 00 % 99.65 —'99.81%

100 + 99.65

Table 4.8 contains the F1 - scores of the three classifiers (polynomial SVM, KNN
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and ANN) algorithms.

Table 4.8: Percentage F1 - Scores

Description Polynomial SVM KNN ANN
F1 - Score 99.98 99.93 99.83

From Table 4.8, the polynomial support vector machine algorithm has the
highest F1 - score of 99.96%. This therefore suggests that the polynomial sup-
port vector machine has performed better in classifying the data than any of the

other algorithms used in the analysis.
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Chapter Five

Summary, Conclusion & Recommendation

5.1 Summary

From the distribution of the data, actual probability of the fraudulent transactions
is 0.33%. Using the SVM classifiers, The linear SVM algorithm classified the
fraudulent transactions with probability of 0.17%. The accuracy score is 99.85%,
the sensitivity score is 99.87%, the specificity score is 93.31% with a precision
value of 99.98%. The polynomial SVM algorithm classified the fraudulent trans-
actions with probability of 0.47%. The accuracy score is 99.90%, the sensitivity
score is 99.98%, specificity score is 93.75%, precision score is 99.98% with an
Flscore of 99.98. The RBF SVM algorithm classified the fraudulent transactions
with probability of 0.49%. The accuracy score is 99.78%, the sensitivity score
is 99.87%, specificity score of 70.59% with a precision score of 99.92%. The
ANN algorithm classified the fraudulent transactions with probability score of
0.30%. The accuracy score is 99.65%, sensitivity score of 100.00%, specificity
score is 48.78%, precision score is 99.65% with an Flscore of 99.83%. The KNN

algorithm produced an accuracy score of 99.87%, sensitivity score of 99.87%,
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specificity score of 100.00% with an Flscore of 99.93%.

5.2 Conclusion

This study presents and demonstrates the advantages of support vector machine,
artificial neural network and the k - nearest neighbor algorithms to the credit cards
data for the purpose of reducing the bank’s losses. Although all the three algo-
rithms have performed very well in classifying the data into fraudulent and non -
fraudulent transactions, the polynomial support vector machine algorithm classi-
fied the data with more accuracy than the other two algorithms signifying that it
is the algorithm with the lowest error rate. However, the artificial neural network
algorithm has classified the data very well into number of fraudulent transactions
and non - fraudulent transactions thereby reducing drastically mis - classification
and the generation of false alarms. In order to compare the performance of these
algorithms, I calculated the True Positive, True Negative, False Positive and False
Negative as quantitative measurements to evaluate and compare the performance
of these algorithms. All the three algorithms have performed very well with re-
spect to the data used in the study. With accuracy values of 99.90%, 99.65% and
99.87% respectively. With these high levels of accurate performances, it will go
a long way to help the banks and other financial institutions to minimize their
annual losses drastically that would have been incurred through credit card fraud

activities if they incorporate these algorithms into their operational systems.
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5.3 Recommendation

Although there are several credit card fraud detection techniques available today,
none is able to detect all frauds completely when they are actually happening.
They usually are able to detect them after the frauds have been committed. This
happens because a minuscule number of transactions from the total transactions
are actually fraudulent in nature. So we need a technology that can detect a fraud-
ulent transaction when it is taking place so that it can be stopped then and there
at a very minimum cost. The major task therefore is to build an accurate, pre-
cise and fast detecting systems for credit card fraud detection. The major draw
back of all the techniques is that they are not guaranteed to give the same results
in all environments. They give better results with a particular type of data and
poor or unsatisfactory results with other types of data. A solution to this gaps will
be by creating a hybrid of various techniques that are already used in credit card
fraud detection to cancel out their individual limitations and then get enhanced

performance. However, this requires official support from the credit card issuers.
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