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Figure 5.8  Performance analysis mini-batch size of ssdlite_mobilenet_V2 and ALEXNET.
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The figure below shows SVC plots on the various classifiers (linear, polynomial, and radial
basis function) on the ATM system 2018incidents dataset. From the performance metrics and
overall statistics presented, it is observed that the support vector machine performs better
classification with an accuracy of 86% using the RBF kernel function, followed by the
polynomial kernel with 78%, and linear SVM emerged as the least SVM classifier with an

accuracy of 77%.

A summary of results and comparison with SVM and other machine learning algorithms such

as Naive Bayes, Decision Tree, and Random Forest is presented in Figures 5.16 and 17.
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Figure 5. 18 Graph showing the comparison of accuracy for classifiers after
hyperparameter tuning.
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Figure 5. 19 Plot of Confusion Matrix with class labels

Figure 5.18 shows the confusion matrix of the SVM classifiers utilized to compute the
performance metric of the SVM classifiers. The confusion matrix allows visualization of the
performance of the supervised machine learning algorithm.
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Table 5.3 Averages performance analysis of SVM classifiers.

Kernels used Data size Average accuracy rate (%)
Description
0.77

Linear 11452

Polynomial 11452 0.78
0.86

Radial basis function 11452

1.02

Accuracy

Figure 5. 20 Plot of ACC of the SVM classifier of the predicted labels.

Other performance metrics and comparative analyses of the machine learning models are

provided in Appendix B.
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Figure 5.20 summarizes the average results and comparisons based on precision with other

machine learning algorithms such as Naive Bayes, Decision Tree, and Random forest. For this

study, some of the classes are much larger (more instances) than others; hence the metric is

weighted toward the largest ones; the micro average precision is considered.

However, the plots of accuracy, AUC, G-mean, and MCC of the classifier are shown in

APPENDIX B.
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Figure 5.22 Comparative Analysis on precision of the classifiers.
Table 5.4 Comparative Analysis on roc_auc_score of the classifiers
Classifier Roc_auc_score
Decision Tree 0.8474
Random Forest 0.8070
Gaussian Naive Bayes 0.8403
SVM 0.9060

In evaluating the classifiers obtained with the analyzed methods, the most widely employed
performance measures are precision, as shown in figure 5.21and receiver operating
characteristics and area under the curve score(roc_auc_score). The figure below shows the plot
of the classifiers of the NCR2018incident dataset. From performance metrics and overall
statistics presented in the table above, it is observed that SVM performs better classification
with the roc_auc_score as indicated in the table above. The figure below shows a plot of the

classifiers.
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Figure 5.23 Comparative Analysis on roc_auc_score of the classifiers.

55  Analysis of Results

The results and performance metrics obtained for Regional Convolutional Neural Network (R-
CNN) with ssdlite_mobilenet V2, and Support Vector Machines (SVM) are further analyzed
to determine their statistical significance. The one-way analysis of variance (ANOVA) is a case
of the linear model. It tests the hypothesis that all group means are equal versus the alternative
hypothesis that at least one group is different from the others. Table 5.6 shows the ANOVA
analysis of the models in terms of AUC and F1-Score. The columns of tables represent the
classifier and the corresponding sum of squares (SS), degree of freedom (DF), mean squares

(MS), F-values (F), and P values of the models.
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Table 5.5 ANOVA Analysis for Machine Learning Classifier

Groups Count Sum Average Variance

R CNN 2 1411 0.643 0.006962
ssdlite_mobilenet V2 2 1231 0.8935 0.004901
SVM (Linear Kernel) 2 1648 0.9745 0.000761
SVM (Polynomial
Kernel) 2 1372 0.966 0.00045
SVM (RBF Kernel) 2 1722 0.9785 0.000421
ANOVA

Source of Variation SS df MS F P-value F crit
Between Groups 0.028671 11 0.002606 1.456044 0.263912 2.717331
Within Groups 0.021481 12 0.00179
Total 0.050152 23

The results from Table 5.5 show that the source of variation between groups of the classifiers
has a p-value of 0.263912. This means that, with a 5% alpha level, if the p-value is greater than
or equal to 0.05, then the performance of the classifier will not be significantly affected when
using the AUC and F1 score performance metrics.

In summary, the results also imply that the performances of the classifiers based on AUC and

F1 scores are justifiable based on the ANOVA results.

5.6 Research Contribution

The research, therefore, achieved its objectives by providing detailed knowledge regarding
Machine Learning techniques and algorithms (Regional Convolutional Neural Network (R-
CNN) with ssdlite_mobilenet V2 architecture for security incident detection and Support

Vector Machines (SVM)) for detecting ATM system defect incidents. The use of Internet of
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Things (IoT) components such as Raspberry Pi, Global Positioning System (GPS), and Global
System for Mobile Communications (GSM) have been demonstrated as well to self-report
ATM incidents. The proposed technique, with the security incident detection aspect, the R-
CNN with ssdlite_mobilenet V2 detected security incidents such as skimming, robbery, and
other categories of security incidents with a confidence score of 95% and above. This indicates
that the model will detect security incidents efficiently when higher-resolution cameras capture

activities around the ATM terminal.

Again, the proposed model designed and developed using the SVM classifier for ATM system
defect incidents detection yielded appreciable accuracies for the predicted labels. This indicates
that the saved model, when to run on a real ATM network, will efficiently predict system defects

scenarios.

The hardware components that form the lIoT components interfaced well with the methodology
used. The GPS / GSM module communicated by transporting the analysis generated by the

prototype (Raspberry pi) to a mobile device and reported on a dashboard for decision-making.

These findings could inform Bank officials, Security Services and ATM Service Providers, and
computer engineers about the importance of Machine Learning and Deep Learning techniques
while evaluating the Machine Learning and Deep Learning algorithms proposed for industrial

applications at research and development levels.
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CHAPTER SIX

CONCLUSION AND RECOMMENDATION

6.1 Conclusion

In conclusion, the proposed design has met all the requirements and specifications. The work
has demonstrated a Machine Learning technique using the R-CNN algorithm with
ssdlite_mobilenet V2 architecture for security incident detection and SVM for ATM defect
incidents detection. The models designed and developed are used to analyze incident detection.
Results from the models designed and developed for the collected datasets verify the results of
the model. The 10T components used for communication between the Raspberry Pi and the
GPS/GSM module provided information on the map and the messages received from the mobile

phone.

This work aimed at developing a novel incident detection model for ATMs incidents based on
R-CNN with ssdlite_mobilenet_\/2 architecture and support vector machines, which hybridizes
and draws on the strengths of both R-CNN with ssdlite_mobilenet V2 architecture and support
vector machines. Both algorithms have been investigated and applied in the development of
incident detection. This thesis used R-CNN with ssdlite_mabilenet V2 architecture and support
vector machines to detect and classify ATM security incidents and defects incidents into classes

under each aspect.

With this study's security incident detection aspect, Security incident detection for ATMs using
Deep Learning Algorithm is proposed. The detection of security incidents is obtained using R-

CNN with ssdlite_mobilenet_V2 architecture. Security detection using ALEXNET has 80%
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accuracy. The disadvantage of ALEXNET, it contains around 160M parameters. Most of these
are where every input is connected to every output by a learnable weight in fully connected
layers. The total number of ALEXNET layers is more than the ssdlite_mobilenet V2, so
training takes a substantial amount of time. Because of this, the ssdlite_mobilenet V2
architecture is used. The Accuracy of security incident detection using ssdlite_mobilenet_V2 is
96%. The performance analysis among different Mini batch sizes and epoch estimation of
different parameters such as training time, testing time, and Accuracy are evaluated. The RCNN

algorithm detects the region where the security incident occurs.

Again, this paper proposed an approach for ATM incident detection to self-report security
activities and defective state of system components for ATMSs. The technique consists of a
security incident detector and a defect incident detector classifier. The security incident detector
is implemented with bounding boxes, a regional proposal, and Regional Convolutional Neural
Network (R-CNN). The technique used in this research achieved detection accuracy for security
incidents such as Skimming, Physical Attacks, and others of 96%, 99%, and others on

tampering activities captured by the Pi camera.

In this study of defect incident detection aspect, S\VVMs have been considered preferable to other
classification techniques due to several advantages. They enable the separation (classification)
of defects incidents into problem code description and the other classes using the soft margin.
Thus, it has a nonlinear dividing hyperplane, which prevails over the discrimination within the
dataset. The generalization ability of any newly arrived data for classification was considered
over other classification techniques. Thus, the defect detection system combines two
computational intelligence schemes and achieves higher defect detection accuracy. The average

classification accuracies achieved by the SVCs are 77%, 78%, and 86%, which show the
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performance capability of the SVCs model. These classification accuracies are obtained due to
the careful selection of the features for training and developing the model and fine-tuning the
SVCs’ parameters using the hyperparameter tuning approach. These results are much better
than those obtained using Decision Tree, Random Forest, and Naive—Bayes. The behavior of
the dataset has a significant impact on classification results. Based on this work, the developed
SVM model was tested using NCR2018 incident data. The study sought the best-performing
classifier for analyzing the ATM defect incidents datasets for incidents. The RBF kernel was
adjudged the best, with an average accuracy rate of 86%. The RBF kernel is therefore

recommended.

Moreover, the technique used achieved accuracies of 99%, 99%, 97%, 99%, 99%, 98%, 94%,
99%, 99%, 99%, 99%, 98%, 99%, 99%, 99%, 93%, 98%, 98%, 99%, 98%, 98%, 97% and 99%
for the problems; APPLICATION SW PROB, CAPTURED CARD, CARD READER JAM,
COMMS SW PROBLEM, DEAD/ NO POWER, DEPOSITORY PROBLEM, DISPENSE
PROBLEM, ERROR INDICATION, HYGENIC CLEAN REQD, JAMMED/MECHANICAL,
KEYBOARD MALFUNCTION, NON-REMEDIAL CALL, NOT COMMUNICATING,
NOT OPERATING, NOT READING/SCANNING, OPSYS PROBLEM, PIN PAD
FAILURE, PRINT PROBLEM, RECEIPT PRINTER JAM, RECEIPT PRINTER PROB,
SCREEN/DISPLAY, UNDEFINED PROBLEM and VANDALIZED/DAMAGED

respectively.
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6.2 Recommendations

The performance of the proposed SRSAID solution improved the overall security of ATM
systems. It would therefore be of interest to carry out further studies using different datasets
with varying sizes and degrees of imbalance and classification algorithms to confirm and further
establish the practicality and other possible limitations of SRSAID. As this study focused much
on addressing ATM incidents, assessing the applicability and efficiency of SRSAID in different
application areas of system security is highly recommended. Considering the computational
complexity of the machine learning algorithms on image and video processing, it is also of
interest to research how the time requirements of SRSAID can be minimized by tackling it at
the algorithmic level or how other outlier detection techniques with lesser computational time

can be used.
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APPENDICES

APPENDIX A

l. EXPERIMENTAL PROCESS IMPLEMENTATION (SECURITY INCIDENT DETECTION)

import numpy as np

from keras.models import Sequential

from keras.layers import Conv2D, MaxPooling2D, BatchNormalization, AveragePooling2D,
Dense, Dropout, Flatten

from keras.optimizers import Adam

from keras import regularizers

from sklearn.preprocessing import LabelEncoder, OneHotEncoder

import pandas as pd

import matplotlib.pyplot as plt

import os

import pickle

from keras.callbacks import ModelCheckpoint, EarlyStopping, ReduceLROnPlateau
import cv2

import picamera

from time import sleep

import numpy as np
import 0s
import sys

import cv2

# Current working directory
CWD_PATH = os.getcwd()

IMAGE_NAME = "cam Image.jpg"
IMAGE_PATH = o0s.path.join(CWD_PATH, IMAGE_NAME)

def capturelmage():
with picamera.PiCamera() as camera:
print("Capturing image...")
sleep(1.000)
camera.vflip = True
camera.capture(IMAGE_NAME)
print(*Image captured™)
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IMAGE_CV2 =cv2.imread(IMAGE_PATH)

cv2.imshow("Captured Image", cv2.resize(IMAGE_CV?2, (800,600)) )
cv2.waitKey(3000) # Show the captured image for 3s
cv2.destroyAllWindows()

return

capturelmage()

print()

print("Loading TensorFlow engine™)
import tensorflow as tf

from utils import label_map_util
from utils import visualization_utils as vis_util
def get_conv_model(dim = (150,150, 3)):
"This function will create and compile a CNN given the input dimension

inp_shape = dim
act = 'relu’
drop = .25

kernal_reg = regularizers.|1(.001)

optimizer = Adam(Ir = .0001)

model = Sequential()

model.add(Conv2D(64, kernel_size=(3,3),activation=act, input_shape = inp_shape,
“kernel_regularizer = kernal_reg,
kernel_initializer = 'he_uniform’, padding = 'same’, name = 'Input_Layer"))

model.add(MaxPooling2D(pool_size=(2, 2), strides = (3,3)))”

model.add(Conv2D(64, (3, 3), activation=act, kernel_regularizer = kernal_reg,
kernel_initializer = ‘he_uniform',padding = 'same’))

model.add(MaxPooling2D(pool_size=(2, 2), strides = (3,3)))

model.add(Conv2D(128, (3, 3), activation=act, kernel_regularizer = kernal_reg,
kernel_initializer = 'he_uniform',padding = 'same’))

model.add(Conv2D(128, (3, 3), activation=act, kernel regularizer = kernal_reg,
kernel_initializer = *he_uniform',padding = 'same’))

model.add(MaxPooling2D(pool_size=(2, 2), strides = (3,3)))

model.add(Flatten())

model.add(Dense(128, activation="re[u"))

model.add(Dense(64, activation="relu’))

model.add(Dense(32, activation="relu’))

model.add(Dropout(drop))

model.add(Dense(3, activation="softmax’, name = 'Output_Layer"))

model.compile(loss = 'categorical _crossentropy’, optimizer = optimizer, metrics = [‘accurac

y1)

return model
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# Name of model folder

“MODEL_NAME = 'ssdlite_mobilenet_v2_imageNet 2018 05 09"

# Object detection folder path

“OBJ_DETECTION_FOLDER_PATH” ='/home/pi/project/tensorflow/models-
master/research/object_detection’

# Below paths are for Ivy's trained model

“PATH_TO_CKPT = “os.path.join(OBJ_DETECTION_FOLDER_PATH,”ivy ATMMs','fro
zen_inference_graph.pb')”

“PATH_TO_LABELS = “os.path.join(OBJ_DETECTION_FOLDER_PATH,”ivy ATMMs',
‘atm_labelmap.pbtxt')”

NUM_CLASSES = 13

“detection_graph = tf.Graph()”
with detection_graph.as_default():
od_graph_def = tf.GraphDef()
with tf.gfile.GFile(PATH_TO_CKPT, 'rb’) as fid:
serialized_graph = fid.read()
od_graph_def.ParseFromsString(serialized_graph)
tf.import_graph_def(od_graph_def, name=")

“label_map = label_map_util.load_labelmap(PATH_TO_LABELS)”

categories = label _map_util.convert_label map to_categories(label_map, max_num_classes=
”NUM_CLASSES, use_display_name=True)”

category_index = label_map_util.create_category_index(categories)

print("TensorFlow engine loaded")

Print(*'--m--m-m-mmmm e ")
print()

while True:
with detection_graph.as_default():
with tf.Session(graph=detection_graph) as sess:
image_np = cv2.imread(IMAGE_PATH)
#image_np = cv2.flip(image_np, 0)
# Expand dimensions since the model expects images to have shape: [1, None, None, 3]
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image_np_expanded = np.expand_dims(image_np, axis=0)

image_tensor = detection_graph.get_tensor_by name('image_tensor:0')

# Each box represents a part of the image where a particular object was detected.
“boxes = detection_graph.get_tensor_by name('detection_boxes:0")”

# Each score represent how level of confidence for each of the objects.

# Score is shown on the result image, together with the class label.

scores = detection_graph.get_tensor_by name(‘detection_scores:0")

classes = detection_graph.get_tensor_by name('detection_classes:0')
num_detections = detection_graph.get_tensor_by name('num_detections:0")

# Actual detection.

(boxes, scores, classes, num_detections) = sess.run(
[boxes, scores, classes, num_detections],
feed_dict={image_tensor: image_np_expanded})

print()
print()

if num_detections < 1:
print("No detections made on this image"’)
capturelmage()
continue
#exit(1)

detection_name = “category_index[classes[0][0]]["name"]
detection_score = scores[0][0]

print("The most prominent detection was: ™, end="")
print(detection_name, end="")

print("™)

print("With score of: , end="")
print(int(round(detection_score*100)), end="")

print("%")

print()

print("Visualizing detection™)
# Visualization of the results of a detection.
vis_util.visualize_boxes_and_labels_on_image_array(
image_np,
np.squeeze(boxes),
np.squeeze(classes).astype(np.int32),
np.squeeze(scores),
category_index,
use_normalized_coordinates=True,
line_thickness=8)
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cv2.imshow('object detection’, cv2.resize(image_np, (800,600)))

if cv2.waitKey(5000) & OxFF == ord('q’):
print("Wait key executed")

cv2.destroyAllWindows()

print("Visualization done.")

print()

print("Attempting to send GSM alert with GPS information™)

import gsmFunctions as gsmFx
import gpsFunctions as gpsFx

Phone numbers:
Dr. Sowah -0507714085
vy - 0244810016

destPhone  ="0244810016" #the phone to receive the SMS
atmSerialNum = "51658991"
msgPrefix  ="""{}" ({}%) incident detected on ATM with Serial Number: {}.\r\n
“ Location coordinates are: """.format(detection_name, int(round(detection_score*100)),
atmSerialNum)
cityName ="Accra"

#initilize GSM module
gsmFX.initGSM()
sleep(1.000)

#initilize GPS system
“ gpsFx.initGPS™()
sleep(1.000)

#attempt to update GPS data
#report if unsuccessful
“if gpsFx.updateGPSData(100) “== False:
print("GPS data update was unsuccessful. Please try again™)
else:
print( "Coordinates are: {},{}".format(gpsFx.getLatitudeDeg(),
gpsFx.getLongitudeDeg()))
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# prepare to log coordinates, ATM serial number etc. in database
import requests
url = "http://localhost/config/api2.php™
my_post_data = {
"serial_number": atmSerialNum,
"city": cityName,
"lat": gpsFx.getLatitudeDeg(),
"Ing": gpsFx.getLongitudeDeg(),
"type": detection_name

}
r = requests.post(url, my_post_data)

if "Records added successfully" in r.text:
print("\nSuccessfully added record in database! Will send SMS next\n")
sleep(1.000)
else:
print("Failed to add record to database.")
sleep(1.000)

#Add coordinates to message prefix and send SMS to destination phone

“newMessage = "{H{}{}".format(msgPrefix, gpsFx.getLatitudeDeg(), gpsFx.getLongitu
deDeg())

print("\nPreparing and sending message to {}...\n".format(destPhone))
print("Message to send is: {}\n".format(newMessage))

“ gsmFx.composeSMS(destPhone, newMessage)”
gsmFx.sendSMS()

#turn off GPS to save power
#gpsFx.gpsOff()

#exit(0)
sleep(2.000)
capturelmage()
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APPENDIX B

. FULL IMPLEMENTATION OF SRSAID (SECURITY INCIDENT DETECTION)

from django.db import models
# Create your models here.

Category = (
(‘Security', 'Security"),
('Physical’, 'Physical'),
(‘Theft', 'Theft"),

)

“class Incident(models.Model):
“serial_number = models.PositivelntegerField()”
“ city = models.CharField(max_length=100)"
“latitude = models.FloatField(null=True)”
“ longitude = models.FloatField(null=True)”
“ category = models.CharField(max_length=50, choices=Category)”
“date = models.DateTimeField(auto_now_add=True)”

class Meta:
ordering = [-date']

def _ str_ (self):
“return f'{self.category} Incident in {self.city} >

142



1. CODE IMPLEMENTATION FOR SOFTWARE: DJANGO VIEW

from django.shortcuts import render

from django.contrib.auth.decorators import login_required
from .models import Incident

from . import dates

from django_pandas.io import read_frame

import folium

from folium import plugins

# Create your views here.
“@login_required(login_url="user-login’)”
def index(request):

“incident = Incident.objects.all()””

“ physical_incident = Incident.objects.filter(category="Physical’)”
“ security_incident = Incident.objects.filier(category='Security’)”’
“ theft_incident = Incident.objects.filter(category="Theft')”
“count_physical_incident = physical_incident.count()”
“count_security_incident = security_incident.count()”
“ count_theft_incident = theft_incident.count()”

incident_count = incident.count()

last_incident = Incident.objects.first()

bar_labels =” ['January’, 'February’, ‘March’, 'April’, 'May', ‘June’,”

“"July’, 'August’, ‘September’, ‘October’, 'November', ‘December']”
bar_data =” [dates.Jan, dates.Feb, dates.Mar, dates.Apr, dates.May, dates.Jun,”
dates.Jul, dates.Aug, dates.Sep, dates.Oct, dates.Nov, dates.Dec]

“accra = dates.accra”
pie_labels = ['Physical’, ‘Security’, ‘Theft']
pie_data = [count_physical incident,
count_security_incident, count_theft_incident]
context = {
‘incident_count': incident_count,
'bar_labels': bar_labels,
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‘bar_data’: bar_data,

‘count_physical_incident': count_physical_incident,
‘count_security_incident': count_security_incident,
‘count_theft_incident': count_theft_incident,
'pie_data'": pie_data,

‘pie_labels": pie_labels,

last_incident': last_incident,

‘accra’: accra,

¥

return render(request, 'dashboard/index.html’, context)

@login_required(login_url="user-login")
“def incident(request):”
“incident = Incident.objects.all()”
“incident_count = incident.count()”

“last_incident = Incident.objects.first()”’

context = {
'incident’: incident,
'incident_count': incident_count,
'last_incident": last_incident,

¥

“return render(request, ‘dashboard/incident.html’, context)”

@Ilogin_required(login_url="user-login")

“def map(request, pk):”
“incident = Incident.objects.get(id=pk)
lat = incident.latitude
lon = incident.longitude
city = incident.city”
tooltip = 'Click for Info'
m = “folium.Map(location=[lat, lon], zoom_start=17)"
“ folium.Marker(location=[lat, lon], popup=city, tooltip=tooltip).add_to(m)”
folium.CircleMarker(location=[lat, lon]).add_to(m)
plugins.Fullscreen('topright’).add_to(m)

m =m._repr_html_()
context = {
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m': m,
'incident”: incident,
}

return render(request, ‘dashboard/map.html’, context)

@login_required(login_url="user-login")
def allmap(request):
“incident = Incident.objects.all()”
df = read_frame(incident, fieldnames=['latitude’, 'longitude’, ‘city'])

m = “folium.Map(location=[7.689217127736191, -1.25244140625], zoom_start=7)"
tooltip = 'Click for Info'
for (index, rows) in df.iterrows():
“ folium.Marker(location=[rows.loc[ latitude'],”
“rows.loc['longitude]], popup=rows.loc['city'], tooltip=tooltip).add_to(m)

9999

plugins.Fullscreen(position="topright’).add_to(m)”

m =m._repr_html_()
context = {

‘m':m,
}

return render(request, ‘dashboard/allmap.html’, context)
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APPENDIX C

EXPERIMENTAL PROCESS IMPLEMENTATION (DEFECTS INCIDENT DETECTION)

import matplotlib.pyplot as plt

from sklearn.model selection import cross val score
import pandas as pd

import time

from sklearn import svm

from sklearn.model selection import train test split
from sklearn.metrics import accuracy score

from sklearn.ensemble import RandomForestClassifier
import pickle

import numpy as np

import lightgbm as 1gb

import numpy as np

import sklearn.datasets

import sklearn.metrics

from sklearn.model selection import train test split

import optuna
from optuna.visualization import plot optimization history
from optuna.visualization import plot slice

SEED = 42

np.random. seed (SEED)

\\W74

from google.colab import drive

drive.mount ('/content/drive')
import sys
sys.path.insert (0, '/content/drive/My Drive/mycodelabs/atm')

data = pd.read excel ('/content/drive/My Drive/mycodelabs/atm/ncr wb.xls
x', index col="Index")
data.PCD.astype ('category') .cat.codes

\\W74

data['City'] = data.City.astype('category').cat.codes
data['AFD'] = data.AFD.astype('category') .cat.codes
data['CCD'] = data.CCD.astype('category') .cat.codes
data['RCD'] = data.RCD.astype('category') .cat.codes
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data['PCD Names'] = data.PCD

class names=data.sort values (by=['PCD']) .PCD Names.unique ()
data['PCD'] = data.PCD.astype('category') .cat.codes

print (data.head())

#X = data[['CCD','RCD', 'AFD']].values

X = data[['AFD','CCD']] .values

y = data['PCD'].values
y _names = datal['PCD']

name = y names.unique ()
name.sort ()

print (name)

X train, X test, y train, y test = train test split(X, y, test size=0.3
, random state=167)

ANY

def objective(trial) :
kernel = trial.suggest categorical ("kernel"™, ['rbf'])
if kernel == 'poly':
degree = E£rial.suggest int ("degree'; 1, .3)
clf = svm.SVC (verbose=True, gamma='scale',decision function sha
pe='ovo', kernel=kernel, degree=degree)”
else:
C = trial.suggest float("C", 1.0, 25,step=0.05)
#tol = trial.suggest float ("tol", le-5, 1le-3, log=True)
clf = svm.SVC (verbose=True, gamma='scale',decision function sha
pe='ovo', kernel=kernel,C=C)
clf.fit (X train, y train)
#y pred = clf.predict (X test)
return clf.score (X test, y test)

def objective random forest (trial):

criterion = trial.suggest categorical ("criterion", ['gini', 'entropy
"1)

" max_samples = trial.suggest int ("max samples", 10,X train.shape[0]
")

#kernel = trial.suggest int ("max samples",.10,X train.shape[0])

clf = RandomForestClassifier (max samples=max samples, criterion=cri
terion, random state=167)

clf.fit (X train, y train)

#y pred = clf.predict (X test)
return clf.score(X test, y test)
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study = optuna.create study(direction="maximize")
study.optimize (objective, n trials=20)

print (study.best value)

study.best params

“X train, X test, y train, y test = train test split(X, y, test size=0.
3, random state=167)

start time = time.time ()

“clf=RandomForestClassifier (n estimators=100)"

clf.fit (X train, y train)

y _pred = clf.predict (X test)

clf.score(X test, y test)

end time = time.time ()

computational t
print ('Computat

with open ('save
pickle.dump
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APPENDICES

APPENDIX B

. PLOT OF PERFORMANCE METRICS FOR DEFECT INCIDENT DETECTION USING SVM
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I1. Results Comparative Analysis of SVM and Gaussian Naive Bayes
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I11. Comparative Analysis of Accuracies of the Classifiers
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APPENDIX C

. PERFORMANCE METRIC FOR ATM SECURITY INCIDENTS IMAGE DATASET USING

R-CNN ( SSDLITE_MOBILENET_V2)

Training Training Validation Validation
Epoch Time(seconds) | Accuracy(%) | Cross Entropy Accuracy Time(seconds)

0 3 58 2.16314 22 4
10 1 61 1.688085 52 1
20 5 72 1.289984 45 1
30 6 68 1.247007 49 1
40 7 66 1.163026 57 1
50 6 74 1.123522 40 1
60 7 79 0.928927 49 1
70 6 74 0.929696 52 1
80 6 73 0.846241 44 1
90 6 76 0.846241 57 1

100 6 72 0.777785 55 1
110 7 82 0.777785 51 1
120 7 82 0.743248 51 1
130 7 84 0.732659 46 1
140 6 84 0.646645 53 1
150 7 87 0.598614 41 1
160 6 82 0.555392 51 1
170 6 79 0.692751 52 1
180 6 82 0.627964 48 1
190 7 87 0.597346 42 1
200 7 87 0.621004 49 1
210 6 90 0.48781 55 1
220 6 89 0.47804 38 1
230 7 93 0.472113 51 1
240 6 92 0.523488 54 1
250 6 95 0.415194 57 1
260 v/ 90 0.475468 49 1
270 6 84 0.523661 61 1
280 6 91 0.526445 49 1
290 6 87 0.493927 52 1
300 7 89 0.450311 52 1
310 6 94 0.392039 57 1
320 6 97 0.359506 52 1
330 6 96 0.345114 41 1
340 6 92 0.447625 61 1
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350 7 93 0.412192 55 1
360 6 93 0.379221 52 1
370 6 94 0.353409 55 1
380 6 94 0.374487 57 1
390 6 93 0.370026 54 1
400 6 95 0.364758 57 1
410 7 90 0.406155 51 1
420 6 92 0.363539 56 1
430 6 93 0.371614 62 1
440 7 90 0.36471 61 1
450 6 94 0.347737 48 1
460 7 91 0.436913 57 1
470 6 95 0.35002 48 1
480 7 92 0.341001 47 1
490 6 93 0.32336 50 1
499 6 96 0.319667 50 1

1. OTHER PERFORMANCE METRIC FOR ATM SECURITY INCIDENTS IMAGE DATASET

USING R-CNN ( SSDLITE_MOBILENET_V2)

Mini Batch-Size- validation

ALEXNET Training Time(seconds) | Training Accuracy(%) Time(seconds)
100 53 76 13
200 59 87 3
300 63 89 10
400 63 95 10
500 64 96 10

160




PERFORMANCE METRIC FOR ATM TAMPERING IMAGE DATASET USING R-CNN

(ALEXNET)
Training Training Validation validation
Epoch Time(seconds) | Accuracy(%) | Cross Entropy Accuracy Time(seconds)

0 3 40 2.16314 15 5
10 1 45 1.688085 40 1.5
20 5 55 1.289984 30 1.5
30 6 58 1.247007 39 1.5
40 7 56 1.163026 47 1.5
50 6 64 1.123522 30 1.5
60 7 69 0.928927 39 1.5
70 6 64 0.929696 42 1.5
80 6 70 0.846241 43 1.5
90 6 71 0.846241 47 1.5

100 6 70 0.777785 45 1.5
110 7 62 0.777785 41 1.5
120 7 62 0.743248 41 1.5
130 7 64 0.732659 36 1.5
140 6 64 0.646645 43 1.5
150 7 67 0.598614 31 1.5
160 6 62 0.555392 41 1.5
170 6 69 0.692751 42 1.5
180 6 62 0.627964 38 1.5
190 7 67 0.597346 32 1.5
200 7 67 0.621004 39 1.5
210 6 70 0.48781 45 1.5
220 6 79 0.47804 28 1.5
230 7 73 0.472113 41 1.5
240 6 72 0.523488 44 1.5
250 6 79 0.415194 47 1.5
260 7 70 0.475468 39 1.5
270 6 74 0.523661 51 1.5
280 6 71 0.526445 39 1.5
290 6 72 0.493927 42 1.5
300 7 71 0.450311 42 1.5
310 6 74 0.392039 47 1.5
320 6 81 0.359506 42 1.5
330 6 80 0.345114 31 1.5
340 6 72 0.447625 51 1.5
350 7 73 0.412192 45 1.5
360 6 73 0.379221 42 1.5
370 6 72 0.353409 45 1.5
380 6 73 0.374487 47 1.5
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390 6 72 0.370026 44 1.5
400 6 73 0.364758 47 1.5
410 7 73 0.406155 41 1.5
420 6 72 0.363539 36 1.5
430 6 75 0.371614 42 1.5
440 7 68 0.36471 41 1.5
450 6 74 0.347737 38 1.5
460 7 73 0.436913 47 1.5
470 6 74 0.35002 38 1.5
480 7 76 0.341001 37 1.5
490 6 77 0.32336 40 1.5
499 6 80 0.319667 35 1.5
V. OTHER PERFORMANCE METRIC FOR ATM TAMPERING IMAGE DATASET USING

R-CNN (ALEXNET)

Mini Batch-Size- Training Training

ALEXNET Time(seconds) Accuracy(%) Validation Time(seconds)
100 53 70 15
200 71 67 15
300 63 /1 15
400 62 73 15
500 70 80 15
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APPENDIX E

V. PERFORMANCE METRIC FOR 2018 ATM SYSTEM DEFECT DATASETS USING SVM

Class D_ata Average Sensitivity Specificity
size accuracy rate
(%) (%) (%)
APPLICATION SW PROB 84 0.99272198 0 1
CAPTURED CARD 33 0.997088792 0 1
CARD READER JAM 957 0.973799127 | 0.913194444 | 0.979345408
COMMS SW PROBLEM 11 0.999126638 0 1
DEAD/ NO POWER 82 0.99272198 0 1
DEPOSITORY PROBLEM 447 0.981950509 | 0.776119403 | 0.990305968
DISPENSE PROBLEM 4060 0.947016012 | 0.912295082 | 0.966139955
ERROR INDICATION 26 0.997671033 0 1
HYGENIC CLEAN REQD 10 0.999126638 0 1
JAMMED/MECHANICAL 45 0.996215429 0 1
KEYBOARD MALFUNCTION 10 0.999126638 0 1
NON-REMEDIAL CALL 3742 0.980786026 | 0.966162066 | 0.987889273
NOT COMMUNICATING 24 0.997962154 0 1
NOT OPERATING 11 0.999126638 0 1
NOT READING/SCANNING 21 0.997962154 0 1
OPSYS PROBLEM 692 0.934206696 | 0.706730769 | 0.948868919
PIN PAD FAILURE 191 0.988064047 | 0.614035088 | 0.99437537
PRINT PROBLEM 203 0.98922853 0.573770492 | 0.996739775
RECEIPT PRINTER JAM 16 0.998544396 0 1
RECEIPT PRINTER PROB 291 0.988064047 | 0.909090909 | 0.990140424
SCREEN/DISPLAY 281 0.988064047 0.69047619 | 0.995523724
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UNDEFINED PROBLEM 16 0.979621543 | 0.517241379 | 0.987562926

VANDALIZED/DAMAGED 6 0.999417758 0 1

————
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1. OTHER PERFORMANCE METRICS FOR 2018 ATM SYSTEM DEFECT DATASETS USING

Class ACC AUC G-Mean MCC
APPLICATION SW PROB | 0.992722 0.5 0 0
CAPTURED CARD 0.997089 0.5 0 0
CARD READER JAM 0.973799 0.94627 0.945692 0.841714
COMMS SW PROBLEM 0.999127 0.5 0 0
DEAD/ NO POWER 0.992722 0.5 0 0
DEPOSITORY PROBLEM | 0.981951 0.883213 0.876696 0.761
DISPENSE PROBLEM 0.947016 0.939218 0.938832 0.883826
ERROR INDICATION 0.997671 0.5 0 0
HYGENIC CLEAN REQD | 0.999127 0.5 0 0
JAMMED/MECHANICAL | 0.996215 0.5 0 0
KEYBOARD
MALFUNCTION 0.999127 0.5 0 0
NON-REMEDIAL CALL 0.980786 0.977026 0.976965 0.956262
NOT COMMUNICATING | 0.997962 0.5 0 0
NOT OPERATING 0.999127 0.5 0 0
NOT
READING/SCANNING 0.997962 0.5 0 0
OPSYS PROBLEM 0.934207 0.8278 0.818899 0.544135
PIN PAD FAILURE 0.988064 0.804205 0.781397 0.624805
PRINT PROBLEM 0.989229 0.785255 0.756241 0.65552
RECEIPT PRINTER JAM 0.998544 0.5 0 0
RECEIPT PRINTER PROB | 0.988064 0.949616 0.948751 0.796529
SCREEN/DISPLAY 0.988064 0.843 0.829087 0.734667
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UNDEFINED PROBLEM 0.979622 0.752402 0.714709 0.454018

VANDALIZED/DAMAGED | 0.999418 0.5 0 0

————
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OTHER PERFORMANCE METRICS FOR 2018NCR ATM SYSTEM DEFECT DATASETS USING

RANDOM FOREST

G-
Class TPR TNR FPR FNR ACC AUC Mean | MCC
APPLICATION SW 0.993304
PROB 0 1 0 1 221 0.5 0 0
0.997379
CAPTURED CARD 0 1 0 1 913 0.5 0 0
CARD READER 0.9857 | 0.0142 0.976419 | 0.9303 | 0.9287 | 0.8487
JAM 0.875 01 99 | 0.125 214 5 02 74
COMMS SW 0.999126
PROBLEM 0 1 0 1 638 0.5 0 0
DEAD/ NO 0.9967 | 0.0032 0.991557 | 0.5483 | 0.3157 | 0.1199
POWER 0.1 79 21 0.9 496 89 18 17
DEPOSITORY 0.8417 | 0.9918 | 0.0081 | 0.1582 | 0.985735 | 0.9167 | 0.9136 | 0.8195
PROBLEM 27 08 D2 73 08 67 91 58
DISPENSE 0.9211 | 0.9707 | 0.0292 | 0.0788 | 0.952256 | 0.9459 | 0.9456 | 0.8975
PROBLEM 55 52 48 45 186 54 29 56
ERROR 0.997962
INDICATION 0 1 0 1 154 0.5 0 0
HYGENIC CLEAN 0.999126
REQD 0 1 0 1 638 0.5 0 0
JAMMED/MECHA 0.995342
NICAL 0 1 0 1 067 0.5 0 0
KEYBOARD 0.9982 | 0.0017 0.997671 | 0.4991 0.0010
MALFUNCTION 0 52 48 1 033 26 0 1
NON-REMEDIAL 0.9623 | 0.9869 | 0.0130 | 0.0376 | 0.979330 | 0.9746 | 0.9745 | 0.9515
CALL 71 31 69 29 422 51 73 42
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NOT
COMMUNICATIN 0.998544
G 0 1 0 1 396 0.5 0 0
0.999417
NOT OPERATING 0 1 0 1 758 0.5 0 0
NOT
READING/SCANNI | 0.1666 | 0.9994 | 0.0005 | 0.8333 | 0.997962 | 0.5830 | 0.4081 | 0.2347
NG 67 17 83 33 154 42 29 75
0.7288 | 0.9588 | 0.0411 | 0.2711 | 0.943813 | 0.8438 | 0.8360 | 0.6063
OPSYS PROBLEM 89 79 21 11 683 84 12 79
0.7115 | 0.9905 | 0.0094 | 0.2884 | 0.986317 | 0.8510 | 0.8395 | 0.6110
PIN PAD FAILURE 38 41 59 62 322 4 28 23
0.6545 | 0.9961 | 0.0038 | 0.3454 | 0.990684 | 0.8253 | 0.8074 | 0.6887
PRINT PROBLEM 45 54 46 55 134 5 82 77
RECEIPT PRINTER 0.998544
JAM 0 1 0 1 396 0.5 0 0
RECEIPT PRINTER | 0.8725 | 0.9906 | 0.0093 | 0.1274 | 0.987190 | 0.9316 | 0.9297 | 0.7980
PROB 49 99 01 51 684 24 49 33
0.6315 | 0.9955 | 0.0044 | 0.3684 | 0.987481 | 0.8135 | 0.7929 | 0.6874
SCREEN/DISPLAY 79 34 66 21 805 57 43 54
UNDEFINED 0.6078 | 0.9861 | 0.0138 | 0.3921 | 0.980494 | 0.7969 | 0.7742 | 0.4822
PROBLEM 43 11 89 57 905 77 1 03
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OTHER PERFORMANCE METRICS FOR 2018NCR ATM SYSTEM DEFECT DATASETS USING

DECISION TREE

G-
Class TPR TNR FPR FNR ACC AUC Mean | MCC
APPLICATION 0.99941 | 0.00058 0.99213 | 0.49970 0.002
SW PROB 0 349 651 1 9738 6745 0 07
CAPTURED 0.99708

CARD 0 1 0 1 8792 0.5 0 0
CARD READER 0.91319 | 0.98506 | 0.01493 | 0.086 | 0.97903 | 0.94912 | 0.948 | 0.868
JAM 4444 5141 4859 806 9301 9793 449 842
COMMS SW 0.99912

PROBLEM 0 1 0 1 6638 0.5 0 0
DEAD/ NO 0.99677 | 0.00322 0.99097 | 0.59838 | 0.446 | 0.245
POWER 0.2 4194 5806 0.8 5255 7097 492 644
DEPOSITORY 0.79104 | 0.99212 | 0.00787 | 0.208 | 0.98427 | 0.89158 | 0.885 | 0.788
PROBLEM 4776 3599 6401 955 9476 4188 897 84
DISPENSE 0.91311 | 0.96433 | 0.03566 | 0.086 | 0.94614 | 0.93872 | 0.938 | 0.881
PROBLEM 4754 4086 5914 885 2649 442 375 963
ERROR 0.99767

INDICATION 0 1 0 1 1033 0.5 0 0
HYGENIC 0.99912

CLEAN REQD 0 1 0 1 6638 0.5 0 0
JAMMED/MEC 0.99621

HANICAL 0 1 0 Ji 5429 0.5 0 0
KEYBOARD 0.99912

MALFUNCTION 0 1 0 1 6638 0.5 0 0
NON-REMEDIAL | 0.96794 | 0.98615 | 0.01384 | 0.032 | 0.98020 | 0.97705 | 0.977 | 0.954
CALL 301 917 083 057 3785 109 009 98
NOT

COMMUNICATI | 0.14285 | 0.99854 | 0.00145 | 0.857 | 0.99679 | 0.57069 | 0.377 | 0.152
NG 7143 1424 8576 143 7671 9283 689 706
NOT 0.99912

OPERATING 0 1 0 1 6638 0.5 0 0
NOT -
READING/SCAN 0.99941 | 0.00058 0.99737 | 0.49970 0.001
NING 0 6569 3431 1 9913 8285 0 09
OPSYS 0.68269 | 0.95537 | 0.04462 | 0.317 | 0.93886 | 0.81903 | 0.807 | 0.550
PROBLEM 2308 6511 3489 308 4629 4409 606 845
PIN PAD 0.63157 | 0.99259 | 0.00740 | 0.368 | 0.98660 | 0.81208 | 0.791 | 0.603
FAILURE 8947 9171 0829 421 8443 9059 773 724
PRINT 0.57377 | 0.99673 | 0.00326 | 0.426 | 0.98922 | 0.78525 | 0.756 | 0.655
PROBLEM 0492 9775 0225 23 853 5133 241 52
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RECEIPT 0.99854

PRINTER JAM 0 1 0 1 4396 0.5 0 0
RECEIPT 0.88636 | 0.99043 | 0.00956 | 0.113 | 0.98777 | 0.93840 | 0.936 | 0.786
PRINTER PROB 3636 9199 0801 636 2926 1418 957 826
SCREEN/DISPLA | 0.69047 | 0.99552 | 0.00447 | 0.309 | 0.98806 | 0.84299 | 0.829 | 0.734
Y 619 3724 6276 524 4047 9957 087 667
UNDEFINED 0.55172 | 0.98608 | 0.01391 | 0.448 | 0.97874 | 0.76890 | 0.737 | 0.462
PROBLEM 4138 2322 7678 276 818 323 594 254
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