










































































































































































































CHAPTER FIVE 

SUMMARY, RECOMMENDATIONS AND CONCL liS[ONB 

. 5;i. Introduction 

, The final chapter of the study summarizes all that has gone by to and reiterates tbe major 

findings from the field. Once the researcher was armed with first hand information from the 

study area coupled with reports from the existing literature, she was able to draw conclusions and 

ltUild a conceptual model for sakawa Occurrence . The research also added useful 

J Some of the findings that are worth re-echoing and the appropriate solutions 

• 
I!tIl catalogued in this final chapter. 

Summary 

's study has been devoted to the study of cyber crime or what is popularly known as "sakawa" 

Ghana, 

f, 
to 

stated in the first chapter of this research, the main purpose of the research was to seek a 

,ciologicaLmotivation for the high prevalence of youth involvement in sakawa in Ghana. Due 
l":-' 

. the in-depth nature of the information required from respondents, the methodology of the 

:' earch was the use of open-ended questions in a relaxed interview format, aimed at getting the 

,. ondents to speak freely about their family and educational backgrounds, and their reasons for 

flging in cyber crime. 
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5.2.1 Socio-economic Background of Respondents 

lbe research clearly revealed that respondents were from economically d eprived backgrounds. A 

large number of respondents were compelled to drop out of school due to the economic 

difficulties in their families. In line with the Strain theory as dis cussed in the revieVi of existing 

literature, all of the respondents used cyber crime as a means of attaining their economic dreams 

and societal goals due to what they perceived as blocked means to attain same legitimately. 

5.2.2 Types of Cyber Crime Activities Engaged In 

The research also revealed that youth perpetrators engaged in different types of cyber crimes like 

gold scams, online dating or "come and marry", internet shopping, charity appeals and ticketing 

scams. Respondents all seemed to commence their criminal activities with crimes that had the 

lowest entry barriers such as equipment, and progressed to more sophisticated crimes as their 

economic status improved. For instance, perpetrators started with internet dating scams and 

moved on to gold scams and Advanced Fee Fraud. 

S.2.3 Reasons and Motivations 

With regard to reasons and motivations for engaging in crime, most respondents gave 

motivations ranging from a poor legal regime which did not deter perpetrators, profitability of 

the crime, family support and encouragement (albeit tacitly in most cases), to few job 

opportunities. In addition and consistent with the Space Transition Theory, the anonymity 
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Provided by the internet, identity flexibility a nd the la l< f . t I . c 0 aSSOCla ec vio lence in Comtn itti Ilg 

cyber crimes, made participation by youth easy and attrac tive . 

The Learning theory and Neutralization technique also s upport the research findings. Al l 

i respondents stated that the criminal activities were learned, mostly from peers and close 

associates. This response also ties in with Sutherl and's Differential Association. All respondents 

also applied some neutralization technique such as denial of victim, denial of responsibili ty and 

denial of injury caused to the victims. 

5.2.4 Response of Law Enforcements 

i, The poor response of the law enforcement agencies, and the gaps (supposed and actual) by the 

criminal law regime also encouraged perpetrators to commit more crimes and be more a udacious 

in their activities. In sum, the law served as poor deterrence to new perpetrators or to discourage 

existing perpetrators, The research findings also indicated that none of the respondents had a 

strong fear of being caught or the consequences they were likely to face on being apprehended. 

5.3 Research Recommendations 

Computers and the internet have now been accepted as the mark of all progressive societies of 

the twenty-first century. This idea seeks to emphasise the fact that cyber crime transcends 

geographical boundaries and that it has acquired a "universal jurisdiction", Computer technology 
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emerged as one of the remarkable inventions th t 
a penetrated every continent and many 

households. However, this positive information and comm . t ' t J h d . unlca Ion 00 as serve as a veritable 

ground for carrying out nefarious and fraudulent activities by the youtn all over the world. The 
I 
I . h 
f menace IS to t e extent that no nation or even individual is immune to the activities of this 

; indignant subculture. 

The researcher therefore recommends that the fight against cyber crime in Africa must be 

collaborative, concerted and inter-territorial. This is the sure way to trace, track, apprehend and 

severely punish both domestic and international cyber criminals . There must be a regional 

nonnative initiative that would streamline and synergise the efforts of African states in 

combating the phenomenon of all forms of cyber crimes. 

5.3.1 Vulnerability of Africa 

An important factor making Africa a source and target of much eyber-criminal activity is the 

growth of international banking and money-laundering . The unique opportunities of a quickly 

developed financial infrastructure allowing anyone to transfer monetary fund to any State, 

anonymously and through tangled routes have caught the attention of cyber-criminals. Electronic 

tomsfers are an efficient tool for concealing sources of money intakes and laundering illegally 

earned money. There are many well-known online money laundering cases involving victims in 

Africa who were tricked in order to steal their identity or transfer money from their real accounts 

iIlling phishing and scams (Ojedokun" 2005, p.14; Oriola, p.238). 
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If Africa is to continue to attract fo reign inves tors in order to e nsure sustainable economic 

development, the researcher recommends the promulgation an d implementation of concerted 

laws instead of the ad hoc measures adopted by individl.lal countries. In many of the few 

countries with specific legal framework against cyber-cri rnes, the ex istin g laws lack the potentia l 

to tackle the transnational aspects of the phenomenon. For instance, the Nigerian draft Bi ll 

mentioned earlier limits all powers of search, arrest, prosecut ion and punishment to the extent o f 

i the country's territorial jurisdiction. This must cease and give way to transnational policies. 

. 5.3.2 Internet Facilities are Cheap and Safe 

This study confirms the claims of Dampsey (2001) that electronic communication afford 

tremendous opportunities for criminals to connect w ith a large population of potentia l victims 

cheaply and efficiently. This feature of the internet coupled with the likelihood of victims not 

reporting the crime to the police serves as incentive for the youth to engage in cyber fraud. 

Buchanan and Grant (200 I), report that regardless of the method used in swindling the victims, 

there is always low likelihood of the victim reporting their experience to law enforcement 

agencies. Two reasons were provided to explain why some victims are reticent about cyber 

crimes. The first reason is that the victim fears that he or she will be prosecuted for their 

involvement in the illegal act. The second reason is that victims may feel embarrassed for having 

responded to and acted upon emails sent out by persons they do not know or have never met. 

The researcher recommends that there should be public policies that aim at preventing and 

combating this form of crime. This could be done through raising awareness about the common 
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modus operandi of perpetrators a~ welJ as encourag· .. 'Jng VICtims t · h . . 0 report t elf experi ences even if 
this may not lead to any arrest of scammer. 

5.3.3 Tackling Youth Unemployment 

Unemployment and under-employment were seen as critical factors I uring the youth into sakawa 

in both Accra and Swedru. As more and more youth continue to suffer unemployment, this 

creates a lot of anxiety about their future. Most Ghanaians in urban and rural settings adapt to 

change and respond to crises or opportunities by changing their means of making a living and by 

' practicing a number of different livelihood options at the same time (UNDP Report 2007). The 

youth involvement in cyber crime was a response to their unemployment situations and a means 

of making a living . 

. Sakawa has been observed as a popular accepted means of economic sustenance among 

Ghanaian youth, especially the college age ones. The formal sector has few and very competitive 

employment opportunities for university graduates while available opportunities to youth in the 

informal sector are hawking, shoe shine, potters, to mention a few. It must be realized that these 

tend to be socially degrading and physically strenuous while sakawa offers wealth at the stroke 

of a computer keyboard. The present moral codes of the nation do not necessarily espouse 

dignity in labour and therefore the youth themselves see no reason why they should have to 

labour hard when there are very easy economic opportunities offered by the internet. 
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I 
/ lhe researcher thus strongly advocates for intervening so -al I" . h . 

I 
Cl po ICles sue as social benefits for 

Ihe youth. It is laudable to see the Government making g d 't ' I ' 1 . 1 00 I ~ pre e eeto ra promIse to reso I ve 

' ,he problem of youth unemployment The National Youth E m I t P : ' . p oymen rogram (NYEP) is 

i ongoing at the national level to train and or retrain some of unemployed you th. l his and other 

I i proactive economic policies that could engender employment opportunities for the youth must be 

I,ncouraged to boost their chances of being employed or selfemployed _ 

5J.4 Online Security Awareness 

Poor security awareness means that investments to fight cyber-crimes are minimal, leaving 

businesses across Africa vulnerable to cyber-crimes or o nline attacks. The African continent is in 

dire need of strong ICT security awareness training, targeting native speakers to educate users, 

I employees and law enforcers to understand the risks and prevent attacks. 

Users in Africa also utilise international social networks such as Facebook and Myspace for 

CQtnmunications, friendships, blogging and other activities that, if not taken with caution, can 

lead to identity theft and malicious activities against home users and employees in both private 

and public sectors as long as there is no policy. 

I 
I Olowu (2009) espouses that Information security awareness is cnlcial for combating cyber-

crimes. In Africa, there is a significant lack of security awareness among users, whether the 

general publl'c .. d t rpn'ses Comparing security awareness in Africa to or organlsatlOns an en e . 

Europe or the US, one would see far less effort being made to raise awareness among users. One 
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of the major factors that make information security awa ne ' 
re S5 programmes ineffective in the 

region is that most ICT security awareness programmes availabl a ' , 
e re 10 English, making them 

difficult to implement in a region where the ovelVlhelming rna]' Qr't 
1 yare French, Arabic, or 

portuguese speakers, 

5.3.5 Cultural Renaissance 

The exaltation of sudden wealth by society without questioning its source must be checked 

motivates criminal behaviour. Every society has norms that define acceptable behaviour and 

agents of socialization socially transmit such norms, But what happens when there is a 

discrepancy between what is taught and what is observed? Can the yo uth really be expected to 

eschew fraud when they can see that fraudulent individuals have great affluence and society does 

not despise them for their questionable wealth? 

Ninalowo (2004) opines that in societies such as Nigeria with gross structural inequalities, weak 

sanctioning system and wide gap between the "haves" and the " hav e-nots", There is a tendency 

for the deprived to reject rules and embrace illegal means of achieving culturally prescribed 

goals, The involvement of youths in Ghana in online fraudulent practices cannot be separated 

from the value that the society places on wealth accumulation, 

The researcher therefore strongly recommends the reorientation to a modem culture that 

emphasises wealth not the means used to attain it. In other words, the attainment of wealth must 
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be seen to be as important as the means t . . . Th . . o acqulnng It. us, as we soclaiJze the YOllng On es to 

value hard work and integrity, this must not be at variance with what they observe among the 

leaders of society. 

To Adeniyi (1999), the youth must be seen as the foundation of for the future growth and 

sustainable development of any nation. The youth should therefore be utilised as key agents for 

social change, economic development and technological innovations but not at the expense or 

morality. We need to advocate for a cultural and social renaissance since it is difficult for any 

nation to flourish and sustain itself when the youth are not engaged in ways and processes that 

enhance their capacity. This step will help promote social cohesion and reinforce those nonns 

and ethos that are embedded in the social and moral fabric of society. 

5J.6 Policy and Legislation 

It is difficult to fathom the absence of specific laws to respond to sakawa. Lack of regulation 

invariably equals lack of law enforcement training, tools and techniques used to investigate 

eyber-crimes. Even though cyber crime or sakawa has pervaded and is damaging Ghana as a 

nation there is yet to be a specific legal framework against it. 

In fact in the entire Continent of Africa, it is only Egypt, Botswana, Lesotho, Mauritius and , 

South Africa that have attempted to enact specific laws against cyber crime. The South African 

approach in the Electronic Communications and Transactions Act, 2002, does not hold better as 
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the powers of 'cyber inspectors' to sea h . rc ,seIze or arrest only envisage cyber-crimes within the 

South African territory. 

It is hereby strongly recommended that policy makers in goverrunent, business and law 

enforcement must react decisively to these emerging challenges. La"VIs, policies and investigative 

skills must be developed to apprehend cyber criminals and prevent future nefarious activities on 

the internet. It is extremely important for Ghana to follow these examples and put together a 

legal framework that defines and stipulates specific sanctions against sakawa. 

5.3.7 Difficulty of Law Enforcement Agencies 

The police and other law enforcement agencies have a herculean task when it comes to 

combating sakawa. Besides the timidity of victims to report, tracing the source of an e-mail in a 

third world country such as Ghana is a laborious task. The additional cumbersome slow judicial 

process also detracts victims from pursing cases. Most victims are usually foreigners who may 

not have the time or afford to relocate to Ghana for a period of time to pursue a case that could 

take years to prosecute. Hence, without the victim present, it is difficult for law enforcement to 

pursue the case. 

1l1e new media revolution that brought the internet and e-mail technology provides ample 

opportunity for nameless and faceless fraudsters to thrive. The perpetrators know that they can 

better communicate under complete anonymity with minimal effort through the use of the 
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. et ably backed by spiritual potency. Under these circums1ances most police men do not N ) 

efen bother to initiate investigations into sakawa allegations. 

The recommendation that is pushed forward here is the iI1lmediate harmonisation of laws against 

orber crime at the domestic and regional levels. Altho ugh there a re a number of approaches 

~und Africa to create a stable online environment, these measures have been few, isolated and 

\Itlcoordinated. It has been observed that some of these laws confli ct beyond individual country 

lpIders . 

. 
!4 Recommendation for Future Researcb 

'ibis study has mainly examined the motivations for youth involvement in cyber crime 

~cifically from the perspective of selected sociological theories . There were however 

.,.gnificant time restrictions which limited the scope of this research. Notwithstanding, there is 

~. 
for further research into the area of youth involvement in cyber crime. For instance, it 

be important and necessary for future research to examine specific geographic locations 

the impact of geography on youth involvement in cyber crime. As respondents in this study 

selected from Agona Swedru and Accra, it would be important to study youth in other parts 

Ghana in order to establish the general applicability of the results of this study over other parts 

country. 
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It would also be worthwhile to investigate the socio-economic irnpact ofsakawa at the meso and 

macro levels of society. Another area worthy of study ld th ' f b . C wou on e Impact 0 eyer Cnn1e ITorn 

the perspective of victims so as to have a more holistic view of the phenomenon. 

5.S Conclusion 

The internet has certainly provided unprecedented opportunities for criminals to perpetrate their 

acts on a wide range of people across geographical jurisdictions. There is convincing evidence 

that the internet will continue to spread and become essentially ubiquitous in economic and 

social life. In fact , there is no likelihood that cyber crime will ever be completely eliminated. 

This serves as enough basis for the researcher to conclude that our societies are going to be 

increasingly dependent on a fragile and insecure information structure. 

According to the World Bank, 'African States are to face great challenges; they have to work by 

Jhemselves to generate 100 million new job opportunities by 2020 or the region's instability will 

'increase' (World Bank Report 2008, p.15). Statistics reveal that the unemployment rate is very 

JUgh among youth in Africa, most of whom are university graduates with computer skills and 

lfnternet competency. Even where youth do not have access to Internet at home, cyber-cafes are 

~ 
~dilY available throughout the region at relatively low rates creating high levels of access to the 

& temet. To discourage cyber crime, African governments would have to focus on job creation 

~ 
~d youth engagement strategies that promote pro-social behaviours. 

:i 

~ 
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there is no easy way to identify the fraudsters due to the use of spoofing and 

...... vn';tv enhancing software that conceal an individual's location and identity. The internet 

perpetrators the chance to "'gender switch" (Adeniran, 2008) and status switch as one Can 

~!nVlone they want to be online. The best we can do is to persuade and coerce the perpetrators 

from its occultism aspect because of its possible linkage to ritual murders and other 

de~:astatirlg consequences. Thus, it is imperative that researchers consider the ways that cyber 

changes in tandem with the dynamic nature of the internet. This will improve our 

atrdillfstandinig of the internet as a conduit for crime in the 21 sl century. 

, a more responsive legal regime, which enables law enforcers to effectively apprehend 

prosecute cyber crimes; and thereby efficiently deter perpetrators, is an absolute necessity in 
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cyber crime perpetrator Countries. (Beginning with the 

Statistics are from the 2007- 2009 Annual IC3 reports 

2007 2008 2009 
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Italy South Africa Ghana 

Ghana South Africa 

Spain Spain 

Russia Italy 
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ii. Western Union control sheets 

These control ,heets represent monies m:eivcd for two separate gold scam deals, ' 
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INTERVIEW GUIDE (Youth Respon dents) 

~y name is Belinda Smith, a graduate student a/ the University oj Ghana I am undertaking a 

research for my thesis as part of the requirements for my MPHIL in Sociology. The research 

flims to gain deeper insight into the 'sakawa world ' primarily for those engaged in il. It may be 

termed as attempting to separate the facts from fiction. 1 humbly request you grant me an 

:interview. Your participation is very important towards the success a/this research. As the topic 

JAnder research is quite sensitive, please be rest assured that the interview will be treated 
,1 

}conjidentially, your identity will be protected and none of the information you will give will be 

:passed on to a third party as the information will be used purely and only for the p urpose of this 

s 
~esearch. 

l 

1. Socio Economic Demographic Ioformation 

(The questions in this section attempt to elicit information as to the socioeconomic 

background of respondents and so will give us an insight into 'who' our respondents are) 

Age of respondent 

Ethnicity 

Religion 

Highest educational qualification 

Occupation 

Brief family background 

Educational background of parents 

Number of siblings 
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,'j} 

} 

~ Here respondent will be probed into disclosing a brief b ackground 
f location and envirorunent would be needed 
~ . 

of growing up. Details of 

l 

;: Did you grow up in a monogamous or polygamous setting or nuclear! extended family 
setting? 

What were your career aspirations growing up? 

Have you achieved any of your aspirations? 

If yes, which one/s 

If no, why? 

Do you have any personal perception of a successful person? 

Probe further: 

If tied to material wealth such as nos. of cars, string of girlfriends, wives 

how did they arrive at this perception? Is it from watching members 

of family, celebrities, 

Do you have any role model? Who? Why is this person your role 

Model? 

To identify the different various cyber fraud types and how they are engaged in 

(these questions are aimed at uncovering the 'what' regarding sakawa) 

What is. sakawa 

What does the word sakawa mean? 

Do you know what language it is derived from? 

Are there different types of sakawa? 

If yes, please state the various types you know of 

How did you get involved in the business? 

Do you have any fears regarding the activity? 

How do you differentiate between cyber crime and sakawa? 

If you had to physically interact with your client, would you still indulge m your 

business? 
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Do you think your family is aware of your indulgence? 
What do they think? 

Do you use the internet for any other activity apart from cyb er business? 
How often do you attract/gain potential clients? 

3. Examining reasons and motivations. (These questions target the 'whys' of respondent 
indulgence) 

What motivates you to engage in this cyber business? Probe for Whether the following 
account for*** deterrence, ease ofieaming, spiritual dimension, the lack ofviolence*** 
What do your peers think about it? 

What are your perceptions of the legal consequences? 

Has that perception any consequences on indulgence? 

Can you justify reasons for indulgence? 

Do you think you can still engage your client if you had to do it face to face? 

Do you engage in any occult activities? 

Probe further on the occult dimension. 

4. Determining challenges 

What are your challenges? 

What have been your Material ( probe further: cars, savings, house) and emotive (probe 
further respect, success, wealth, independence, magnet for the opposite sex) gains. 

Is this the only way you feel you could have gained it/them? 

Are you remorseful? 

How do you think the society perceives sakawa activities 

What are your challenges? 

Do you see it as any other job? 

What are your future plans? 

Do you belong to any youth organization/club/association? 

How do you think the youth in Ghana are perceived? 
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INTERVIEW SCHEDULE (SFO) 

My name is Belinda Smith, a graduate student of the University 0.1 Ghana. I atn undertaking a 

research for my thesis as part of the requirements for my MPHIL in Sociology. The research 

I 
aims to gain deeper insight into cyber crime which is popularly referred to as 'sakawa '. 1 

humbly request you grant me an interview. Your participation is very important towards the 

success of this research. The primary aim for this interview is to gain an understanding of the 

t responses and actions of the Serious Fraud Office towards cyber crime. Any information 

garnered will be used purely and only for the purpose of this research. I thank you for granting 

me time to conduct the interview. 

1. When was the Serious Fraud Office (SFO) established in Ghana? 

2. Why was the SFO established as there was already the Ghana Police Force? 

3. What is cyber crime? 

4. What is Sakawa? 

5. Are Cyber crime and sakawa the same phenomenon? 

6. Does the SFO have a working definition for cybercrime? 

7. If a Ghanaian defrauds a foreigner, does the SFO come in to investigate that case? 

8. Are there any laws addressing cyber crime in Ghana? 

9. What is your opinion on what constitutes Sakawa? 
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10. Do you have any idea what age group and gender indulges the most in cyber crime? 

II . What in your opinion is the motivation for cyber crime or sakawa? 

12. What are your views on the "juju" dimension of sakawa? 

13 . What proactive measures are being employed by security agencies to tackle the problem? 

14. Are SFO officers trained to recognize and apprehend those involved in cyber crime 

activities? 

15 . Does the SFO work in collaboration with other state law enforcement agencies? 

16. What can be done to curb this crime? 
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INTERVIEW SCHEDULE (po)jce) 

My name is Belinda Smith, a graduate student of the Univers ity of Ghana. 1 am undertaking a 

research for my thesis as part of the requirements for my MPH1L in Sociology. The research 

aims to gain deeper insight into cyber fraud which is popularl)1 referred to as 'sakawa '. I 

humbly request that you grant me an interview. Your participation is very important towards the 

success of this research. The primary aim jor this interview is to gain an under standing of the 

responses and actions of the Ghana Police Service towards cy ber crimes. Any information 

garnered will be used purely and only for the purpose of this research. I thank you for granting 

me time to conduct the interview. 

1. What unit of the police service handles cyber crime? 

2. Is the Ghana Police Force the only body mandated to deal with this phenomenon? 

3. What is cyber crime? 

4. What is Sakawa? 

5. Are Cyber crime and sakawa the same phenomenon? 

6. Does Ghana Police Service have a working definition for sakawa? 

7. Are cyber crimes! sakawa treated differently from traditional crimes? 

8. Are there any laws addressing cyber crime in Ghana? 

9. What is your opinion on what constitutes sakawa? 

10. Do you have any idea what age group and gender indulges the most in cyber crime? 

11 . What in your opinion is the motivation for cyber crime or sakawa? 

12. What are your views on the "juju" dimension of sakawa? 
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13. What proactive measures are being employed by security agencies to tackle the problem? 

14. Is sakawa confined to any particular locality? 

15. Does the Police have current statistics on cybcr crime trends? 

16. Does Ghana police force work in collaboration with other state law enforcement 

agencies? 

17. What can be done to curb this crime? 
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