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ABSTRACT

Advancements in information and communication technology (ICT) have made it easier for
various public and private sectors to perform effectively. However, the growth in ICTs is
accompanied by new and emerging challenges for people and countries to contend with,
notably cybercrime. Cybercrime is described as the use of computers and computer-related
technologies, which includes the internet, to commit crimes such as fraud, child pornography,
identity theft, and invasion of privacy. Despite the borderless nature of these crimes, one type
of crime reverberates in West Africa; online romance scams — a scheme in which scammers
pretend to have genuine affection for victims in order to acquire their love and then use that

goodwill to persuade the victims in order to exploit them.

While cyberspace in r s — attackers, defence,

and victims, extensiv udies that consolidate
evidence from the att investigate the triggers
of attackers’ behavio te to cause cybercrime
to occur. The dearth o 0 perspective implies a
lack of studies that ex ategies they employ in
exploiting their victi objectives to fill these
gaps. The first objecti
The second is to explore the
the strategies that

victims.

To achieve the study’s objectives, this research consolidates three theories: Routine Activity
Theory (RAT), Motivation-Opportunity-Ability (MOA) framework, and Neutralisation Theory

(NT). The combination of these theories was in an effort to address their weaknesses in relation
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to cybercrime studies. Based on existing fraud studies, this thesis operationalised the conditions
that need to be present for a crime to take effect, leading to the development of a conceptual
framework. To put this into perspective, the study draws on the tenets of critical realism and
uses a qualitative single case study approach to investigate the activities of a cybercrime
syndicate in Ghana. The choice for this approach was informed by the fact that using a single
case study allows the researcher to question old theoretical relationships and investigate new
ones, resulting in a more thorough study. As a site for such research, Ghana is not out of place,
as sufficient anecdotal evidence indicates that the country, along with Nigeria, is one of the

main hubs for West African scams.

The first research ob'ﬁ ‘trigger cybercriminal

behaviours. In this re oretical re-description
and retroduction. The ralisation. Concerning

motivation, the stud ic factors, including

unemployment, low-I¢ oney syndrome, as the

primary driving forg ce scams. Regarding
opportunity, the resez ors take advantage of
weaknesses in regulatc pility, the study pointed

out two forms: social
indicated that scammers
keeping their vict%ﬁ

ability is a trigger on its own, IE@E&F&WH%@

ability is outsourced. Lastly, concerning their neutralisation strategies, this research suggested

g from this dimension
_that aids them in
to be lies. Whereas

ortunity when a technical

that perpetrators moderate the severity of their offences by engaging in selective social

comparisons.



University of Ghana http://ugspace.ug.edu.gh

The second objective sought to explore the behavioural dynamics of cybercriminal behaviours.
Findings in this regard brought to the fore three-stage behavioural dynamics: creation,
maturation, and decline. The creation stage was noted in the study as the starting stage of an
individual’s ingress into the commission of online crimes. The research found that at this stage,
cybercriminals possess little to no skills in committing cybercrimes and have no clear sense of
direction. Perpetrators further graduate to the maturation stage when they begin to engage in
carefully calculated multiplicity of internet crimes. While the maturation stage may last for a
while, the decline stage sets in when perpetrators are unsuccessful in their fraud attempts due
to an interplay of various factors, including security upgrades on dating and e-commerce

platforms. Traditional and other forms of depravities also become attractive at this stage. These

findings’ uniqueness | dynamics in relation

to romance scam see erhaps one of the first.

The results of the thir e perpetrators employ

in finding, priming, a mer-led and victim-led

strategies. The scamm s pose as men and lead
their victims (mostly hat later turn out to be
fake. While this appro victims’ point of view,

this study exposed som ‘use of tests to ascertain

the legitimacy of the relatios daresscs a transit for shipping
. Q |

items obtained thr%’ rce frauds. Inthe victim-led s}q Mers pose as young

ladies and allow victims m%&lyﬁgkg‘tﬁﬂmxform of naked photographs

and webcam videos in exchange for money. Scammers who use this strategy sting their victims

by blackmailing them. Again, this finding is unique because the victim-led approach in the
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scammers’ persuasive techniques has arguably not been documented in previous studies,

making this study a pioneering one in that regard.

This research makes the following contributions in terms of research, theory, methodology,
practice, and policy. The study contributes to research by expanding the romance scam
persuasive techniques, which has hitherto been developed using data from victims and dating
platforms. The study further contributes to theory by developing and empirically testing a
conceptual framework on how romance scam perpetrators rationalise their motivation,
opportunities, and abilities. This was done by combining the RAT, MOA, and NT. This was a

necessary move in that it contributes to addressing the debate surrounding the RAT for its

inability to comprehr ) ‘bility to explain why

offenders become ma the framework is not
limited to romance sc: r studying other forms
of online crimes (e.g., , etc.). Concerning the
study’s contribution t evidence directly from
romance scam perpet lack of offender-side
data representation i s study presents rich
information to devela strategies online crime
perpetrators employ tc licy, the study provides
adequate informatio he need for collaboration to
combat cybercrir_ne d perhaps, West Africa. Not t r(ém this thesis are
publications in MBEonfereﬁng%gﬁnﬁﬂéﬁimWa%&r ’publzigz;tions. One of the
conference publications titled “Rationalising Online Romance Fraud: In the Eyes of the
Offender” was nominated for the best paper award at the 2020 Americas Conference on

Information Systems.
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CHAPTER ONE

INTRODUCTION

1.1 Research Background

Computers and computer-related technologies have become essential tools that have
significantly affected various aspects of personal and social lives, ranging from education and
business to cultural and leisure activities (Bankole & Bankole, 2017; Moon et al., 2010).
Despite the enormous benefits of ICTs, there exist a myriad of cases of inappropriate use of
these technologies, which translate into financial loss to individuals, organisations, and states.
Unmistakably, cybercrime poses one of the biggest threats to the digital society (van de Weijer
& Leukfeldt, 2017). Cybersecurity Ventures (2017) valued the cost of cybercrime in 2015 at

$3 trillion, while Forb

le to approximately $6
trillion per year on av
Cybercrimes are consj boundaries and can be
perpetuated from an onalds & Osei-Bryson,
2019). Such crimes m bullying, identity theft,
online romance fraud )sit that losses resulting
from cybercrime are y and identity thefts in

the UK. On the other rs lose considerably less

money to cybercr@:{ , even thoug 1oney and t@tection. Whereas

this development pertainsﬁoﬁ?{ern countries, Ajricalssnuat@t entirg_ly different. Cross
———1_INTEGR| PROCEDAMUS -—

(2018), for instance, asserts that Nigeria-has-become synonymous with online scams, with
advance fee fraud (AFF) and romance scams dominating in recent decades. Consequently,
Nigeria is ranked as the leading country in the region for the commission of malicious internet

activities (Aransiola & Asindemade, 2011; Longe & Chiemeke, 2008; Quarshie & Martin-
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Odoom, 2012). That notwithstanding, many countries in the continent have developed
legislation to fight cyber threats, strengthened enforcement measures, and engaged private-
sector efforts to enhance cybersecurity (Kshetri, 2017). For example, in East Africa, a task
force comprising government, industry, and civic groups has been set up to deal with
cybersecurity at the three levels of legal, policy, and regulation, while in West Africa, the
Economic Community of West African States (ECOWAS) has initiated policies in capacity-
building, prioritising cybercrime issues and developing networks across the borders to fight

cybercrime (Quarshie & Martin-Odoom, 2012).

In Ghana, Internet penetration has, for the past few years, been on the ascendancy. Hootsuite

(2018), for instance, rj o of the population, are

active internet users, As Ghana’s internet

infrastructure continue 21 internet connectivity

gives cybercriminals | al activities, including

providing them with 3 8). It would not be out

of place to contend t ple get access to data
(National Communica ssion as the backbone
for this study, it has echanisms behind the
commission of interne not out of place to use

; that the country,
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1.2 Research Problem

A review of existing literature for this study indicated an appreciable number of studies on
cybercrime and its attendant effects on countries and the social stigmatisation that accompany
them (see Chapter 2). These literature cover a number of relevant themes, which include but
are not limited to the fight against cybercrime (Adomi & Igun, 2008; Cassim, 2011; Huey et
al., 2013; Jamil, 2012; Malgwi, 2005), credit card fraud and financial crimes (Barker et al.,
2008; Gottschalk, 2010; Salu, 2005; Yogi Prabowo, 2012), law enforcement (Davis, 2012),
romance and dating fraud (Cross, 2020a; Fair et al., 2009; Whitty, 2019) and technical crimes
(Baruah, 2019; Hui et al., 2017; Santanna et al., 2015; Soliman & Azer, 2018; VVan der Wagen

& Pieters, 2015).

The review further r-category cybercrime

typology: cyber-tresp ty, and cyber-violence.
Cyber-trespass refers into computer systems
and spaces where righ‘ ed, example, hacking,
defacement and viruse eception/theft refers to
the theft of material & edit card fraud via the
internet (Dobovsek et of using cyberspace to

create, display, distribu _ al (Hillman et al., 2014;

Mthembu, 2012; Puspitosari & efers t line crimes which
= - =
thrive on the variou dividuals can cause harm inr environments (Hua

& Bapna, 2013: JiYoung a’r#eFEﬁEﬁ%i’HﬁﬂEDliﬂUE_" —

Despite the growing body of studies on cybercrime, there seem to be a number of issues that

can influence future research. To begin with, the disparities in the literature show that research
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on various aspects of cybercrime from various fields and perspectives seems to dominate.
However, research on the dynamics of cybercriminal behaviours appears to be a grey area in
which further scholarship is needed (Venkatraman et al., 2018). Second, the literature indicates
that most studies that have attempted to address why and how cybercriminals commit online
crimes have done so primarily from the perspective of victims, dating platforms or defence,
arguably omitting that of the attackers (Hui et al., 2017). Third, despite the fact that cybercrime
has received recent research attention, there appears to be a dearth of studies that examine
criminals’ tactics on dating sites and the violent ways in which they aim to exploit vulnerable
victims (Cross & Holt, 2021). Lastly, there is arguably a lack of theorisation in cybercrime

studies. In that regard, there is the need to explore theories that can unearth the mechanisms

that underly the com Holt & Bossler, 2014;

Jaishankar, 2008; VVen efore, seeks to address
these gaps, as elabora
The four gaps listed ch. First, in terms of
cybercriminal behavi nt methods used by
cybercriminals to circ Bande, 2018; Croasdell
& Palustre, 2019). We Il be forced to respond
to a wide variety of’ e complexity of crime
investigation and enges. It is worth
s al ed by the evolution
of platforms and :t;eéhnologllé? R%ﬁéﬁﬁﬁ@ﬁiﬁ&%%:aIarge_éxtent, the lack of
organised social responses to prevent internet crimes (Paquet-Clouston et al., 2018).
Concerning platform evolutions and cyberdeviance behaviours, a recent study by Venkatraman

et al. (2018), published in the Journal of Management Information Systems, offers some
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pointers for further studies. The study, which focussed on the intentional use of information
technology in the workplace that is contrary to the explicit and implicit norms of the
organisation, developed a typology of cyberdeviance with three dimensions: First, minor
versus serious cyberdeviant behaviours; second, behaviours that target individuals versus
organisations and third, cyberdeviant behaviours that require low versus high technical skills.
The dimensions were further streamlined along four categories of crime in existing literature,
namely cyberslacking, computer abuse, unauthorised access and use of IT, and
cyberaggression. Considering the rate at which technologies continue to evolve in modern
times, Venkatraman et al. (2018) accentuated the need for future research to continue to explore

the triggers of cybercriminal behaviours and how unlawful cyber behaviours change over time.

They perceive that th rious ways, including

through platform evol

Concerning attacker- icated three principal

players in cyberspace: ction 2.4). Cybercrime

perpetrators are peopl ional crime or another

(Ngafeeson, 2010) or in cyberwars (Kshetri,

2013b; Liu, 2013). T ho can be individuals,

computers or organisat anipulate an adversary’s

cost/benefit calculati oldman & McCoy,

2016). Whereas aII gactors are V|taI in cyberspace ‘uatlon of literature
indicates that there has arguagﬂ/géﬁad ﬂaﬁmm%%s:wnh data from perpetrators
and that most studies have probed offender-data from the victims’ perspective (Kopp et al.,
2015; Whitty & Buchanan, 2012). To this effect, a recent study by Hui, Kim and Wang (2017),

published in the MIS Quarterly, pointed out a direction for future studies. The quantitative
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study estimated the impact of enforcing the Convention on Cybercrime (COC) on deterring
distributed denial of service (DDOS) attacks. The study’s findings suggested that attackers in
cyberspace are rational, motivated by economic incentives, and strategic in choosing attack
targets. Aside from the inconclusive results, the study focused on single-sided data to infer
crime deterrence effectiveness, that is, from the victim’s side. Such inference may be
insufficient in expressing first-hand experiences of cybercriminals. The current study departs
from this literature in that it empirically examines the modus operandi of cyber-offenders from
a developing economy’s perspective (see Chapter 6). Hui et al. (2017) emphasised the need to

establish direct, complementary evidence from attacker-side data.

As previously noted, ut offender side data

regarding perpetrator ictims. This gap in the
literature is ostensibl data from offenders

(Hutchings & Holt, 20 ender research, studies

that have attempted t . to profile the tactics

perpetrators use to e Cross & Holt, 2021,
Whitty, 2018b). To th pointed out a gap that
future studies should ¢ criminals use profiles

and narratives built on’ ance scam schemes and

how they do it, found that alth

lﬁ_;
specific Justlflcatlo ding money
separate type of romance sca# TE%‘:BE‘HE H%E%W?aﬂons of the approaches that

cybercriminals use in their operations around the world, there has been hardly any empirical

e used to generate

uId be considered a

research on the strategies they employ in exploiting unsuspecting victims, particularly from the

perpetrator’s perspective. In light of this, Cross and Holt (2021) emphasised the importance of
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future research into the tactics used by criminals on dating websites, as well as the cruel ways

in which they continue to exploit vulnerable victims.

Regarding theorisation in cybercrime research, there seem to be a number of criminological
and social theories that have been postulated to explain criminal activities and the behaviour
of conventional criminals. However, empirical research to validate these theories in the context
of cyber-activities and their application to cybercrime are sparse in the literature (Wada et al.,
2012). Again, Venkatraman et al. (2018) emphasise that existing theories or prior research
could be most helpful in investigating the motivating factors or consequences of cyberdeviant

behaviours. Existing theories in cybercriminal literature include but not limited to Routine

Activity Theory (RA | layemi, 2014; Reyns,

2013), space transitio 2008) and protection
motivation theory (J eories are relevant to
cybercrime studies, t re how these existing
theories can assist ir both the victim and
perpetrators in cyberg 014; Jaishankar, 2008;

Venkatraman et al., 2

1.3 Research Purpose

This study seeks to unearth the . ission-of online romance
éﬁ: | =)

scams from the perpetra int of view and to develop an @ ating scam pathway. The

romance scam pafhlway, krllgevﬁgﬁw Eﬂ%&%%ﬁew’ pé;suasive techniques

(Edwards et al., 2017; Kopp et al., 2015; Whitty, 2013b), consists of a blend of various forms

of internet crimes. Each step in the pathway and the complementing internet crime are

discussed in chapters five and six of this study. This thesis goes beyond developing a
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comprehensive online romance scam pathway to also explore offender-behaviour dynamics.
This is geared towards understanding the technological and environmental dynamics that cause

cyber-offenders to change over time.

1.4 Research Objectives
Consequent to section 1.3, the following are the outlined objectives geared towards achieving
the study’s purpose.

a. To unearth the mechanisms that trigger cybercriminal behaviours.

b. To explore the dynamics of cybercriminal behaviours.

c. Toexplore the strategies that online romance scammers employ in finding, priming and

defrauding th
The first research obj for future research to

explore the mechanis| iours (Venkatraman et

al., 2018; Arora, 201¢ review of literature to

ascertain some factors ns 3.3.1 to 3.4), dwelt
on primary data coll e analysis of the data
revealed four mecha ission of crimes (i.e.,

motivation, opportunit

The second researc jn rgeshpﬂlse to the Ci” H Etg | eprIore the triggers
of cybercriminal t-)ﬂéh_évidurs]g#cr ﬁﬁﬁ&ﬁﬁﬁﬁ&%ﬁb@a t'imel(-\r/-enkatraman etal.,
2018). Based on a longitudinal data collection, these objectives rely on the routine activity
theory, the motivation-opportunity-ability framework and the neutralisation theory to

understudy a romance scam syndicate, six self-identified independent scammers and a former
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romance scam perpetrator to ascertain the critical technological and environmental dynamics
that trigger the instigation and transformations of offender-behaviours. The change processes
involved in such behaviours can be understood in three constituents: creation, maturation, and

decline (See section 6.4).

The third research objective responds to the call for future studies to examine the tactics used
by criminals on dating websites, as well as the ways in which they continue to exploit
vulnerable victims (Cross & Holt, 2021; Whitty, 2013b, 2013a). Even though there exist
numerous romance scam studies, a careful evaluation of the studies points to the fact that most

studies consolidate data from either the dating platforms (Koon & Yoong, 2013) or the

victims’(Kopp et al., 2 ators’ perspectives. TO

achieve this objective Persuasive Techniques
(see section 2.5.1), tified romance scam
perpetrators through il omance scam pathway
was developed (see s and perpetrator-data is
backed by the call for f idence from offender-

side (Hui et al., 2017)

1.5 Research Questio
Pursuant to the abov pe
a. What mech r cyP(?m_rimina bechildi_(')_u_rcs_?; |
i, Whatare the moﬁzﬁﬁ%ﬁﬁqﬁ@%mﬁb ehaviours?
ii.  Which environmental forces (opportunities) enable the work performance of cyber-

offenders?
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iii. What abilities do cybercrime perpetrators possess that aid them in committing
online crimes?
iv. What neutralisation strategies do romance scam perpetrators employ to justify their
unlawful behaviours?
b. How do cybercrime behaviours change over time?
c. Which strategies do online dating romance scammers employ in finding, priming, and

defrauding their victims?

1.6 Significance of the Study

The significance of this research can broadly be measured along three strands: Research,

Practice, and Policy.
Regarding research, t n systems research to
apply the MOA fram it is arguably the first
study to employ a m riminal actions. Thus,
previous studies that ‘ ave often done so from
one dimension or a co nsions of crime that is,
motivation, opportun to online activities,
thereby developing a other internet offences.

This significance can

knowledge regard@r

| g

ﬁ E. JE

= - — i }
D_D- 5T J 1 e [ % _D_m
Concerning policy and pracfﬂzg%ﬂfuﬁiyﬂ%%qgﬁyggs-to banks, internet service
providers, and shipping and clearing agencies to collaborate with the police to crack-down on

cybercriminals. This research will also provide adequate findings for the Government of Ghana

and law enforcement agencies responsible for enacting laws to expedite ongoing processes in

10
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formulating policies and regulations to govern the internet’s irresponsible use among some

Ghanaian youth.

1.7 Chapter Outline

Chapter One is the introduction of the research. Contained in this chapter are the background
of the study, research problem, research purpose, objectives of the study, research questions,
and the research organisation. Chapter Two presents a review of relevant literature on
cybercrime as well as defines key concepts. The gaps in existing research have also been
highlighted in this chapter. This study’s theoretical foundation is discussed in Chapter Three

with the justification for using the selected theories. The chapter also highlights the

assumptions, revisions pounds the framework

chosen in relation to estions and objectives.
Chapter Four discus the research strategy,

paradigm, and design d used as well as data

processing and analys rojects an overview of

cybercrime in Ghana 3 is study. Chapter Six

deals with the analysis the findings in chapter

five. Chapter Seven ve and six respectively

to answer the research ' chapi ‘ e literature discussed in

chapter two. Cha ,_ Orese search, implications to research,

11
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CHAPTER TWO

LITERATURE REVIEW

2.1 Chapter Overview

Chapter one presented an introduction to this research by providing the background of the
study, the research problem, research purpose, objectives and questions, significance of the
study and a chapter-by-chapter synopsis of the thesis. Building on the first chapter, this chapter
presents an overview of cyberspace with respect to online crimes. The concept of cybercrime
and its constituents are also presented by way of definitions in this chapter. This is followed
by a systematic review of cybercrime literature, taking into consideration the economic

distribution of articles in cybercrime research, previous attempts to address issues in research

as well as theories an g studies. The chapter

concludes by presenti

2.2 Definition/Overv;
Cybercrime has been his reason, it has been
studied in various disc ), sociology (Odumesi,
2014), and informatio an apparent acceptance
of and familiarity wit of what cybercrime is
(Gordon & Ford, 2006)." nstance ; 7 hstituents of cybercrime

are very contenti@se whilst'e S [ verybody agrees

as to what it is. Tpereforﬁns no c,aIchaII term_toruthe-toé §n softwa[e used to commit
b NTEGR| PROCEDAMU

certain online crimes (Gordon & Ford, 2006) IMhIS regard, this section of the chapter will

attempt to define the concept of cybercrime by consolidating some existing definitions. In so

doing, the section will also present definitions of the various constituents of cybercrime.

12
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Donn Parker, one of the first researchers in computer crime studies, defined computer abuse as
any intentional act in which one or more victims suffered or could have suffered a loss, and
one or more perpetrators made or could have made a gain (Parker, 1976). It is, however, worth
noting that Parker (1976) did not use the term cybercrime. Instead, he used computer abuse.
The use of abuse in the author’s definition can largely be attributed to the fact that the study
considered a number of computer crimes. These included vandalism, information and property
fraud or theft, financial fraud and unauthorised use or sale of service. This stance was, however,
critiqued by succeeding researchers (Kling, 1980; Nycum, 1976). Kling (1980), for instance,
cautions that the definition of computer abuse or crime becomes problematic when a computer

is tangentially associated with victimisation.

Goodman (1997) poi hat exactly constitutes

computer crime. Good cybercrime: computer-
targeted crimes, com omputer is incidental.
Computer-targeted o ter intruder attacks an
innocent party’s comp e circulation, denial of
service attacks and ea Patil, 2017; Yan et al.,
2016). Computer-med Onsie mina acti e computers as tools in

the commission of inter

(Bai & Koong, 2017; Vaz: S ﬁ, 2015). Lastly, a
, ' ) ]

computer is inciden ime if the computer itself is NOH for committing the

crime but is used in some’#a@%ﬁmeﬁtﬂm% {0 the criminal activity.

Examples include financial records on a drug dealer’s machine, an inculpatory bomb recipe

& phy and cyberbullying

discovered on a computer hard drive after an explosion in the neighbouring town among others.

13
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(Goodman, 1997). Such crimes may go unnoticed without forensic investigations and

discovery.

As noted by Parthasarathi (n.d.), the term cybercrime is a misnomer as it is broadly used to
refer to all criminal activities conducted by the use of the internet and computer-related devices.
The turn of the 21% century, therefore, came with its convention of definitions of cyber
offences. This may largely be attributed to the diverse ways in which cybercrimes are
perpetrated. In this regard, scholars began to specify the various crimes that their definitions
encompass. Table 2.1 outlines some of these definitions and their corresponding crimes

identified in the respective studies.

Author (s) Spreading | Others
of
malicious
code
Adomi and
Igun (2008) v v
Loader and
Thomas
(2013)
v v
Chungetal. | Illegal
(2006) activitie . v v
Longe et al. E‘ﬁ]
(2009) ‘ |
o, ey 4 v
criminal purposes Ri F HGEED'#HU il
Gordonand | Any crime that is ’
Ford (2006) | facilitated or committed
using a computer, v v v v
network, or hardware
device.
Kshetri Criminal activities in
(2009) which computers or v v v

14
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Author (s) | Definition/characteristics | Internet | Computer | Cyber | Spreading | Others
of cybercrime fraud hacking | piracy of
malicious
code

computer networks are the
principal means of
committing an offence.

ITU (2012) | A range of offences
including traditional
computer crimes, as well
as network crimes.

Source: Literature synthesis

As can be deduced from the foregoing discussion, the conceptualisation of computer crimes

covers a broad range of deviances, some of which are technical ) (e.g., hacking, denial

of service, malware di dence romance scams,

advance fee fraud) in ype Il internet crimes.
Consequently, the stuc 016) that:
An agent is m sic need to commit an
action. Actions ver agent’s viewpoint.
If an action | e mediated through a
technology. An

impact is the effe

political. @_
| q’a R
~—1_INTEGR| PROCEDAMUS
2.3 Cybercrime Categorisation i MRSSERSSS
Cybercrime as a phenomenon can be perceived in several forms. Wall (2015), for instance,

contends that the constituents of cybercrime are very contentious because while everybody

agrees it exists, not everybody agrees as to what it is. Further, Donalds and Osei-Bryson (2019)

15
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emphasised that while there is no single definition of “cybercrime”, the term is generally used
to cover/describe a wide variety of crimes or what is considered illicit conduct in cyberspace.
Such crimes may include those committed by individuals or groups against computers,
computer-related and other devices, information technology networks, or traditional crimes, as
well as actions targeting individuals supported by the use of the internet and technology.
Similarly, Gordon and Ford (2006) posit that cybercrimes differ depending on the perception
of both observer/protector and victim and are partly a function of computer-related crimes’
geographic evolution. This projection has also been endorsed by other scholars who believe
computer crimes can be looked at in the three broad forms mentioned. Sukhai (2004), for

example, breaks the categorisation further into financial — crimes that disrupt a company’s

ability to conduct e-b aterial without explicit

permission; and hack a computer system or
network and in some According to Sukhai
(2004), cyber-terroris cause terror, violence
against persons or prc . Online pornography,
possessing or distrik law and distributing

pornography of any fa

Contrary to this categc

categorised into T . e, ! d Ford (2006), in
‘ - g

their categorisation Wiosspecifically stated that Type | c er “are mostly technical

in nature while Ty-f)é I cybéﬁiﬁ%ﬁﬂé HH%EM%%n elem_éht. For example, a

computer penetration or a denial-of-service attack can be categorised as a Type | cybercrime

that cybercrime can be

since it relies almost entirely on technology. On the other hand, cybercrime can also be almost

entirely people-centric when the role of technology in the commission of the crime is minimal.

16
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Consider, for instance, an e-commerce fraud where a fake product is advertised online, and a

gullible customer pays for the item but does not receive it.

Inasmuch as these categorisations are essential in the definition and classification of
cybercrime studies, prevention and the formulation of policies and frameworks, there is one
key component that plays a critical role in the commission of internet crimes: technology. In
that respect, Alkaabi, Mohay, McCullagh and Chantler (2010) claim that for a crime to be
considered cybercrime, the computer, a network, or a digital device must have a central role in
the crime, i.e., as a target or tool. This claim by the authors tends to serve as an arbitral ground

for both schools of thought.

17
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Figure 2.1 Categorisation of Cybercrimes

Types of computer
crimes

TYPE I
Crimes where the computer is the
target of a criminal activity

A

Unauthorised access

1. Hacking e.g.,
unauthorised copying,
modifying, deleting or

destroying of
computer data and
programs

B.
Malicious code

G,
Interruption of
services

1. Disrupting
computer
services

2. Denying
computer
services

Source: AlKalbani, Deng and Kam (2015)

“"—J.—“

INTEGRI PROCEDAMUS |
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TYPEII
Crimes where the compulti

tool to commit a crime

er is the

A. Content
violations

B. Unauthorised
alteration of data or
software for personal
or organisational gain

_|

2. Online fraud

4. Sabotage (critical
infrastructure offences)

2. Hate 1. Identity theft I—
crimes
4.military 3. Privacy |||
secrets
6.Intellectual 5.
property Telemarketing/ —
Internet fraud

6. Electronic
manipulation of
sharemarkets

gery/counterfeit

1. Harassment

G
Improper use of
Communication

2. Online money
laundering

3. Cyber stalking

o

I)nspiracy

4. Spamming

6. Extortion (incl. critical
infrastructure threats)

7. Drug
trafficking

8.Social engineering
fraud (e.g., Phishing)
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2.4 Actors in Cyberspace: Attackers, Defenders and Victims

A clear understanding of cybercrime from an individual to a societal level involves identifying
and comprehending cybercrime stakeholders, who are classified according to their roles in
cybercrime incidents (Arief & Adzmi, 2015). Regarding the stakeholders of cybercrime,
studies have been conducted by various researchers on the interrelationship between people
and technology to commit crime — perpetrators (Leukfeldt, 2014a; Marcum et al., 2014;
Soudijn & Zegers, 2012); the interrelationship between people and technology to prevent crime
— defence/preventions (Arief & Adzmi, 2015; Rotich et al., 2014); and the interrelationship
between people and technology in the suffering of crime — victimisation (Leukfeldt & Yar,
2016; Ngo & Paternoster, 2011; Pereira, Spitzberg, & Matos, 2016). Therefore, this section

seeks to synthesise st | ctors in cyberspace.

2.4.1 Attackers/Pe
Discussions on cyber of crimes committed,
much to the neglect o : ave been conducted on
the perpetrators and studies (Aransiola &
Asindemade, 2011; N e subject of perpetrator
and offender motivati ay be categorised into

two levels; Institutional | cybercrimes are mainly

related to crimes t get govern al institutions. Such crimes may

— |
be initiated by cyber-gangs, eyber terrorists or hackers whose ta are electronic networks,

computers and da:[_a‘(Holt éﬁg%gﬁzﬁh&-’ Bmgm&hﬁ%iﬁeybércrirﬁ; at the individual

level often reflects victimisation through known assailants or where the victim is a specific

target (Nési et al., 2015).
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According to Ngafeeson (2010), cybercrime perpetrators are people who have been exposed to
one form of traditional crime or another. He argues that without predisposing factors
(determinants of crime), some people may only stay as latent potential candidates and may
never really get to commit a cybercrime. A study by Aransiola and Asindemade (2011) in
Nigeria revealed that cybercrime perpetrators cut across youth from different social
backgrounds, with half of the respondents in their study being between 22 and 25 years,
whereas another 40 per cent were between 26 and 29 years. The findings of the foregoing study
are in line with that of Boateng et al. (2011), which pointed out that cybercrime perpetrators
are young and have some degree of technical competence to commit computer-related crimes.

While these studies are relevant to understanding cybercriminals’ demographics and

behaviours, both studi g internet crimes. For

example, the perpetra not addressed. In that
regard, Warikoo (20 financial gains and
consequently target cc al.'s (2011) findings on
the competence of cy ybercriminals are not

organised, and their sk

2.4.2 Defence/Dete
Cybercrime deterrence. ational security lexicon.

0 pr -an action that one

It refers to manip@;n advers 01
\ A =) ]

does not want to occur n & McCoy, 2016). Cybercrimeldeterrence and defence can
e, Ji e e e i L L -

also be viewed in two ways: gfgﬁ%ﬁﬂo? mgﬁﬁéwo%zoos; Holt & Bossler, 2014)

and physical defence (Tseloni et al., 2004). Whereas digital defence has to do with utilising
antivirus and firewalls in the prevention of cyberattacks, physical defence encompasses the

presence of the police, CCTV cameras, parental monitoring, and the presence of people
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standing by, among others, in the prevention of cybercrime. This study’s focus shall be on the

latter since the forms of cybercrime being studied do not fall into the category of Type I crimes.

While the police were originally tasked to deal with social disorder (Wall, 2007), their mandate
has been made more sophisticated with the prevalence of technology and for that matter
cybercrime. Wall (2007) claims that a long-standing complaint made by members of police
and law enforcement agencies is that they do not have the facilities to keep up with criminals,
especially with regard to offences that require a high policing response. Similarly, Olayemi
(2014) avers that the Nigerian law enforcement agencies are not computer literate and lack

computer forensic laboratory facilities within any branch of the Nigerian Police or other law

enforcement agencies

243 Victims
Victims are the targe es can also either be
organisations or indiv‘ ttack on an individual,
the defender is likely rcrime space has been
studied from the point ssibility (VIVA) of the
victim (Leukfeldt, 20 ’ )2 a e awarene 1cy level, attractiveness

and the cost impact on

Many of the crimes t%at amﬁrted online are a result of thej na 111ty to identify the
crime being commltted In m’TangﬁﬁgrEWMbeen hacked it may be due to

their weak firewalls or other security systems. Likewise, unaware individuals are also caught

in the web of scams when scammers identify them to have low IT proficiency levels. According
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to Arief and Adzmi (2015), however, very knowledgeable individuals or organisations can still

become victims, often as a result of identity theft, insider threat or cyberwarfare.

On the other hand, attractiveness is similar to the operationalisation of the value advanced by
Leukfeldt (2014a) and Yar (2005). Attractiveness is the financial value of the target. Whereas
the offender does not have access to the would-be victim’s financial records, his/her social
media profile is equally valuable to the offender. For e-commerce fraud, for instance, the
attractiveness of the organisation will stem from the site’s traffic and their inability to detect

credit card fraud.

Arief and Adzmi (20 to the victim could be

equated to the level bercriminal targets an
attractive amount of quently successful in

obtaining and using t re to the victim is the

criminal’s targeted a e categories (Financial,

Reputation, Disruptio ent in Figure 2.2.

Awareness and

4y Impact and cost
Proficiency levels

\

e Asset available—

SH) e ertetop et MY

Financial

Reputation

¢ Disruption of
process

¢ Psychological

e Physical

e Semi-aware
o Expert

J

Source: Arief and Adzmi (2015)
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2.5 Forms of Cybercrime

As discussed, cybercrime has been divided in the literature into three broad categories:
Computer as the target, computer-mediated and computer as an incidental instrument.
However, it is worth noting that while some researchers agree to the three-layer categorisation,
others subscribe to the two-layer categorisation (see Figure 2.1). That notwithstanding, this
research’s interest lies in computer-mediated crimes (Type Il). Against this backdrop, this
section will delve into some of the crimes identified in the literature as computer-mediated

crimes.

Existing literature has pointed out quite an appreciable number of online crimes which can be

considered computer- aud (Alli et al., 2018;

Edwards et al., Scams (Huang et al.,

2015; Tan & David 2016), Identity Theft

(Almerdas, 2014; Re)) rd fraud (Bai & Chen,

2013; Papadopoulos g

2.5.1 Online Dating
Online dating romance s, have been thought to

have the spirit of adv ) to Whitty (2015), the

portrayed end go@ ,
simply in receipt of argeﬁf money.

EGFH FFIEIGEDAHUE

ionship rather than

While extant studies in cybercrime have provided insights into the motivations and techniques
of romance scams (Whitty, 2013b), only a few have considered the complexities involved in

the commission of the crime. To date, most existing romance scam studies have concentrated
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on the perpetrators’ grooming and persuasion techniques (Cross et al., 2018), much to the
neglect of the motivations and rationalisations to which the offenders attribute their unlawful
behaviours. Again, while these studies are valuable, only a few have arguably critically
examined evidence from the offenders’ stance; a large amount of the literature sourced
evidence from romance scam victims (Kopp et al., 2015), dating platforms or law enforcement
agents (Koon & Yoong, 2013). For instance, Kopp et al. (2015) conducted an exploratory study
using a qualitative analysis of fraudulent profiles from an international dating website with the
assumption that the success factors found in normal relationships contribute to the success of
romance scams. The results of the study indicated that “personal affinities related to personal

romantic imaginations, which are described by personal love stories, play an important role in

the success of a roma
Similarly, a study by romance scam works

in relation to other for e used semi-structured

face-to-face interview 0 had reported online

dating scams to the A )n (ACCC) scamwatch
website. The study's ypes of psychological
maltreatment in roma erences in the presence

or absence of a physica

&, ___J - |
In a three-layer sg@'_ , Whitty (2013) analysed postSi blic online support
group, conducted -i_n’-depth iﬂgrvﬁﬁﬁﬁmmawgﬁbanis aridﬂalso interviewed a
Serious Organised Crime Agency officer to outline the anatomy of online romance fraud. The

results of the study identified four main trajectories of the scam and five distinct stages.
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In this type of scam, criminals create fake social network site profiles to attract the trust of
persons into relationships with the aim of financially defrauding them (Budd & Anderson,
2011; Whitty, 2019; Whitty & Buchanan, 2016). They then upload photographs ranging from
low-quality to heavily pixilated ones of the same crafty socially engineered person to
strengthen the scammer’s credibility. The second stage is to maintain consistent contact with
the would-be victim. This requires establishing a strong bond with the target through constant
contact to engender trust, confidence and romantic connections (Rege, 2009). Cross,
Dragiewicz and Richards (2018) contend that once trust is proven, offenders resort to various
modes of communication, including email, telephone, and text messaging, to maintain the ruse.
According to Whitty (2015), stage three is the sting stage, where scammers attempt to con the

victim out of money. | to the grooming stage

(stage two). In some tories such as theft of

personal documents resulting from sudden
accidents or illnesses
Furthermore, victims sidering the length of
period it takes to crea Rege (2009) posits that
such relationships take . At the fourth stage of
the trajectory, when so _ in very few instances,
scammers embarra: 0s from them. The
final (fifth) stage is n stage, where victims realis 7' av:e been scammed.
Whitty (2015) opines tha s’o’r"ﬂg \E’EPB!JI biﬂéﬁémgémshthemgglves and seek out

evidence to support their premonitions, while victims who fairly quickly identify the scam exit

at stage 3. The stages outlined in the above discussion are represented in Figure 2.3.
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Figure 2.3 Romance Fraud Trajectories
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Crisis amounts
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In another research ai

whether previous theorie

romance fraud, \Whitt
stages as presented in
the model entails the
presented with an en

grooming process and tf

process continue@gs five and SiXt 10 |
are requested to hp_(_erform@%ﬁ‘-gegtﬁer-be\fmﬁe- i
— LAY TEGH PROCE

Small
amounts of
money

scammers employ and
ate 1n explaining why victims are conned by
ies from five to seven
sts that the first step of
ine. The victim is then
) be the offender. The

then follow. The scam

relationships which the offender then uses to Blackmail them. The final stage, according to
Whitty (2013b), is the re-victimisation stage, where victims, even when informed by law

enforcement agencies, revert to the scam, either to the same person or a different person.
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Figure 2.4 The Scammers’ Persuasive Technique

Sexual
Abuse

Foot in the
door
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Source: Whitty (2013b)

252 Advance Fee |

Advance fee fraud in ncial benefit from the

victim with the pro & Buchanan, 2012).

According to Ofulue; ently encountered and
successful type of fra ee fraudsters involves
requesting unsuspecti vices or materials that
do not exist with a pro financial reward or, in
the case of romance NV, 2017). According to

Whitty (2015), advance" | and faxes. It manifested

through enticing @._d_\ga postl letters'to thuge ums of ‘-ﬁ:*
Ii = A=
the other. The shcm:he_r_nes ome FEEJEPIFQ ﬁ%ﬁﬁﬁ;ﬁﬂse nts[to‘-'pay ransoms for

kidnapped citizens from Africa or to redeem family properties.

or one venture or

Another form is the estate property redemption scheme, in which scammers charge victims
fees to assist them in demanding family properties and millions of dollars from the central
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bank. Scammers often draft fake wills of rich and famous Nigerians and mail them to victims
to legitimise the scammer’s position. However, the advent of computers and the internet did
not only enhance positive development on the continent but also opened up avenues for the
hitherto postal mail scammers to upgrade their skills to internet scammers. This, simply put,
brought scammers closer to their victims. Offenders now have the opportunity to connect with
massive populations within a short timeframe and at a meagre cost (Webster & Drew, 2017).
Likewise, the accessories and the time spent in the commission of advance fee crime reduced
significantly to a computer, internet connection and an email address (Holt & Bossler, 2014).
As pointed out in the literature, the targets for this crime are rich people, the elderly, vulnerable

and uneducated, and greedy individuals whose contact addresses are obtained from

newspapers, commerc 18; Glickman, 2005).

Existing research also ms, including romance

scams, identity theft a

2.5.3 ldentity Frau‘
The term identity thef agencies, organisations
and scholars; howeve ntention as the term is
not consistently used ( 2en used synonymously
with identity fraud in t -inch (2013) determined

that identity fraud i ves
!

@a- - ) on for a I IIar purpose, after
which the impos;ér resu /her identity. However,_\ivi_th_J d %%ﬁ person will not
incur criminal lial-)_il‘ity for tlh,:erslgﬁﬁ!)ri: m %@H&' or the db;r;donment of their
own identity unless they do something under this assumed identity which amounts to a criminal

offence (Finch, 2013). This study consequently uses the two terms (identity theft and identity

fraud) synonymously. It adopts McQuade 111’s (2008) definition that identity theft/fraud is the
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illegal possession and use of another person’s financial account details in order to obtain goods
and services. The risk of one falling prey to identity fraud is the provision of one’s financial
records at a point-of-sale (POS) terminal where cybercriminals plant allies unknown to the
victim. Again, McQuade (2006) suggested that cybercriminals create websites that appear to
be legitimate but are actually set up to socially engineer people to give out confidential

information.

2.5.4 Credit Card Fraud
Credit card fraud is described in the literature as the use of another person’s credit card for

personal purposes without the card owner’s or issuer’s permission (Chaudhary et al., 2012).

Existing literature on t pectives, including but

not limited to credit c vention(Bhattacharyya
et al., 2011; Carlson, y Barker et al. (2008)
on credit card fraud t websites to provide
corroboration and de onies every year. The
study found that credit aling billions of dollars
from credit card comy oncluded that although
credit card companies ) deter credit card fraud,
it is still a concern. Pre _ prevention by assessing
the efficacy of In a’s redit 7 ‘om @ ategi int of view. The
study made use q%“ 7 method_by ay of a_l i_tg_rfltgrg r few an in%depth interviews
with payment sy:'ge-r'n proféggngg'meé@%geﬂd%%!%redit cérg-fraud prevention

practice in Indonesia is still at a lower level of robustness than those in the USA, the UK and

Australia. The author recommended that deficiencies and weaknesses in the system should be
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identified and actions taken to make it more consistent with credit card fraud prevention

practices of other countries.

2.6 Cybercrime Research: The Past, the Present and the Future

Cybercrime issues have enjoyed a fair share of research conceivably because it is perceived to
be equally climbing into the categories of traditional crimes. Some of the scholarly works in
this field include literature that underscores the need for laws, policies and regulatory
frameworks to counter the cybercrime menace (Eboibi, 2017; Gerry & Moore, 2015; Hunton,
2011; Ju et al., 2016; Sun et al., 2015; Yilma, 2014), literature that highlights financial crimes

and strategies for combatting them; ICT aided banking crimes, digital currency crimes and

credit card fraud (Bai 0, 2017; Hunton, 2012;

Vahdati & Yasini, 20 ers’ engagement in the
fight against cybercri Rice, 2011; Tehrani et
al., 2013) and security 2013; Singleton, 2013;
Vlachos etal., 2011). | es and others not cited
above provide insights s that call for extensive

review of cybercrime.

Regardless of the rapic ) tf rature, t | ack of concentration on

cybercrime in infor

systems needs a sy i roach to classify the various | ' s of scholars in the

field. The followi-ﬁzg_éectiong’s%:l&ﬁﬁ_!vﬁ H@Ea@wﬁ_ : =

30



University of Ghana http://ugspace.ug.edu.gh

2.6.1 Methodology for Review

2.6.1.1 Identification and Collection of the Literature

In conducting this review, only peer-reviewed articles were considered. Peer review, according
to Solomon (2007), is generally seen as vital for the roles of establishing an archive of
knowledge and distributing rewards. Peer review also plays a crucial role in validating the
quality of research in a field. In that regard, the study was conducted at two levels: first, by
searching for articles published in the Senior Scholars’ Basket of Information Systems Journals
and thence to exploring high-ranking journal databases. Details of the processes have been

delineated in the ensuing sections.

2.6.1.2 Data Collectic
The articles consider n 2010 and 2018%. As
earlier indicated, of th er consideration, only
peer-reviewed article cessed in two phases:
first, the senior schol searched to cumulate
cybercrime research systems. The returns
indicated that very fe n information systems
journals. The second | rald, WILEY, Science

Direct, and Taylor anc atabases. - abast ; ected because of their

supply of prime j(@i—wey Dro
-~ q INT

-
: e & R S -
In order to ensure relevance to the ocﬁkﬁmgaﬁggseafcher examined each article

regarding its title, abstract and, where applicable, the full text. After removing duplicate articles

]

from the filtering, 109 articles remained for review.

! The literature review was conducted in 2018 during the researcher’s second year of the PhD programme.
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2.6.1.3 Inclusion and Exclusion Criteria

In searching for the articles, the descriptors used were cybercrime, cyber crime, cyber fraud
and internet fraud. The downloaded articles were subjected to filtering. Editorials and reports
were eliminated because, as earlier stated, the study set out to include only peer-reviewed
articles in the review. Further, publications that had only full-body text in English were

considered for this review. Studies that were deemed duplicates were also excluded.

2.6.2 Article Categorisation
A total of 109 articles across 40 journals were analysed in this review. These articles were

further categorised int )y, research framework

and publication outlets 5 done according to the

methods used by resez

e, quantitative, mixed-

methods and studies t or instance, studies that

emphasise objective erical analysis of data

collected through polls pre-existing statistical

data using computatio ve. On the other hand,

the qualitative categor search method and data

collected through inte _ ‘category consolidated

articles that combi oth the ies. Lastly, studies

were gFrouped under the

—

that did not make use of ﬂﬁthe methodlogies mentione:
=~ INTEGR| PROGEDAMUS

i,

‘not mentioned’ category.

With regard to categorising the literature under geographical focus, the selected articles were

grouped under the seven continents: Asia, Africa, North America, South America, Antarctica,
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Europe and Australia. Articles that concentrated on more than one country were categorised as
cross-country, while those that did not have a particular country in scope were categorised as
“no region.” With Ghana being the focus of this study, a brief review of cybercrime studies in

Ghana and Nigeria was presented in this section.

Acrticles were further classified under level of analysis. Four levels of analysis exist in
information systems research. The micro-level studies relate to articles which focus on
individuals and organisations while the meso level consolidated industry-level studies (Senyo,
2018). Macro studies relate to nationally focused studies, while meta studies relate to studies
that go beyond the national level — for example, regional level or cross-country studies. Lastly,

the review categorise n outlets.

2.6.3 Publication

As indicated, a total ered for this review.

Computer Law & Se‘ articles in cybercrime
studies (17). Journal ¢ and Journal of Money
Laundering Control w Journal of Association
of Information Syste the period. Journal of

Management Informati

Investigation all ach. 0 r@lice Strategies &
— 23|

Management, Informatio ms Research, Information Mal agemen Computer Security
e Ji g Y . i

and Digital Policy, Regulatio#arng-gbwrgrﬂ%&g&%?eh, while Procedia Computer

Science, Journal of Criminal Justice, Journal of Corporate Accounting & Finance, International

le and Justice and Digital

Journal of Social Economics, Info Systems Journal and Information and Computer Security

featured 1 each. Third World Quarterly, The Journal of Risk Finance, The Electronic Library,
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The Comparative and International Law Journal of Southern Africa, Technological Forecasting
& Social Change, Security and Communication Networks, Procedia Engineering, Procedia
Economics and Finance, Perspectives in Science, MIS Quarterly, Journal of Strategic
Information Systems, Journal of Investment Compliance, International Review of Law,
Computers & Technology, International Journal of Web Information Systems, International
Journal of Accounting & Information Management, Information Security Journal: A Global
Perspective Information & Communications Technology Law, Foresight, Computers and
Human Behaviour, Computers & Security, Computer Networks, Advances in Autism, and
Accounting Perspectives also recorded 1 each. Table 2.2 shows the distribution of articles per

publication outlet.

Publication
17

15
11

Journals
Computer Law & Sec
Computers and secu
Journal of Financial
Journal of Money La
Computers in Huma
Journal of Associatia
Digital Investigation
International Journa
Journal of Managem
Digital Policy, Regul

(BN
o

SCEDAMUS It

International Journal oiﬂﬁdﬁif@@ml
Journal of Corporate Accounting & Finance
Journal of Criminal Justice

Procedia Computer Science

Accounting Perspectives

Advances in Autism

Computer Networks

PP IFRPINDINDININDNINDINWOWWWW W W W&~
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Journals Publication
Foresight 1
Information & Communications Technology Law 1
information Security journal: A Global Perspective 1
International Journal of Accounting & Information Management 1
International Journal of Web Information Systems 1
International Review of Law, Computers & Technology 1
Journal of Investment Compliance, 1
Journal of Strategic Information Systems 1
MIS Quarterly 1
Perspectives in Science 1
Procedia Economics and Finance 1
Procedia Engineering 1
Security and Communication Networks 1
Technological Forecasting & Social Change 1
The Comparative and International Law Journal of Southern Africa 1
The Electronic Libran . 1
The Journal of Risk F 1
Third World Quarte 1
Total 109

2.6.4 Classification
Cybercrime has been tracting attention from
different disciplines. | ised the literature into
themes and their sub | existing literature on
various forms of techi ur-category cybercrime
typology: cyber-trespass, cyb i | cenity, gnd cyber-violence.

sler (2014), onsidered one. : st comprehensive

| el ‘
frameworks for understa inﬂmﬁtﬁmﬂmﬂﬁg arious forms of offences.

The cyber-trespass category puts together studies that bordered on crossing invisible yet salient
boundaries of ownership online (Holt & Bossler, 2014). Such crimes include hacking, cracking,

ransomware, botnet distribution of viruses, among others (e.g. Bartholomae, 2018; Smith,
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2015; Jeong et al., 2011). The cyber-deception/theft categorisation recognises the different
types of acquisitive harm that can take place within cyberspace (Wall, 2003). This crime
category includes e-banking fraud, advance fee fraud, piracy, credit card fraud and consumer

fraud.

The third typology is cyber-pornography and obscenity, which encompasses the range of
sexual expressions enabled by computer-mediated communications and the distribution of
sexually explicit materials online (Holt & Bossler, 2014). Literature categorised under this
section includes cyber-pornography and child pornography (e.g. Hillman et al., 2014,

Mthembu, 2012; Verma, 2012; Prichard et al., 2011). The cyber-violence category comprises

various ways that indi ents (Holt & Bossler,

2014). These crimes stalking and money

laundering and terrori

Cyber-Trespass
d Jaishankar (2017)

Cyber-deception/T , et al. (2016)
ati et al. (2015)
er Meulen (2013)

)i Prabowo(2012)

— X - Papai s and Brooks
Cyber-Pornography ﬂ g:pr-r r ild . illman et.al. (2014)
and Obscenity pornoﬁ?ﬂrg? &Dgﬁgggﬂimﬂ tr'lembu (2012)
Verma (2012)
Prichard et al. (2011)
Cyber-Violence Cyber-terrorism, Cyber bullying, | Gross et al. (2016)
Cyber Stalking and money Salleh et al. (2016)
laundering and terrorism Irwin et al. (2014)
financing. Hua and Bapna (2013)

Source: Literature Synthesis
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2.6.4.1 Cyber-Trespass

Classification of literature under this category encompassed crimes that verge on crossing
boundaries into computer systems and spaces where rights of ownership or title have already
been established e.g. hacking, defacement and viruses (Ngo & Jaishankar, 2017; Wall, 2015).
Sampled papers on this typology indicated that hackers are motivated by a number of factors
that may include perceived cost benefits and psychological benefits. Bartholomae (2018)
pointed out that there are three types of hackers: the good, the bad and the greedy. Good hackers
have decent aims of making the world a better place by hacking systems to identify challenges

and informing the systems’ owners about the loopholes. The main interest of the bad hackers

is fame among their c‘ to greedy hackers who

aim to earn income fr systems to steal credit
card details which the led under this category
also proposed that the ackers and cybergangs
(organised) (Smith, 2 janisational structures,
mostly one person in ses that there are easy
prosecutions of lone ed than those of the
cybergangs who imple 2015) surmises that in

the future, government evelop their own cyber-

attack centres, su , gse Cyber on a project-by-
= =

project basis. ‘ - -
— Wreciproozomms |

2.6.4.2 Cyber-Deception/Theft
This classification dwelt on articles that discussed theft of materials and immaterial resources

through piracy and credit card fraud via the Internet (Laue, 2011). Issues discussed in papers
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under this theme included advance fee fraud (Dobovsek et al., 2013), banking fraud (Carminati
et al., 2015; van der Meulen, 2013) and credit card fraud (Chen et al., 2016; Papadopoulos &

Brooks, 2011; Yogi Prabowo, 2011, 2012).

Regarding advance fee fraud, papers analysed pointed out that AFFs are not declining in
occurrence. Instead, they constantly develop and use bulk sending and narrower targeting
(Dobovsek et al., 2013). However, this form of crime tends to advance into other forms of
crimes (e.g., phishing, email spoofing and pilfering). In relation to credit card fraud, there were
mixed concerns about whether the phenomenon can be mitigated entirely. For instance,

Papadopoulos and Brooks (2011) suggest that a far more co-ordinated approach is needed to

tackle credit card frau ' eing a major drawback.

Prabowo (2011) esta card fraud which the
author believes is red s. This often requires a

significant amount of roperly formulated and

executed. In that rega be allocated mainly to

six key areas of fraud aud prevention policy,
fraud awareness, tec and legal deterrence.
These are supported il stem: user, institution,

network, and governm

It is, therefore, wor t these types of frauds are glo ' untry is immune to
|

them nor can any country bé’g‘xtﬁ'daﬁloﬁ WEMHI’%S (Doboviek et al., 2013).
It has, for that matter, become a necessity to research on mitigating initiatives to combatting

credit card fraud.
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2.6.4.3 Cyber-Porn and Obscenity

Categorisation of papers for this typology was on two themes: cyber-pornography (Verma,
2012) and child pornography (Hillman et al., 2014; Mthembu, 2012; Prichard et al., 2011).
Cyberspace facilitates access to child exploitation materials that were once difficult to locate,
thereby providing instant access to children from all over the world or within a country (Choo,
2008). Cyber pornography is an increasingly visible problem in society today (Schell et al.,
2007). Evidence from the literature reviewed indicates that although legislation and
prosecution are essential tools in the fight against online child exploitation, there is also the
need to investigate alternative approaches to child exploitation. Further, other studies found

that loopholes in legal and regulatory frameworks account for states’ and governments’

inability to adequatel‘ ard, Mthembu (2012)

suggests that an addi hy should be industry
self-regulation, where eloped, and ISPs work
collaboratively. I1SPs ith combating not just
child pornography but mphasis on prevention
and education is more whether committed by
perpetrators or victims rected’ by the offender

to perform sexual acts hoo, 2014).

2.6.4.4 Cyberviol :
=) =)
The final typology deals rimes which include a numbgr ays in which people can
i ik A — —f"“ ‘ | i
harm others in actual or virttﬁlzmﬁﬁa%g&gyﬁmes can be attributed to the

high-rate of smartphones and smart devices penetration and social media subscriptions. In
some instances, unassuming people take on certain attitudes which translate into bullying

online. Committed by an individual or a group of users, cyberbullying refers to the use of
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information and communication technology to harass others. Papers reviewed seem to
acknowledge that cyberbullying has become a major problem along with the development of
online communication and social media. Studies on cyber terrorism, on the other hand, have
considered the subject of cyberviolence from various perspectives. Some of these viewpoints
include economic impact (Hua & Bapna, 2013; Park et al., 2018), behaviours of cyber-terrorists
(Gross et al., 2016; Salleh et al., 2016), governance and mitigation (Mohamed et al., 2018) and

financing cyberterrorism (Irwin, Slay, Raymond Choo, & Lui, 2014).

These studies acknowledge that the internet has become a fertile ground for terrorists to obtain

funds to support their operations by participating in activities ranging from credit card theft

using phishing, to hacl g. As such, the studies

advocated that organi ructure need to invest

more heavily in info tudies also challenged

governments to COI']S% security investments,

crafting ‘‘cyber terror h compliance, periodic
IS security auditing ¢ astructure and sharing

lessons learned.

2.6.5 Economic Dist

Articles considere this

from the review suggest studies that generally focusg

without being country or reglong%f% mp%wyoﬁhe artlcles reviewed. The

distribution of articles with regional specifications are as follows: North America 15, Cross-

the ISSUES of cybercrime

Country 15, Asia 12, Europe 8, Africa 7 and Australia 5.
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The outcome suggested that most of the studies conducted were globally focused. Such studies
did not particularly use data sources from any of the continents but discussed the issue of
cybercrime generally. This finding suggests that cybercrime articles published during the
period did not have a specific geographical focus in that they sought to provide a general
understanding of the phenomenon. Nonetheless, the findings also pointed to the fact that
studies in cybercrime did not disregard the various continents. Thus, a significant number of
papers were published with respect to Asia, Africa, Australia, North America, and Europe. For
instance, papers published with Africa in focus concentrated on Nigeria, Ghana, Ethiopia, and
South Africa. Asian papers focused on Korea, Cambodia, Taiwan, Malaysia, India, Iran, and

Kyrgyz Republic, and European papers focused on the United Kingdom, Greece, Cyprus, and

the Netherlands. As i ountry focused. It has

become imperative t(ﬂ al countries. This will
help in unveiling cy s on the perspectives

peculiar to the individ‘

2.6.5.1 Cybercrime S
Several studies have . These studies follow
quite a wide range of .4). Inasmuch as these

studies are not exhaust

play in the comr@i e C ndema
strategies employed y C minals in ngerla |dent|f|ed |
use of ladies as collaborators col%&‘oﬁ ﬂ%&%&d‘e‘ﬂits and bank 0ff|C|aIs local and

international networking, and the use of voodoo.

5 IT skills and strategies
in studying new
I

ptible alds including the
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A similar study by Warner (2011) sought to give a broad overview of Ghanaian cybercrime,
focusing on its genesis, the various incarnations of national scams and the state-level reactions.
The study claimed that most Ghanaians believe cybercrime was imported from Nigeria as a
result of the influx of Nigerian nationals residing in Ghana. Also, like Tade (2013), Warner
(2011) noted that the delayed success rates in yahoo yahoo, the untiring clampdown of the
Economic and Financial Crimes Commission on cybercriminals, group rivalry and the
activities of the media in enlightening the public accounted for the search for a more speedy
way of increasing cybercrime victimisation, hence the techno-spiritual paradigm of Sakawa.
Lastly, Warner (2011) pointed out that perpetrators of cybercrime in Ghana justified their

actions with the assertion that there is nothing wrong with the acts and that the undertaking

should be seen as a so geance for centuries of

historical injustices pe en though the findings
by Warner (2011) pro specially in Ghana, the
study dwelt on seconc etrators of cybercrime

but the views of indiv‘

Article

Tade (2013) e delayed success rates
yahoo yahoo, the
Intiring clampdown of

the Economic

: a ncial Crimes
@kion on
P ‘ J-E'l Ic criminals, group
rivalry, and the media’s
W FE'G F" F HEIGEDJ!'HUE' activities in enlightening
the public accounted for
the search for a speedier
way of increasing
cybercrime victimisation.
Quarshie and | East and West Africa | Legal and regulatory According to the
Martin- frameworks findings, Africa will
Odoom Content Analysis benefit from the
(2012) experience of developed
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Article

Country and
Perspective

Theme / Theory

Findings

Theory: Not Considered

countries in combating
cybercrime.

The fight against
cybercrime requires
coordinated effort among
all stakeholders such as
government bodies,
educational institutions,
business organisations
and law enforcement
authorities.

Olayemi
(2014)

Nigeria

Law Enforcement
Agencies,
Governmental
Institution

Aransiola and
Asindemade
(2011)

=

]

) Wi raocesn

Legal and regulatory
frameworks

Theories:
Routine Activity Theory
Structural Functionalism

MUS

Laws to combat
cybercrimes are useless if
law enforcement agencies
do not have the education
and training necessary to
even operate a computer.
Judges must be well
rained as well.

ost cybercrime
petrators in Nigeria

2 between the ages of
and 29 years who

re undergraduates and
ave distinctive lifestyles
ym other youth. Their
ategies include
Ilaboration with

urity agents and bank
icials, local and
ernational networking,
d the use of voodoo

it is, traditional
pernatural power.

Findings also indicated

most perpetrators of

c me were involved
dating and

l?uying and selling with

ake identities among

others.

Warner
(2011)

Ghana

Perpetrators™

Geopolitics

Techno-spiritual paradigm

(Sakawa)

Justified Philosophy of
Thievery

Sakawa boys justify their
duping of Westerners by
claiming that it is pointed
retribution for centuries
of historical injustices
perpetrated by the West
against
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Article

Country and Theme / Theory Findings
Perspective

Africans.

The rise and proliferation
Theory: Not Considered of the techno-religious
phenomenon of Sakawa
is another increasingly
embedded, yet
underreported,

aspect of the practice of
Internet fraudulence in
Ghana.

Boateng,
Olumide,
Isabalija, and
Budu (2011)

Ghana Forms and implications of Cybercrime is fast
cybercrime gaining ground in Ghana
Internet Café and the agencies
Operators responsible for
Law Enforcement investigating, controlling
agencies Theory: Not Considered and apprehending online
Lawyers criminals lack the
Banks technical knowledge

. needed to tackle the

Dblem.

Ghana, the perpetrators
2 young and have some

Offei et al.
(2020)

ows that denial of risk,
ationalisation
2chanism, moderates
online 1ce fre s .  relationship between
ial of victim, a
stification technique,

d intention to commit

Despite the en Upous %Eﬁ ) -] *tinue§___uo be a void in
Ri FFIDGED )

understanding cybercrime from the viewpoint-of-offenders in relatlon to law enforcement

agencies and secondary stakeholders. Further, theories employed in studying computer-related

crimes remain sparse, considering the dynamic nature of the phenomenon.
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2.6.6 Theories/Conceptual Frameworks Used to Address Research Issue

Papers were also categorised under theories and research frameworks employed. Evidence
indicated that most of the articles reviewed did not make use of theories. This category of
studies unsurprisingly formed about 70% of the papers analysed (e.g. Arora, 2016; Lindsay,
2017; Menon & Guan Siew, 2012; Mueller, 2017). That notwithstanding, theories and
frameworks used in the studies reviewed included Routine Activity Theory (e.g. Paek & Nalla,
2015; Prabowo, 2011; Reyns, 2015) and Self-Control Theory (Bossler & Holt, 2010; Moon et
al., 2010), General Theory of Crime (Donner et al., 2014; Marcum et al., 2015). Other
considerations of theory and frameworks include Game Theory, Dynamic Capabilities,

Integrated Digital Forensic Process Model, Technology Threat Avoidance Theory (TTAT).

Analysis of the findi bercrime theories and

frameworks employe re relatively few. This
supports the claim tha pectives of researchers
matter in the study of Tang and Rush (2013)
used dynamic capabil ) study the cybercrime
ecosystem. Their res what the sources of
innovation are and fro g so, they contribute to

the broad literature or pulated by scholars in

criminology, psychalogy, socic (3)Vj—
& =

| ‘ _ == ,
In this regard, there is hé’ﬂ&&%ﬁflﬁﬂﬁm&ﬁg@ how existing theories in
cybercriminal studies can help in understanding behaviour and intention of the actors in

cyberspace.
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2.7 Gaps for future research

The foregoing sections presented discussions on issues addressed in existing cybercrime
research, the methodologies and conceptual approaches used in the identified studies. This
section discusses gaps identified in the literature reviewed for the study.

First, analysis of the literature reviewed for this study indicated that there seems to be no
definite classification of theories and frameworks purposely developed for cybercrime studies.
A plausible reason for this can be the multifaceted manner in which cybercrime has been
studied. In that regard, researchers tend to borrow theories from various disciplines to answer
specific questions or to achieve peculiar research objectives. Routine activity theory, for

example, appears to be the first-choice theory in a significant number of the studies examined

(Olayemi, 2014; Paek since the theory was

postulated to solve t cyberspace has been
challenged by researc arke, 2003), prompting

calls for researchers t covering the processes

that underpin internet 014; Jaishankar, 2008;

Venkatraman et al., 2C
Second, according to t perspace when it comes

to cybercrime: offende _ dentified, the analysis

showed an apparent lack of focus §"persp
= =

investigated perpetrators iours through their victims anﬁﬂf orms. The apparent

paucity of studies from thé%%&ﬁﬁ‘\ﬂm%%i‘%e- o the lchallenges of data

collection in this field (Hutchings & Holt, 2018). Although it is essential to consider the impact

ives, as most studies
|

of cybercriminal activities on victims, Cross (2020) asserts that understanding romance scams

from the viewpoint of the perpetrator is equally important. Hui et al. (2018) stressed the
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importance of combining attacker-side evidence in that regard. Further, a thorough analysis of
the literature for this research revealed an apparent scarcity of studies on the behavioural
characteristics of internet crime perpetrators. Again, the lack of evidence may be attributed to
a lack of data from the offender’s perspective. Venkatraman et al. (2018) emphasised the
importance of research into the mechanisms that underlie cybercriminal behaviours and how

these behaviours evolve over time.

2.8 Chapter Summary
The chapter reviewed literature on cybercrime research with a particular focus on the definition

of the term cybercrime in previous studies. It also took into consideration the categorisation

and various forms of ¢ systematic review was

conducted highlightin ribution of the articles
reviewed, and a brief Lastly, gaps for future

research were emphas
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CHAPTER THREE

THEORETICAL FOUNDATION

3.1 Chapter Overview

This chapter considers the research framework that is deemed fit to help digest the subject,
having reviewed extant literature relative to cybercrime and internet romance scams in the
previous chapter. This chapter reviews related literature explicitly or indirectly related to the
chosen research framework to find answers to the research questions under review. In this
regard, a consolidation of the routine activity theory, the motivation-opportunity-ability theory,
and the neutralisation theory was conducted in light of the multifaceted nature of romance

scams.

The RAT postulates t take effect. First is the

motivated offender, t rdian. The Motivation-
Opportunity-Ability been applied in both
behavioural and mana framework reflects the
willingness of an in element projects the
environmental enable aspect represents the
individual’s skills and isation techniques are a

set of discourses used b wful behaviours.

S

This chapter deives deeﬁeﬁo the. mdlwdual thmues;% a ishing _their origins and
NTEGRI PROCEDM ;

postulations as well as identifying the -\Neaknesses that aré associated with each of them.
Subsequently, the chapter concludes with the research framework that serves as the roadmap

for the conduct of this study.
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3.2 Theories and Conceptual Frameworks in Existing Cybercrime Research

Cybercrime is an ever-growing phenomenon that has been studied from a variety of
perspectives. Again, as indicated in the introductory chapter, several theories have been
propounded for studying criminal activities. However, Wada, Longe and Danquah (2012)
contend that empirical evidence of the application and validation of the theories in the context
of cybercriminal activities is sparse. That notwithstanding, some theories and frameworks were
identified while conducting the literature review for this study. Table 3.1, for example, presents

a selection of studies from the literature reviewed that used theories in conducting their studies.

Table 3.1 Theories Used in Existing Cybercrime Research

Theme

Moon, McCluskey a
(2010)

Donner, Marcum, Je
Higgins and Banfield

Piracy/identity theft

General deviance

Legal & Regulatory

Li and Qin (2018) Framework

Motivation of
offenders
Credit Card Fraud

Consumer Fraud

Ibrahim (2016)

Prabowo (2011)
Harrison (2018)
Hua and Bapna (2013

Cyber terrorism

Bossler and Holt (201 Victimisation
Reyns (2015) Victimisation
Marcum, Higgi ne —

Wolfe (2015) - Lea E@‘-“ty Theft
Kraemer-Mbula, Tang and'Rus Dynamlc Capabilities aﬁT‘ Cybercrime
(2013) - | %ﬁﬁ@#@“‘”s ~-Ecosystem
Paek and Nalla (2015) - tine activity theory Identity Theft

Source: Literature synthesis
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3.2.1 Self-Control Theory

Gottfredson and Hirschi (1990) defined the General Theory of Crime, also known as the Self-
Control Theory, as the degree to which a person is vulnerable to momentary temptations.
According to Gottfredson and Hirsch (1990), motivation is invariant among all individuals, but
levels of constraint differentiate criminals from non-criminals. Donner et al. (2014) also posit
that once the perception of pleasure from an action outweighs the perception of pain from the
action, an individual is likely to perform that action. Gottfredson and Hirsch (1990) claim that
self-control, even though is the tendency to avoid acts whose long-term consequences outweigh
their immediate benefits, is thought to be rooted in effective parental socialisation. Since its

postulation, self-control theory has engendered a significant amount of empirical enquiry on

how an individual’s | pportunities to foretell

deviant behaviours in 016). Gottfredson and
Hirsch (1990) further ally lack the diligence
and wherewithal to p rding to Marcum et al.
(2015), low self-contre an opportunity presents
itself, as the individua f their behaviour. Low
self-control is believe d familial socialisation

(Delisi, 2001).

Gottfredson and Hir | 0 k If-control tend to be
impulsive, insensiti . physical, risk-taig, short-sighted_;aJ '%ﬁ The authors, in
establishing the ca-ihées of Idvﬁstﬁ@ﬁbéﬂ@&ﬁéﬂ&n’aﬁhemajo}- ;:ause of low self-
control appears to be ineffective child-rearing. The minimum conditions in controlling low

self-control, according to Gottfredson and Hirsch (1990), entails frequently monitoring one’s

behaviour while a child, recognising deviance when it starts and punishing such behaviours.
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Again, one major cause of delinquent behaviours apart from criminal parenting and single
parenthood, according to the theory, is family size. It is observed that the larger the number of
children in the family, the greater the likelihood of each of them being delinquent. Simply put,
monitoring and punishment are more difficult when the number of children in the family is
greater. In effect, children in a larger family where monitoring and punishment are lax are
likely to spend more time with other children outside of their families and are less likely to
spend time with adults who tend to be trainers and mentors of these children. To sum it up, the
theory proposes that the transmission of low self-control can be passed intergenerationally from
parent to child because adults lacking self-control will more than likely be unsuccessful at

properly socialising their child (Valasik, 2014).

In a study that sough trol theory and online

deviance, Donner et raduate students. The

results of the study in n individual’s series of

online deviant behavi acy and identity theft.

While the outcome o build on, the authors
pointed out that their theories other than the
self-control theory in € on future researchers to

employ a similar but’ ance and also include

measures from other criminole res the study.
& =
. P -~ _JE!.1| ,
Similarly, a study by Marcdr#&&ﬁﬂl&ﬁ’ﬂ@@EM‘g{%—' entity theft behaviours of
adolescents under the age of 18 and the predictors of these behaviours. With a total of 1617

participants, the study, conducted through the lens of two criminological theories: general

theory of crime and social learning theory, put forward two findings. First, the authors
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identified a relationship between identity theft of debit or credit cards and deviant peer
association. They further aver that young people, especially males who associate with deviant
peers, were more likely to engage in identity theft. The findings of the study also pointed out
that persons with better academic performance are more likely to commit identity theft crimes.
Although the authors acknowledged that recent research has distinctively shown that people
under the age of 18 are not only vulnerable to cyber-victimisation but also have a high risk of
committing cybercrime, they also acknowledged that there are gaps in theoretical literature that

offers evidence for an understanding of this behaviour in this age group.

The general theory of crime has gained academic consideration for two main reasons. The first

is the fact that Gottfre e ranked first and third,

respectively, in terms and Farrington (1999).
Again, their book A G citation accorded to all
books in the 1990s (P c feedback granted the
theory and its postulaf kers, 1991; Marenin &
Reisig, 1995). Akers ( theory and asserts that
self-control theory is 3 sch (1990) treated low
self-control and the p nother criticism of the

theory is that genetic

criminality (Valasik, 2014).
o

| ‘ N ‘ A __J-E‘“ J ]
322 Routine Actnity THISHEGRI PROCEDAMUS —

ocialise and influence

The Routine Activity Theory, proposed by Cohen and Felson (1979), is an ecological approach
to crime causation in which criminal behaviour can be predicted by the accessibility, location,

and presence or absence of environmental characteristics, as well as the presence or absence of
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certain types of people. It presupposes that for a crime to take effect, three required elements
must be present (see Figure 3.1). First is the motivated offender, second is the suitable target
(the suitable target here refers to a person, object or place) and last, the absence of capable
guardians in the form of deterrents like police patrols, security guards, neighbourhood watch,
door staff, vigilant staff and co-workers, friends, neighbours and CCTV systems (Wada et al.,

2012).

Figure 3.1 The Routine Activity Theory of Crime

Motivated

o —— Y o ———— N
The RAT, even though origﬁﬁmﬂlagﬂ;ﬁgﬁm&e theory, has been adapted

and used in various cybercrime studies (e.g., Cox, Johnson, & Richards, 2009; Reyns, 2013;

Xiao, Chan, Cheung, & Wong, 2016; Yar, 2005) because of its robustness. Table 3.2 illustrates

the various forms of cyber offences the theory has been applied to in previous research as well
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as the consideration as sole or combined theory.

Table 3.2 Routine Activity Theory in Cybercrime Studies

Studies Forms of Usage Other theories
cybercrime
Olayemi (2014) | General Combined e Structural Functionalism
Theory

e Marxian Theory
e The Theory of Technology-
Enabled Crime

Kigerl (2012) General Sole N/A
Reyns (2015) Identity Theft Sole N/A
Reyns, Henson | Cyberstalking Sole N/A
and Fisher

(2011)

Navarro and Cyberbullying Sole N/A

Jasinski (2012)
Pratt, Holtfreter
and Reisig
(2010)
Leukfeldt
(2014)

Reyns and
Henson (2016)

Bradford Reyns can a ensively researched on

the routine activity eyns (2015) tested a

comprehensive routing aking a case for using

the theory, Reyns (2015 ‘been used in studying

various kinds of o@f_ﬂmis '

while his study expands tﬁung research to examine the siof onlina exposure, online
- NTEGRI PROCEDAMUS

target suitability and online guardlanshlp upompkushmg hackmg and malware infection

en person-based,

victimisation. The study’s findings indicated that phishing, hacking, and malware infection
victimisation result from online resources for victimisation, which are aided to some extent by

people’s daily online activities. For example, behaviours such as online banking and
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purchasing which are related to phishing targeting and malware victimisation respectively,
increase victimisation risks. Nevertheless, specific factors related to banking or purchasing,
such as the security of the website or the nature of the internet connection (e.g., public vs

private WiFi), are most salient in understanding who is at risk of victimisation and why.

In an earlier study, Reyns (2013) sought to expand recent works aimed at applying the RAT to
crimes in which the offender and the victims are not in physical immediacy. In this regard, the
author examined relationships between one’s online routines and identity victimisation.
Conducting binary logistic regression using data from 5,985 respondents, Reyns (2013) found

that persons who use the internet for banking and/or e-mailing/instant messaging are about 50

per cent more likely t gs of the study further

suggested that online s se online victimisation,
while male older per. to experience online
victimisation. Despite 3) suggested that vital
theoretical concepts s e on new meanings in
cyberspace, which neg : “the cc toc ents.

Similarly, Paek and ow receiving phishing
attempts is associated v

(KCVS) 2008, the [ ed phishing attempts was found
' Eé |

to be a significant p identity theft victimisation.

7 R |
INTEGR| ﬁHﬁGEDﬁnﬁﬂm‘

a Crime Victim Survey

1

Despite these advancements in the literature, studies that focus on the RAT’s technological
aspect is sparse, as most scholars employ the theory as it is or combine it with other theories to

answer peculiar questions. This may have prompted some researchers (e.g., Pratt et al., 2010;
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Holtfreter et al., 2008; Eck & Clarke, 2003) to explore the possibilities of using the theory to
explain opportunities for crimes at a distance (Reyns, 2013). For instance, Eck and Clarke
(2003) argued that the traditional routine activity theory proposed by Cohen and Felson (1979)
“could be expanded by making one modification ”. In their view, if the target and the offender
are part of the same geographically dispersed network, then the offender may be able to reach
the target through the network. Eck and Clarke (2003) further posit that networks do not only
facilitate interaction at a distance; they can also increase the speed of distant contacts. For
instance, whereas traditional crimes under the routine activity theory may unfold slowly and
may occur over a long period, the internet can increase the speed with which the same sorts of

fraud can unfold. Tillyer and Eck (2009) advanced this argument by establishing that the RAT

focusses on offenders hich therefore creates

a void in the study of 009) further suggested
that the routine activit r needs revision.
These developments e the RAT in terms of
current trends in tech ce, the three elements
of the RAT may exist: e of a deterring factor,
but in the midst of all . This further translates
into investigating the i structs of the RAT. In
critiquing the theor nted in Figure 3.2.
However, this stgd and Clarke's (2003)
network and techn-albgies m*ﬂlfe%ﬁ@ﬁ&lﬂ%ﬂﬂ%nder sunabletarget absence
of a capable guardian and network. To this end, the study will first unveil the categories of
people who fall under the offender’s construct. Further, concerning the victims of cyber

offences as postulated by the theory, the study will solicit the categories of victims that the
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offenders target and their characteristics. This will enable the researcher to understand the
victims from the perspective of the offenders. The third is to understand the role of
guardianship in forestalling cyber offences. This will be done by engaging law enforcement

agents and law practitioners.

Figure 3.2 Systems Problems

3.2.3 Model of Mea
The model of media e d and published in the
Journal of the Associ 18) to determine how
capabilities of comm fraudulent behaviours.
The constructs devela existing research about
fraud rationalisation, ons. An analysis of 459

Facebook advertiseme cted. The results of the

study which ampl@ipur S ¢

greater capabilities for reﬁﬁabiljty “and transmission.vel

that media with

e rationalising while

=

reas

b ‘HTEﬁniﬁeﬁ;— aﬁphw

greater capabilities for anonymity, para rehearsability increase rationalising.

Harrison (2018) operationalised reprocessability as the extent to which the receiver may re-
examine a message. According to Dennis, Fuller and Valacich (2008), individuals may hear,

read, or see the message again when a message offers high capabilities for reprocessability.
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Harrison (2018) also viewed parallelism as the number of communications in which
participants are simultaneously engaged. In expatiating this point, the author avers that some
media require a high degree of attention, as such a juggle between multiple conversations
causes and obscures cues of deceit (Burgoon & Qin, 2006). Lastly, according to Harrison
(2018), rehearsability provides senders with opportunities to fine-tune their messages. Media
with greater capabilities for rehearsability provide potentially fraudulent actors multiple
opportunities to review and revise their messages, with the goal of hiding as many of the cues

of misrepresentation as possible.

Figure 3.3 Model of Media Effect and Fraud Rationalisation

Increase Reprocessabilit!
cue Transmission
visibility velocity
and social Symbol sets
presence

Action

decrease cue
visibility and
social presence

Parallelism
Anonymity

Rationalisation and justif

of committing Lcm'm,es A QWV%WHH&E@%Q ) cgﬂéeptualisation of
rationalisation stems from the position that Whehféoﬁle uLse(media with greater capabilities for
anonymity, they perceive a lesser likelihood of punishment and will be more willing to
rationalise fraudulent behaviours. The model, as can be deduced in Figure 3.3 combines
psychological drivers of behaviours, motivation and opportunistic contextual elements. In that
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regard, the author of the model hypothesised that motivation to commit fraud would positively
be related to rationalising an act of fraud. Motivation in this sense is operationalised as an

important antecedent to the rationalisation of unethical decisions.

3.3 The Ability, Motivation and Opportunity Framework

The motivation-opportunity-ability framework was established to explain how consumers
process information in advertisements (Clark et al., 2005). The MOA framework, which
Maclnnis and Jaworski (1989) postulated, posits that individuals process information based on
their underlying motives, opportunities, and abilities (Parra-Lopez et al., 2012). The framework

has successfully been used in various disciplines to explain a wide array of behaviours. These

include but not limited ial media (Parra-Lo6pez

et al., 2012), consume nis et al., 1991; Wu et

al., 2004). Nonetheles eptualising organising

framework for knowl ana actice a 3 A ot al., 2003; Siemsen et

al., 2008) and in ma al” work performance

(Siemsen et al., 2008)

As pointed out, the ‘ aclnnis and Jaworski

(1989) to study the degt in advertisements. The

a behaviour to be

enacted (Fadel & chmm‘é&ﬁ@gﬂﬁ sﬂ.ﬁ'bﬁuéu hen and Menassa (2019)

suggested that motivation and opportunity have a direct posmve cffect on one’s energy-saving

stipulation of the ork is that & OAS must be pre

behaviours. They however found the direct effect of ability on one’s energy behaviour not to

be significant. It is however worth noting that the study by Li et al. (2019) integrated the MOA
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framework with corporate social-psychological constructs from the Norm Activation Model

(NAM) and the Theory of Planned Behaviour (TPB).

A study by Leung and Bai (2013) applied the MOA framework and the concept of involvement
in exploring travellers’ behaviour in social media pages of hotels. The outcome of the study
suggested that there are positive relationships between motivation and opportunity with
travellers’ involvement in hotel social media pages, and their involvement positively impacts
their revisit to intended pages. However, it was observed that ability was not significantly

related to travellers’ social media involvement.

The adaption of the th ives an insight into the

versatility of the fram framework is arguably

yet to be employed in ehaviours.

|
3.3.1 Motivation
The first component o n. Motivation has been
identified as the drivi ion. In conceptualising
the framework’s moti erred to motivation as
the pressures to comm ) 1ow individuals wish to

be seen by others. ever enomenon, as the

level of motivation varie Jone person to the other (Ryan Seci, 00?. Motivation can

L J F s Em— —-F—J‘ —
be viewed mainly in two ev‘aygﬁlﬁﬁﬁzﬂgsﬁ_gw?ré—satisfaction) and extrinsic
motivation (e.g. wealth) (Ryan & Deci, 2000; Vallerand, 1997). According to Ryan and Deci

(2000), intrinsic motivation is the performance of an activity for the inherent satisfaction rather
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than for some separable consequence, while extrinsic motivation is observed in the literature

as the drive to perform a behaviour to achieve a specific reward (Deci & Ryan, 1987).

A number of existing studies have outlined some motivations towards the commission of online
crimes. For instance, while establishing the particularities of cybercrime in Nigeria, lbrahim
(2016) established that cybercrime perpetrators could be motivated in three possible ways:
socio-economic, psychosocial and geopolitical. The author projected socio-economic
cybercrimes as financially motivated crimes where the perpetrator often has direct contact with
the victim. Ibrahim (2016) cited online fraud, romance scam and e-embezzlement as examples

of crimes that fall under this category of motivation. Psychosocial cybercrimes involve crimes

that are psychological‘ juries and the benefits

of psychological crim f such crimes include
cyberstalking, cyber r hand, geopolitical
cybercrimes involve i -sponsored or involve
agents of statecraft or ackers have expressed
patriotic and nationali Dnesians, Japanese and
US hackers (Kshetri, 2
Similarly, another stud 0 cons factors of cybercrime is
Ngafeeson’s (2010) which sought i 10del of I:_(irime. The author
conceptualised mpﬁ various factors that push peo;ﬂ”%:cybercrime. This
push may result frgrﬁ the deggﬁﬁrﬁﬁﬂ!‘cﬁm&&%ﬂﬁmﬁmediaﬁ income, poverty,
wage inequality and social status, to mention a few. According to Ngafeeson (2010),
cybercriminals indulge in cybercrimes driven by their desire to satisfy personal needs. Such

needs can be psychological, safety, belonging, esteem and self-actualisation (Maslow, 1981).
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In order to commit fraudulent activities online, Rodgers, S6derbom and Guiral (2015) aver that
personal integrity and moral standards need to be bendable enough to justify the fraud, perhaps
prompted by the need to feed their children or pay for a family illness. People are willing to
bend their moral principles when they strongly believe that the cost benefit of their rewards are
greater than the perceived punishment. Ngafeeson (2010) is of the view that the constant drop
in the price of internet and computer technologies (Bakos, 1998), coupled with the high
probability of remaining anonymous in the borderless crime terrain (Pocar, 2004), leaves
cybercriminals with only moral cost to consider. Though economists omit moral costs in their
equations for reasons of measurement difficulty, it remains a vital component in the decision

to commit crimes. Moral costs include the cost of reputation and shame (Ngafeeson, 2010).

Even though the mod eson (2010) maintains

that it would be good studies (Barn & Barn,
2016; Donalds & Oseg to test its viability, as
suggested by the authc
Extant research on ¢ sing other theories or
frameworks such as t tors that contribute to
the motivation of onli , methods, and factors

have been presented in

=

3.3 Motivation Dimension Sté

understanding
of the
psychological
pathways to

based on the
fraud triangle

Studies .| Purpgs eory —"”MI gy | Motivational

1 N TEGR| FﬁﬂﬂED andco eE(t Factors
Murphy and To develop a Conceptual | Qualitative Financial (e.g.,
Dacin (2011) more thorough | framework money)

Pressure (e.g.,
pressure to
retain their job)
Social (e.g., the
desire to retain
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Furnell (2001)

Ibrahim (2016)

STT LS Z90 o

9]
<

|
In considering the-moti

Vms%&ﬁ"ﬁﬁﬁ&mm

o

Studies Purpose Theory Methodology Motivational
and context Factors
fraud, to further or gain respect
fraud or enhance their
prevention and self-esteem and
detection status)
efforts.
Ngafeeson To develop a - Maslow’s Qualitative Unemployment
(2010) motivational theory of Low median
framework for hierarchical income
cybercrime needs Poverty
classification. Wage
- Herzberg’s inequality,
1959 two- Social status etc.
factor theory
- Routine
Activity
Theory

Challenge, Ego,
Espionage,
Ideology,
Mischief,
Money and
Revenge.

Socioeconomic
(financial
motivations)
Psychosocial
(Psychologically
motivated)
Geopolitical

e .
,.& complete explanation

ultimately must consider the sociocultural environments in which people conduct their daily

lives (Choo & Tan, 2007). This then leads the discussion to the configurations of the forces in

a person’s environment that enable the person’s work performance: opportunity (Blumberg &

Pringle, 1982).
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3.3.2 Opportunity

Opportunity is the second dimension of the MOA framework, which is the circumstances that
allow for or facilitate people to perform a behaviour (Hung & Petrick, 2012). Opportunity
reflects the presence of enabling environmental mechanisms that facilitate task performance
and external contextual factors that enable performance. According to Gruen, Osmonbekov
and Czaplewski (2005), this dimension of the framework reflects the extent to which a situation
is conducive to achieving a desired outcome. Situational factors such as the time available,
attention paid, number of distractions, or number of repetitions that something is available were
projected by Maclnnis and Jaworski (1989) to be factors that can either impede or enhance a

desired outcome.

Based on extant resea ion to the commission

of fraud arises when ust to solve a financial
problem, knowing he/ 012). For example, in
studying organisation opportunity is created
by ineffective control commit organisational
fraud. Opportunity fu hen the probability of
being caught is low ing discussion on the

opportunities provided:

this dimension of the framewao | —
B " K=

| Ly |
Among the few studies that %E%‘sﬂfhgc‘ ﬁﬂﬂﬁﬁﬂﬁ%‘gédy by Whitty (2018), which

sought to establish how much culture could be considered as a cause and enabler of Nigerian

) be a lack of studies on

419 scams. In her study, Whitty (2018), through a critical review of existing literature,

identified some cultural factors that are essential as far as the commission of Nigerian 419
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scams are concerned. However, the author was quick to emphasise that the West African
cultural explanation must not be overstated as the reason why the 419 Nigerian scam has
flourished in the Sub-Saharan African country. Whitty (2018) identified gang cultures which
can support and educate young criminals and low-cost crime as opportunities presented to
cybercriminals in Nigeria. According to the study, internet fraud in Nigeria, also known as
Yahoo Yahoo, is operated by young boys who often form loose groups across the world to
commit internet crimes. These criminals take advantage of the weakness in the governance

structure in prosecuting cybercriminals to commit the crimes.

Despite the seemingly few studies that have been conducted with the opportunity dimension in

perspective, a few fact iewed as opportunities

for the commission of n Table 3.4.

Studies Factors
Identified
Aransiola and - Collaboration
Asindemade with state
(2011) authorities
- Access to
computers and
postsecondary
school
education.
Boateng, ; the | ' "~ |- Lack of
Olumide, éﬂ;" i | technical
Isabalija and : : ;-Qp!knowledge by

Budu (2011) | as mﬁlﬁ_put in Jﬂ state agencies
Lplacelto e ot @hana_in
D NIECH] AROGEORMIES: e

— investigating,
controlling and
apprehending
online
criminals.

- Lack of
specific laws
and policies to
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Nigerians’ pathways
to cyberfraud
criminality.

Studies Purpose Theory Methodology Factors
and context Identified
deal with cyber
offenses.
Whitty (2018) | To critically review N/A Qualitative - Gang cultures
existing literature to which can
consider how much support and
we can cite culture as educate young
a cause and enabler of criminals.
cybercrime as well as - low-cost crime.
West Africans, with a Context:
heavy focus on Nigeria

Source: Literature Synthesis

Having discussed the driving force and the environmental leverages to the commission of

online criminal

constraints of availabl

3.3.3 Ability

Ability concerns a pet
& Durcikova, 2014)
individuals’ beliefs ab
information ads proce
skills or proficiencies

opportunity may r@lt—in 3

make decisions,

activi

or engaﬁehawours (Hoyer et aI

necessary skills, even a motivated ind

al decisions under the

omplete a task (Fadel
petencies and reflects
et al., 2010). In brand
ility as the consumers’

isement. Motivation and

Icess information,

4

ther wprds without the

FN/ ﬁjﬂ%(ﬁ%ﬁy to perform an intended activity.

Ability, according to the authors, is the extent to which consumers have the necessary resources

(e.g., knowledge, intelligence, money) to make an outcome happen.
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Relative to cybercrimes, there seems to be a lack of studies that emphasise the abilities of the
perpetrators. Among the few studies reviewed is Hunton (2012), which aimed to extend an
earlier research that first introduced the Cybercrime Execution Stack concept by examining in
detail the underlying data objectives of the cybercriminal. In establishing why cybercriminals
initiate data attacks, the author pointed out that the cybercriminal’s ability to use technology
and exploit the internet to directly access, manipulate and communicate electronic data is a
basic feature in the commission of cybercrimes and other illicit or criminal behaviours. This
assertion by Hunton (2012) was found to be an essential aid to support the ability dimension

of this study.

Further, in developing‘ (2011) also identified

some traits perceived n this dais, the author
mentioned social and possess. According to
the author, social skill group and internalise
social norms. On the nowledge concerning
programming languag g. Table 3.5 presents

factors found in the li amework.

Studies Put : ; * C Factors

Identified
Hunton (2012) | Extend earlier Use of

t first * = J"--—L-“ technology.
.| introduc e —=2 T - Exploit of the
“eoncent OMAEGHR PROCEDMMUS " internet to

Cybercrime directly access,
Execution Stack manipulate and
by examining in communicate

detail the electronic data.

underlying data
objectives of the
cybercriminal.
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Studies Purpose Theory Methodology Factors

and context Identified
Lickiewicz To study issues of | Conceptual Qualitative - Social

(2011) applying profiling | framework Abilities.

to the field of based on the | Context: N/A Social norms
cybercrimes and to | Five Factor internalisation
develop a Theory Relationship
theoretical model with other
profile of hackers. people

Adapt to social
norms.

- Technical
Abilities
The ability to
create own
programs
Knowledge of
operating

— - systems,

: programming

languages.

S eratur sis

3.4 Neutralisation th

|

In advancing existingj Albrecht and Albrecht

(2008) posit that the p ) does not necessarily

have to be real. The has pressure. Further,

perceived pressure, ac not enough to motivate
one to commit fraud. |

opportunity does not nees

opportunity. Last@_t_rators must

o u"a ) _—
personal ethics. . | ‘Hrmﬁﬁh&EDﬁwﬁ_

Research has shown that individuals rationalise that their anti-social actions or deviant
behaviours are justifiable or excusable (Sharma, 2020; Sykes & Matza, 1957). The

rationalisation of such behaviours is technically known as neutralisation techniques. Postulated
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by Sykes and Matza (1957), neutralisation techniques can be understood as a set or
classification of discourses by which criminals seek to justify or rationalise their behaviours
(Enticott, 2011). Thus, individuals ‘drift’ back and forth between deviant and functional

behaviour whilst evading any sense of guilt (Harris & Daunt, 2011).

In the development of the theory, Sykes and Matza (1957) identified five neutralisation
techniques that individuals employ to justify their unlawful behaviours. These primary
neutralisation techniques are denial of responsibility, denial of injury, condemnation of
condemners, denial of victim, and appeal to higher loyalties. Denial of responsibility involves

the offender rationalising his or her actions in a manner that absolves him or her of

responsibility and thu 012). Denial of injury

involves reasonings ﬂ one any harm and is,
therefore, excusable (f ers is the neutralisation

strategy where an ind that the victims would

have engaged in the ‘ opportunity (Moore &

McMullan, 2009). De e victim deserved the
crime committed agai s cite the importance of

maintaining loyalty to

employed by re§éa TS fhere have been subsequent addi orlglnal five; for

Iedﬁtr&ﬁﬁddﬂﬂmm#&ewty (Mlnor 1981), denial

of the necessity of law and claim of entitlement (Coleman, 1994).

example, metaphor of the
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Table 3.6 Neutralisation Techniques

Techniques

Description

Examples

Source

Denial of
responsibility

The actors engaged in corrupt
behaviours perceive that they
have no other choice than to
participate in such activities.

“What can I do? My arm is

being twisted.”

“It is none of my business
what the corporation does
in overseas bribery.”

Sykes and Matza
(1957)

Denial of The actors are convinced that | “No one was really Sykes and Matza
injury no one is harmed by their harmed.” (1957)

actions; hence the actions are “It could have been

not really corrupt. worse.”
Denial of The actors counter any blame | “They deserved it.” Sykes and Matza
victim for their actions by arguing “They chose to (1957)

that the violated party participate.”

deserved whatever happened.

Condemn the

The actors assume two

“You have no right to

Sykes and Matza

condemner practices that moderate the criticise us.” (1957)

salience of corrupt “Others are worse than we
Appeal to Sykes and Matza
higher (1957)
loyalties
Defense of Minor (1981)
necessity
Metaphor of Klockars (1974)
the ledger

Neutralisation has been extensively examined in different areas such as digital piracy (Phau et

al., 2014; Wilhelm, 2020), cyberslacking (Cheng et al., 2014; Sharma, 2020) and romance
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fraud (Offei et al., 2020) to study how individuals attenuate the feeling of guilt and shame that
may inhibit their criminal actions (Siponen et al., 2012). For example, Sharma (2020) used the
theory to examine the role of consumerism and neutralisation on the cyberslacking behaviour
of students in a classroom environment. Using a sample size of 303 students, the author found
that apart from condemnation of the condemners, the rest of the neutralisation techniques were
found to positively and significantly impact students’ intention to engage in cyberslacking
behaviours. Similarly, Van Baak et al. (2018) also used the neutralisation theory to study how
offenders justify honour crimes. Using data from the United States Extremist Crime Database,
they found that perpetrators used a broad variety of justifications to deny their responsibility,

ranging from claiming innocence to self-defence. Their study further revealed that along with

appeal to higher onalt‘ ost common technique

for justifying honour
Studies that have exa bercrime remain few.
For instance, relative | ® neutralisation and the
denial of risk theories ionalise their criminal
activities. In their stuc onalise their crimes by
considering online ro s compared with other

crimes such as murder |

) - _-.I
erfraud criminality emanatin 7 J%frica, specifically
Nigeria, Whitty (2018) iden{m%gﬁﬂieﬂﬂmﬂaﬁ%%mbutetg why they commit

internet crime as well as the justifications for the commission of those crimes. First among this

In studying the Qaf

justification is the fact that West African cybercriminals target Westerners they perceive to be

greedy and stupid, popularly known in their parlance as Maga or Muga. Cybercriminals
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rationalise their crimes against such people as revenge for the perceived injustices they believe
were meted out by their forefathers during the era of the Transatlantic Slave Trade.
Additionally, cybercriminals (not only West African Cybercriminals) tend to ride on their
victims’ gullibility by claiming that the onus lies on the victims to recognise when they are

being scammed.

Furthermore, cybercriminals from the region rationalise other crimes to be worse than cyber
offences. Tade (2013), in a paper to examine the factors that underlie the spiritual dimension
to cybercrime in Nigeria, also found that perpetrators assumed that their victims were equally
greedy westerners and therefore employed voodoo in luring the victims into their plots. Again,

they believe their actic exploiting Africans to

build their countries. s may work for some

time, there are uninte ess and deformation.

Study
Longe et al. (2009)

ation Strategy

< =D

Tade (2013) .| Cyber fraud i %%ED?“UE [
orel gt il

mission.al

Denial of Victim
Those being defrauded as equally
greedy.

Whitty (2018) Cybercriminals rationalise the
legitimacy of their crimes against
such people as a revenge for the
perceived injustices they believe

Denial of Victim
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were meted out to their
forefathers during the era of
Transatlantic slave trade.

Cybercriminals from the region
rationalise other crimes to be
worse than cyber offenses.

Warner (2011) The perpetration of internet fraud
against the state, wealthy
Ghanaians or greedy Westerners
is not a crime, but a sort of
redemptive project of social i. Denial of Victim
justice.
ii. Denial of Injury.

Sakawa boys justify their
activities as the only way to

3.5 Conceptual Fra

With particular reference MOA and the neutralisation

theories, the review p ries has its designated
factors (See Table 3. es into their different

aspects and show ho

While the original MOA

perform an activi@yd . based
| . o
framework and neutralisi |9MW$E%EWO n indh}idual to commit

online romance scams. Again, as illustrated in Table 3.8, this study operationalised the

“enable an individual to

the RAT, MOA

dimensions against other studies. The operationalisation of the various dimensions was

necessary to align them with this study’s focus, that is, online romance scam.
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In this study, motivation has been operationalised as the socio-economic conditions that drive
individuals to commit internet romance fraud. This conceptualisation of the dimension stems
from the fact that factors identified in the literature to have been the motivations for why people
commit fraud could loosely be grouped as a socio-economic condition. Financial pressure, for
instance, has been studied in relation to fraud from fairly several perspectives. For example, in
relating the issue of financial motivation to fraud, Bressler (2009) posits that motivation to
commit fraud may be necessitated by the pressure to earn extra money, gambling debt or even
drug addiction. Other factors that were found to be contributing to motivation include
unemployment, poverty and low median income. It is against this backdrop that questions
pertaining to family size, occupational profiles and incomes were included in the interview

guide.

As can be deduced fi esents the forces in a

person’s environment on of online romance

scams. Existing stud neffective control or

governance systems t d. While this assertion
is valid, the current st For that matter, it will
not be out of place f¢ | been captured as an

environmental force in

state authorities, a | fele cybercrimes, and a lack of
, ' E%‘ |

technological exper gencies in investigating, monite pprehending online

offenders, among other factd?‘s'! m;’(mm&gﬁndkfm online romance scam

activities (Boateng, et al., 2011; Aransiola & Asindemade, 2011). To test these factors against

ders' collaboration with

the context within which this study is conducted, questions about law enforcement capabilities

and third-party collaborations were used to guide the interview process.
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Even though the ability dimension has been the least studied, especially in relation to fraud,
extensive evaluation of the literature found that cyber romance fraudsters need to possess some
skills to take advantage of the opportunities present. In other words, without the ability to
engage in cyber offensive activities, motivation and opportunity may not lead to actions. In
this study, ability is conceptualised as the social and technological qualities that an individual
possesses to perform online romance scams. Among the various factors found under this
dimension is the perpetrators’ ability to decode and internalise social norms. Principal among
the technological factors includes the basic computer skills they possess. While some criminals

may possess basic IT skills, others may be sophisticated in their operations.

The final dimension study is concerned is

neutralisation. In pre one’s justification for

one’s fraudulent beha oral reasoning. In this

case, neutralisation mg ommit online romance

scams (Offei et al., 20 peen conceptualised as
the justification for on ified this dimension to
have a link to ancestr elevant in studying the

reasons online romance of the studies posit that

criminals believe thei jets a @telligent and slow
, ' g} |

S

: 7 I
INTEGR| ﬁnﬁamﬂm

It is worth noting that while the MOA framework has been extensively used in past studies, it
has arguably not been applied in studying online criminal activities. This study may be one of

the first to use the model in this sense. Again, studies that have attempted studying the drive
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for criminal activities online have arguably done so only with one dimension or a combination

of two.

In light of the preceding discussion, it is critical to note that for a crime to occur, a perpetrator
must be inspired (intrinsically or extrinsically), take advantage of the configurations in his or
her setting, possess a certain degree of technological or social skills, and find reasons to justify
his or her unlawful conduct. The convergence of these theories distinguishes this study in that
it goes beyond examining the RAT or the MOA constructs to find the justifications cyber

romance fraudsters attribute to their unlawful behaviour.
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Figure 3.4 Conceptual Framework of Romance Scam Rationalisation

Motivation
Intrinsic
Extrinsic

Motivated
offender

Source: Modified RAT (Cohen & Felson, 1979),
1957).

~

Neutralisation

Denial of victim Online Romance
Deni injury Scam
condemner

)
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Table 3.8 Operationalisation of Constructs and Factors Identified in Literature

Construct/Studies

Operationalisation

Factors

Motivated Offender (RQ2)
Harbinson and Selzer
(2019)

Leukfeldt (2017)

Choo and Smith (2008)

Previous literature

An individual with a motive to
commit an internet crime and with
the capacity to do so.

Organised perpetrators are groups
comprised of like-minded
individuals working collectively
towards a common goal.

Politically-motivated or ideological
offenders are largely government
sponsored and are known to carry
out activities against governments
and large corporations.

Current Study

Individuals with a propensity to commit internet
crimes given any favourable opportunity.

o Higher level of education

o Higher intellectual capabilities
 Basic to sophisticate IT skills
o Mostly males

Motivation (RQ1a)

Murphy and Dacin (2011)

The pressures to commit fraud
which include social pressures such
as how individuals wish to be seen
by others.

Ngafeeson (2010)

The various factors that push
people to carry out cybercrime.

Socio-economic conditions that drive individuals
to commit internet romance scams.

e Social status (e.g., the desire to retain or gain
respect or enhance self-esteem and status)
Unemployment

Low median income

Poverty

Challenge

Ego

Mischief

Socioeconomic (financial motivations)
Psychosocial (Psychologically motivated)
Geopolitical

Opportunity (RQ1b)
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Kassem and Higson (2012)

Chances that arise when a fraudster
sees a way to use his/her position of
trust to solve a financial problem,
knowing he/she is unlikely to be
caught.

Mansor (2015)

Fadel and Durcikova
(2014)

Kassem and Higson (2012).

Ineffective control or governance
systems that allow individuals to
commit organisational fraud.

Ability concerns a person’s internal
skills or proficiencies that are
required to complete a task.

Justification for one’s fraudulent
behaviour. This may be as a result
of lack of personal integrity or
other moral reasoning

Dellaportas (2013)

Individuals’ reconciled
contradictions between their
intended actions and general
attitudes.

The forces in the environment of a person that
enables the person to engage in the commission
of online romance scams.

Social and technological gualities.that an
individual possesses to perform online romance
scams.

The justification for one’s unlawful behaviour.

o Collaboration with state authorities

o Access to computers and postsecondary
school education.

o Lack of technical knowledge by state agencies
in investigating, controlling, and apprehending
online criminals.

o Lack of specific laws and policies to deal with
cyber offenses.

e Gang cultures which support and educate
young criminals

o low-cost crime

¢ Routine Activities of victims

¢ Use of technology

¢ Exploitation of the internet to directly access,
manipulate, and communicate electronic data

¢ Social norms internalisation

¢ Relationship with other people

o Adapt to social norms

e The ability to create own programs

¢ Knowledge of operating systems,
programming languages.

Neutralisation (RQ1d)

¢ Revenge/Vengeance
o Greedy westerners
¢ Unintelligent victims

Romance Fraud (RQ3)
Button and Cross (2017)
Carter (2021)

A form of internet crime where
criminals pretend to initiate-a

A scheme in which the scammer ‘pretends to have
genuineaffeetion-for avictim.in order'to-acquire

o Military profiles
e Sexual abuse
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Sorell and Whitty (2019)
Cross and Holt (2021)

relationship via an online dating
site or social networking site with
the intention to defraud their
victims”.

their love and then uses that goodwill to persuade
the victim in order to exploit the victim.

Crisis
Extortion
Medical and flight document forgery

Source: Literature Synthesis
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3.6 Chapter Summary

The chapter began by discussing some theories that have been employed in previous
cybercrime studies. It then proceeded to discuss the Routine Activity Theory and how it has
also been applied in previous literature, thereby making a case for its adoption in the study.
The chapter also discussed the Motivation-Opportunity-Ability framework and how it had been
utilised in existing studies. It was observed that even though the framework has been
extensively used, it has arguably not been employed in cybercrime studies. While suggesting
the usage of the framework in cybercrime studies, the chapter also proposes the need to find
out how online romance fraudsters justify their unlawful behaviour. In view of this, a

conceptual framework was developed, combining the RAT, MOA, and the neutralisation

theory to aid in ans ng the objectives and

purpose of this study.

81



University of Ghana http://ugspace.ug.edu.gh

CHAPTER FOUR

METHODOLOGY

4.1 Chapter Overview

The previous chapter focused on the theoretical foundations of the study by reviewing theories
used in cybercrime research in existing studies. Based on this, a conceptual framework was
developed to guide the carrying out of this research. In light of this, this chapter explains the

methods used in this study as well as the rationale for the methodological approach chosen.

The chapter begins by discussing the dominant paradigms in information systems research,

leading to choosing a suitable_ paradigm to carry out this stydy. This is accompanied by a

discussion of the diff 1 the research. The data

analysis methods use d of the chapter.
4.2 Research Paradic
There are variations i the world and interact
with the setting arounc eliefs researchers have
concerning a pheno adigms are the entire
constellation of beliefs 3 scientific community.
In effect, paradigms are 3 3 : Chn : . ére shared by members

of a scientific co@_

scientists should addressmrgy Qte&planatlons.thaxwe ep bleto them. Kuhn (1970)
PROCEDAMU

further emphasises that scholars Whose Fesearch is-based-on shared paradigms are committed

to the same rules and standards for scientific practice. Guba and Lincoln (1994) viewed

research paradigms as a set of fundamental beliefs that deal with ultimate or first principles.

Further, paradigms represent a worldview that defines for its holder the nature of the world,
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the individual’s place in it and the range of possible relationships to that world and its parts.
Creswell (2009) also refers to this as worldview — a researcher’s overall perspective of the
world and the essence of research. Although these beliefs usually remain implicit in most
research, they affect the practice of the research. Many scholars in various fields of social
science have attempted to analyse research philosophies (paradigms) that underpin their
disciplines (Astley & de Ven, 1983; Burrell & Morgan, 1979; Eckberg & Hill, 1979; Guba &

Lincoln, 1994; Morgan, 1996; Reingold, 1980).

4.3 Philosophical Assumptions
Burrell and Morgan (1979) postulate that it is convenient to conceptualise social science in

y, human nature and

forementioned.

4.3.1 Ontology
In research, assumpti nomena under study”.
This, according to Ha; 012) further posits that
ontological assumptio other words, what is.
As such, researchers s of how things really

are and how things at all social scientists

3 ature of the social

- I
world and how |t S Jﬂ |t|on of ontology as
the study of being; the study OFMEMWMHQ or example that which a

researcher and his/her research community believes to have an existence and for that matter

implicitly or explicitl

could be studied. Sauders, Lewis and Thornhill (2003) identify two aspects of ontology:

objectivism and subjectivism. Objectivism portrays the position that social entities exist in
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reality external to social actors concerned with their existence. On the other hand, subjectivism
holds that social phenomena are created from the perceptions and consequent actions of those

social actors concerned with their existence (Saunders et al., 2003).

Deriving from ontology is epistemology, which concerns the theory of knowledge, its nature
and limits (Blackburn, 2005) and how people acquire and accept knowledge about the world

(Bisman, 2010).

4.3.2 Epistemology

The epistemological assumption provides a philosophical background for deciding what kinds

of knowledge are legit means to know (Gray,

2013). Epistemology ationship between the
knower and what is kn ts as knowledge? This
underpinning is inti ontology involves the
philosophy of reality a 2005; Wahyuni, 2012),
whether it is external 10). Guba and Lincoln
(1994:108) contend th ture of the relationship

between the knower o

4.3.3 Methodology..

Methodology refpfs ot y, research method
}

ﬁnrgﬁﬁéyﬁma%%ﬁamolog& -DZI;onterotto, 2005;

Wahyuni, 2012). In simple terms, Krauss (2005) posits that methodology identifies the

—N ]
flows from one’s position

particular practices used to attain knowledge of a phenomenon. Further, Dobson (2002)

suggests that the researcher’s theoretical lens also plays a vital role in the choice of methods
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because the underlying belief system of the researcher largely defines the choice of method.
For example, Trauth (2001) posits that in many cases, the choice of lens is often driven by a

desire to avoid the shortcomings of positivism.

4.3.4 Axiology

Axiology remains the least discussed philosophical assumption. This is because various
literature on paradigms had touted ontology, epistemology and methodology as the three main
foci of discussion. For example, Guba and Lincoln’s earlier work had been silent on the
dimension of axiology in discussing philosophical assumptions of the various paradigms.

However, Guba and Lincoln (1995) added it to their set of basic beliefs associated with

paradigms (Teddlie oln (1994), Heron and

Reason (1997) conte nd as such; it gives a
superficial account of
|
Axiology concerns t ocess (Mertens, 2007,
Ponterotto, 2005). oncerned with ethics,
encompassing the rolg stance concerning the
subject studied. Saunc conduct a study where
you place great import
personal interaction wi o- [
through a questiqr%‘ﬁ) ¥
— iM TEGH_IEFIEGESEHUE_

4.4 Philosophical Debates in Information Systems Research

uggests that you value

s views expressed

Since the inception of the field of information systems (IS) in the 1960s, researchers have
drawn upon a bewildering variety of theoretical traditions and employed a vast number of

specific methods to address a widening range of applied issues (Robey, 1996). As the
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information systems (IS) research arena matures, it is no surprise that a number of researchers
in recent years have called for a clearer definition of the underlying philosophy and
assumptions of IS (e.g. Banville & Landry, 1989; Hirschheim, Klein, & Lyytinen, 1995; livari,
1991; livari & Hirschheim, 1996; Mingers & Stowell, 1997; Mumford, Hirschheim, Fitzgerald,
& Wood-Harper, 1985; Nissen, Klein, & Hirschheim, 1991; Orlikowski & Baroudi, 1991;
Winder, Probert, & Beeson, 1997). Myers and Avison (2002) contend that all research (whether
quantitative or qualitative) is based on some underlying assumptions about what constitutes

‘valid’ research and which research methods are appropriate.

As earlier discussed, Kuhn (1970) defines a research paradigm as a “set of beliefs, values and

techniques which are which acts as a guide

or map, dictating the types of explanations
that are acceptable mental philosophical

assumptions that defi ethods applied in that

research (Myers & A

Distinctions between adic [ ¢plicit by ' taxonomies that come
together to formulate t ous scholars, ontology,
epistemology, method s that characterise the
underlying distinction

Ying L ]
(Fard, 2014; EriKss % K

Ponterotto, 2005).“ =

There exist three main paradigms in information systems research as postulated by Myers and

Avison (2002): positivist, interpretive and critical paradigms.
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Figure 4.1 Underlying Philosophical Assumptions

Quialitative Research

Influences / guides

Source: Myers and Avison (2002)

441 The Positivist Paradigm in IS Research

According to Alavi a y information systems

research. This is confi on that the history of IS
research had been cha research tradition with
reference to Orlikowski a

The positivism paradig oncrete. The researcher
is independent of wh Ily predict or describe
reality; that is, social re tions and control (Lee,
1991). Ontologically, the ) DA radigm has — ality, which is single and
concrete. Regarding, ¢ j_,stmolog : | d tha ositivi@e that reality is

objectively given and caﬁ%&scnbed by measurable- prepé@/hich are independent of
‘ TEGRI PROCEDAMU

researchers and the instrument they use (Weber,-2004). Reality in a positivist’s research can be
known approximately. Distance or objective separateness is between the researcher and the
object of study. Knowledge is discovered and verified through measurements of reality.

Researchers try to be emotionally neutral and make a clear distinction between reason and

87



University of Ghana http://ugspace.ug.edu.gh

feeling, science and personal experience. According to Orlikowski and Baroudi (1991), such
studies serve primarily to test theories in attempts to increase predictive understanding of
phenomena. The criteria that are adopted in classifying studies as positivist are evidence of
formal propositions, quantifiable measures of variables, hypotheses testing, and the drawing of
inferences about a phenomenon from the sample to a stated population. Cavaye (1996) suggests
that the methodology chosen depends on what one is trying to do rather than a commitment to
a particular paradigm. Thus, the methodology employed must match a particular phenomenon
of interest. Different phenomena may require the use of different methodologies (Krauss,

2005).

4.4.2 The Interpret

Interpretive research n many social science

fields, including but | science, sociology,
marketing, education ccording to Walsham
(1995), interpretive re wledge of reality is a
social construction by e existence of reality or
the real world; howe not objective (Weber,
2004). In effect, inte - constructions such as

conscious language a d (Myers, 1997). Some

researchers, including Kaplan'a s icised strength of
‘ - ]

positivism that most computer systems studies are based on me o] easure quantitative

outcomes. Because such st{m:s%m%tﬁcﬂ%mm%ﬂed static constructs, they

neglect aspects of cultural environment and social interaction and negotiation that could affect
the outcomes (Lyytinen, 1987) and the constructs under study. Information systems researchers

who use the interpretive paradigm focus on understanding the context and how information

88



University of Ghana http://ugspace.ug.edu.gh

systems impact and are impacted in the context (Walsham, 1995). The interpretivists’
assumption of social constructionism, according to Orlikowski and Baroudi (1991), is a
fundamental difference between the interpretive and positivist worldviews. Interpretivism
asserts that reality and our knowledge thereof are social products and hence incapable of being
understood independent of the social actors (including the researchers) that construct and make
sense of that reality. This is emphasised by Burrell and Morgan (1979), that the world is not
conceived of as a fixed constitution of objects, but rather as “an emergent social process — as
an extension of human consciousness and subjective experience”. Interpretive research aims to
understand how members of a social group, through their participation in social processes,

enact their particular realities and endow them with meaning, and show how these meanings,

beliefs and intentions action (Orlikowski &

Baroudi, 1991).

The relative ontolog rsubjective meanings
embedded in social lif bbons, 1987). Further,
Orlikowski and Baro e information systems
research assumes tha anisations, division of
labour) are not “given.

ced by humans through

their action and interac

L -
By positing a realit be separate from our knowledges@
and object), the in‘;efpretivisg Eﬁ%ﬁtﬁﬂ%&%%ﬁw

of the research process (Angen, 2000). The positivist philosophy challenges the positivist

epération of subject

s are inherent in all phases

perspective’s insistence of a disjuncture between everyday social practices and the language

used to describe them. Orlikowski and Baroudi (1991) suggest that the research methods
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appropriate for generating valuable interpretive knowledge are field studies, as these examine
humans within their social settings. Following the ontological belief that reality is socially
constructed, the interpretive researcher avoids imposing externally defined categories on a

phenomenon.

4.4.3 Critical Theory in IS Research

Critical theory is founded upon a social theory oriented toward critiquing and changing society.
Its work positions towards investigating issues such as exploitation, asymmetrical power,
distorted communication and false consciousness. According to Horkheimer (1972), critical

theory shines a critical light on the workings of society and finds them dominated by the

interests of a wealthy people that those elite

interests are also the i or, it also frames how
we look at the world on all levels. As such,

the future of humanit itical attitude, which is

|
conceived as “part of ical paradigm is often

concerned with unders ovic et al., 2002; Varey
etal., 2002).
The positivist or interp putcomes or explain the
status quo; the criti orm social reality
under investigatiLOIn ; 7mar710\./i_c et al., 2(22_ MEAJ : . 2(;)02; McGrath &
Johnson, 2003). Iﬁéboncerrﬂ%ﬂ Tn%ﬁﬁilﬁ H@E&;@&&H@m jusfic-:ug and the ways that
the economy, matters of race, class, gender, ideologies, discourses, education, religion, and

other social institutions, and cultural dynamics interact to construct a social system (Kincheloe

& McLaren, 2002).
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Critical theory researchers assume that reality is a relative transformational periodic construct
that needs to be critiqued. The aim is to critique the transformation of the social, political,
cultural, economic, and ethnic and gender structures that constrain and exploit humankind by
engaging in confrontation and sometimes conflict with the researcher. This implies that the
researcher understands a priori what transformations are needed (Guba & Lincoln, 1994). The
epistemological belief of the critical perspective is that knowledge is grounded in social and
historical practices (Chua, 1986). Truth is negotiated through dialogue such that findings or
knowledge claims are created as an investigation proceeds. That is, findings emerge through
dialogue in which conflicting interpretations are negotiated among members of a community.

To the critical theorist, knowledge does not accumulate in an absolute sense; rather, it grows

and changes through‘ t continuously erodes

ignorance and misapp

4.4.4 Critical Reali

Several synonyms ha ‘ : Postpositivism (Guba

& Lincoln, 1994; Lin s & Secord, 1983), and
Critical realism (Hun > critical realism tag in

further discussions.

Critical realism as ilosor ments of both positivism and
, ' g} |

interpretivism (Hea 000). Critical realists argue a cism and positivism

that science is not]t]st abouf #%mmmqggbsérvab@ events. Instead, it

is about objects, entities, and structures that exist (even though perhaps unobservable) and
generates the events we do observe (Mingers, 2004). On the other hand, according to

empiricism and positivism, science involves recording constant aggregations of observable
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events. This, in effect, suggests that neither empiricism nor idealism can successfully explain
such occurrences and that they necessitate some form of realist ontology. Thus, there must be
some intransitive domain of objects and events, independent of the researcher’s perceptions of

them, which can indeed become objects of knowledge (Mingers et al., 2013).

Critical realism accepts the existence of different types of objects of knowledge —physical,
social, and conceptual—which have different ontological and epistemological characteristics,
therefore requiring a range of different research methods and methodologies to access them.
For instance, a particular object of research may well have different characteristics, hence a

mixed-method research strategy (i.e., a variety of methods in the same research study) will be

necessary and Critical gers et al., 2013).

The critical realist on stratified (Margaret et

al., 1998). Mingers (2 between mechanisms,

the events that they ge experienced. These are

known as the domains

From Figure 4.2, Mi 2chanisms, events, and

experiences, i.e., the do (or do not) occur and

includes the empirical,.
L i
al"argtiments above that we should noE 7 vents to only those

l
that are observed, and we sho’fﬂg %ﬁﬂcﬁﬂ%&%ﬂh@amms to events.

distinctions arise

from the transcende
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Figure 4.2 The Three Domains of Realism

(r \

THE EMPERICAL: events that are actually
observed and experienced

THE ACTUAL: Events (and non-events) that
are generated by the mechanism

\—t t t

THE REAL: mechanism and structures with enduring
\ properties /

The Critical Realist istemological reasons.

Knowledge is therefo rom the two worlds of
Critical Realism, the | ntinually, whereas the
intransitive world has “relatively enduring.”
The Critical Realist is s (Dobson, 2002).
Figure 4.3 depicts the

(2006). On the left-hand

causes trigger re

Likewise, on th;a'Tight- nlﬂsmrig H@Eﬁmﬂ% hich‘k'Fnowledge of the
intransitive domain is obtained in an episiemologiéélly reiative context. The method of science
of the critical realist is one of retroduction. This, Mingers (2004) expatiates as where some
unexplained phenomena are taken, and hypothetical mechanisms are proposed that, if they

existed, would generate or cause that which is to be explained.
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Methods such as case studies and unstructured or semi-structured in-depth interviews are
acceptable and appropriate within the paradigm, as are statistical analyses such as those derived
from structural equation modelling and other techniques (Bhaskar, 1993; Mingers, Mutch &
Willcocks, 2013).

Figure 4.3 The Domains of Critical Realism

Intransitive Domain Transitive Domain

Qualitative Case Enquiry
Multi-method Triangulation

Actual
Intransitive
Domain events

Data Triangulation

- Different times (pilot and
main study), situations and
subjects

estigator Triangulation
aboration with other
researchers

ical Triangulation
of different research
ies and findings

ological
Real Causes

eys, case studies and
mentary/archive
ySis.

4.5 Philosophical ! =
oo 2
As discussed in earlier p hs, this study aims to uneartf 7' e nispms that underpin
i ik A — —f"“ ‘ | i
the commission of online romﬁgntgﬁm |F(BQ§EQ&*&H?M discussed paradigms, this
study employs the critical realist approach as that tends to be more appropriate in unearthing

structures of social reality (online romance scams). Further, critical realism fits well with the

reality of IS as an applied discipline (Mingers, 2004), considering that cybercrime as a topic
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leans towards criminology as a discipline. Mingers (2004) further asserts that critical realism
enables the researcher to get beneath the surface to understand and explain why events occur
as they do. This provides a solid framework for this study as it goes beyond labelling all IT-
related crimes as cybercrime to thoroughly examine the different types of crimes committed
by cybercriminals and assess how relevant current laws are in dealing with cybercriminal
activities in Ghana. This study further adopted the critical realism paradigm because it also

seeks to unveil reasons that perpetrators attribute to their unlawful behaviours.

Ontologically, this study focuses on the social practice of online romance scammers. Interviews

with romance scam perpetrators to unravel their motivations, opportunities, abilities, and

justifications would n ‘ ture in Ghana. Records

and archival examinat rcrime on the country.

With this in mind, it i is research. To address

this, the study adopted al realists (Scott et al.,

2013; Strong & Volka ove from knowledge of

empirical phenomena ons (or hypothesising)
in ways that have “ontc esence of unobservable
entities (Downward & anermark et al. (1997),
poses one fundamen st exist-for online romance

scams to exist and 1t is romance scam? Retroductie ity lies in its ability

[ RS

to assist a researcher in ldéﬁ&%ﬁﬁm&ﬂyﬁow phenomena like online
romance scams to occur. Taking this as a starting point, retroduction becomes a matter of trying

to attain knowledge about what internal relations make romance scam what it is (Danermark

etal., 1997).
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Three main phases manifest in employing the retroductive research strategy for a study. At the
initial phase, the study began by examining the observed events and connections in the social
phenomena. At this level, the researcher must conduct a thorough literature review on
cybercrime to bring to bear the theoretical and conceptual underpinnings used to explain
cybercrime in previous studies (see chapter 2). Next, the study hypothesised the presence of
real structures and mechanisms and how they describe the observed relationships. From the
critical realist’s viewpoint, this is done by theorising a model of an underlying mechanism that
might have produced patterns seen in the data. It then works backwards from the data towards
verifying or otherwise, that model (Mason, 2002). This step has been well outlined in chapter

three of this study by combining the RAT, MOA and NT. Lastly, the third step is to establish

that the structures and d exist. The researcher

then needs to select s pose of the study. The
findings are then used theoretically grounded
and practically orient e research strategy and

its application in this

-

| o - W -
— Wreasrocepmms
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Figure 4.4 Phases in the Retroductive Research Strategy

Phase 1 Phase 2 Phase 3
(Chapter 2) (Chapter 3) (Chapters 4-7)

Select suitable data
collection methods

Literature review ] ]
Review theories

: 1 , MOA, &
(109 articles Al M—P

reviewed)

Analyse data to
redefine conceptual
framework

— See— o — el e

Source: Author’s Construct

4.6 Research Design and Methods
Research designs are types-of enquiry.within qualitative; guantitative;and mixed methods that
provide specific direction for procedures in a study(Creswell & Creswell, 2017). Three types

of designs were advanced by Creswell (2009): qualitative, quantitative and mixed-methods.

First, quantitative research involves the Interplay among variables after they have been
operationalised, allowing the researcher to measure.study outcomes (Martin & Bridgmon,
2012). The variables-can be measured typically on instruments so that the-numbered data can
be analysed using-statistical procedures«(Creswell, 2009) .Concerning researchers’ worldview,
Neuman (2014) posits that quantitative researchers rely more on the principles of positivism
and use a language of variables and hypotheses. Second, qualitative research is a means of
exploring and understanding the meaning individuals ascribe to a human or social problem
(Creswell, 2009). For instance, Jonker and Pennink (2010) contend that qualitative research is
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characterised by the fact that the researcher works on the basis of an open question. This is in
contrast to closed-ended questions asked by quantitative researchers. Regarding worldview,
Neuman (2014) avers that qualitative researchers rely mostly on the principles from
interpretive or critical social science. Lastly, according to Creswell and Creswell (2017),
mixed-method designs involve combining both quantitative and qualitative research data in a
research study. The authors contend that while qualitative data tends to be open-ended without
predetermined responses, quantitative data usually includes closed-ended responses such as

those found on questionnaire instruments.

With the preceding discussions in perspective, this study adopts the qualitative method. The

decision to use qualit‘ itative methods seek to

understand a phenor nd behaviour in the
circumstances and co )05). In the instance of
this study, the researc ssion of online romance
scams from the perspé which they act. While
this forms the founda based on the fact that
qualitative research & itutional, cultural and

environmental) condit

4.7 Case Study as

The purpose of thi to unearth the mechanisms he commission of

cybercrimes from-jtﬁe peme%ﬁtxé%bﬁﬁmgmqg?npréhensil:/-e online romance

scam pathway. To achieve the purpose, this study adopted a case study research strategy. This

=

is done in accordance with Yin’s (2002) argument that case studies are the preferred approach

when asking why and how questions, when the investigator has little to no influence over
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events, and when the subject is a contemporary phenomenon in a real-life setting, using
multiple data collection methods to gather information from one or a few individuals (people,
groups, or organisations). A case study focuses on the in-depth understanding of the

phenomenon and its context (Cavaye, 1996).

Case study research can be conducted as either a single case or multiple-case design. The
choice of which of the approaches to use principally depends on the nature of the phenomenon
under study. Yin (2002), for instance, contends that one rationale for the use of a single-case
design is when it represents a critical case in testing a well-formulated theory. Theories specify

a clear set of propositions as well as circumstances within which the propositions are believed

to be true. Therefore, | he propositions of the

theory, and extend th 1ins more than a single
case, a multiple-case ¢ ross-case analysis and
comparison and the in e settings (Darke et al.,
1998). Both approach‘
The choice of a singl e claim by Siggelkow
(2007) that single case phenomenon. Using a
single case study als ical relationships and

investigate new ones, r

comprehension of the topic (D
&

(e rzomms |

the researcher a deeper

4.8 Case Selection
To better understand contemporary socio-technical phenomena and the causal mechanisms and
contextual factors that lead to their emergence, case study research is well-suited to conducting

a critical realist’s research (Wynn & Williams, 2012). Boateng (2014) suggests that case
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selection requires the researcher to be knowledgeable about the characteristics of the case
before the beginning of the main case study. With this in mind, a pilot study was conducted
before the commencement of the main study. Owing to privacy issues and the purpose of the
study, some respondents in the pilot study preferred to perform interviews over the phone rather
than face-to-face. The remaining interviews were then scheduled at an internet café frequented

by the respondents.

After the pilot study, four out of seven respondents agreed to participate in the study. The four
were a group of young men who operated together from the same room (which they refer to as

‘the office’). A plausible reason for the other three’s refusal to participate could be that one of

them was in the proce personal rehabilitation.

The other two’s refus n of one case for this
research stems from hich seeks statistical
significance, a CR-bas cit causal explanations
of the complex social‘ ena encompassing the

IS field (Wynn & Wil

4.9 Data Collection

at, Goldstein and Mead

(1987) posit that m iple data ¢ ica d in case studies
' =] |

research. Yin (2018),for i e, advances six sources of e\ se studies research:
3 e R —— e _E

documentation, interviews, ‘ﬂmﬁﬁﬁﬁr&mawgfﬁamciﬁam observation and

physical artefacts.

Data serve as the foun
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49.1 Interviews

The primary technique of data collection for this study was interviews. In collecting data for
the study, both structured and unstructured questions were used. To achieve the objectives of
this study, the question framing for the interviews was done along the constructs of the theories
employed for this study. The process to ensure that relevant questions were posed underwent
three stages. First was the development of a tentative interview guide to guide the data
collection. The second phase entailed the testing of the interview guide in a pilot study with
some perpetrators. The outcome of the second stage required modifications of the questions
posed in the interview guide. The final phase was the main data collection after all corrections
had been made (See Appendix B).

The researcher spent face-to-face interview

sessions and later ov for the self-identified

scammers interviewe spontaneous questions

emanating from the d ate data collected from

them.

4.9.2 Direct Partici

Participant observatio

people from the inside in , 7 g experi (Crang & Cook,

2007). The researchersp e observing the respondents’ ies (cybergang) and
e T T ——— _F

individual cybercrime perpéﬂtgmlpmsm%ﬂrﬁ'et cafés. During this period,

the researcher established an excellent relationship with the perpetrators. This was deemed a

e ways of life of actual

crucial exercise as the gang members needed to be assured of their anonymity in this study. It

is however, worth noting that while this was allowed, not all the activities of the gang were
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allowed to be observed. For example, the researcher was blocked from observing confidential

practices such as engagements on knowledge sharing platforms.

4.10 Population and Sample Selection for the Study

The aim of all quantitative sampling approaches is to draw a representative sample from a
population so that the results of studying the sample can then be generalised back to the
population (Marshall, 1996). On the other hand, qualitative methods often employ multiple
sampling techniques to study a phenomenon, such as purposive, snowball, and theoretical

sampling.

This study employed urposive sampling and

snowballing techniqu the most productive

sample to answer the
The first respondent t wner. This respondent
was purposively selec motivated by the fact
that the respondent mé snowballing technique
to take effect. It is wort f whom was earmarked

etween the researcher to

S

for this study as the init

cyber-offence pe@g. Intem C

| =
owners/operators, the resgrghﬁiﬁgiﬁed%e i mﬁn
— LIV TEGRH| PROCEDAMUS

subsequently the

imed in various news and
academic articles as hotspots for cybercriminal ‘activities in Ghana.
After interviewing the internet café owner, it emerged that his café attendant was one of the

perpetrators (Zack), thereby activating the snowballing technique to take effect. It further
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emerged that Zack’s elder brother (John) was the leader of the syndicate. This also brought into

force the case selection for this study.

The results from the initial data collection from the syndicate and the café operator led the
researcher to interview other key stakeholders to understand policies and strategies in place
within the country to deal with cybercriminal activities. Table 4.1 presents the timelines for the

data collection and population for the study.

Table 4. 1 Detailed Data Collection Methods, Timelines and Durations

Data Duration of
collection Activity Date .
Interviews
method
Internet café Owne . 23 minutes
Interne ten ' ' 53 minutes
Leade ‘ ( - 1 hour and 37
17 .

John minutes

Frankl . r ; WNove 17 13 minutes
17 | 8 minutes

17 | 11 minutes

13 — 18 minutes

Lucas
Chris

Intervi

Intervi rs (on )ca ‘ 15 — 25 minutes

Interview
and on

! 15 — 25 minutes
Intervi

Intervi O 63 minutes
agent ( : =%
Intervie ‘ the B B 47 minutes

Intervie Syno B 8 i 15 — 45 minutes

In@t Sca " Octo 0 — 15 minutes
Cybercriﬁ ﬁd icate___ 140 aw 15 — 60 minutes

Email Email-from an'ex- EﬂﬁptFH:,GE E‘jﬁﬂLﬁptb‘mber 'N/A
(Patrick) =2039="

Cybercrime Syndicate 18" February 2020 | 15 — 60 minutes
Independent Scammer (Esmond) 10" March 2020 73 minutes
Source: Author’s Construct

Interviews
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411 Reliability

Validity and reliability are two characteristics that any qualitative researcher should consider while
planning, analysing, and evaluating studies (Patton, 1990). In conducting this study, an instrument
for data gathering and data collecting procedures were established as part of the case study protocol
to increase the case study's reliability. To improve the dependability of the case study, an initial
draft of the interview guide was submitted to an information systems professor interested in
cybercrime research to review. The feedback helped shape the interview guide. This was done in

consonance to Yin’s (2004) recommendation.

Questions in the interview guide were organised to reflect the constructs in the research framework

ions were asked in relation

experience, age, family
econd, the questions on
nmental constellations,
their IT educational Iéve and eir justifications. Lastly,
and how they sting their
victims. During the inte are screenshots of chats
between them and th to share, some of the
respondents willingly e chats screens helped in
_ ations. While the study's

primary responde@i)ffe ders : i iie_, law enforcers,

bankers, Iawyers) The qlﬁﬁ presented to these stakehold formulgted based on the
[

offenders' responses Content of th%eﬁm&engﬁiﬁtmscnbed and analysed using

Miles and Huberman's (1994) data analysis technique (see section 4.15)

conducting a discourse a
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4.12 Construct Validity

To begin, this study did not compromise on data triangulation in order to limit the impact of
numerous biases on the research process and outcomes (Wynn & Williams, 2008b). This was
done to help with validity testing by combining data from several sources (Carter et al., 2014),
as recent cybercrime related studies have adopted this approach due to limited access to
offender populations (Ardhianti & Yulianto, 2021; Hutchings & Holt, 2018; Richet, 2022).
Internal (interviews with respondents at various times, as well as document and artifact
examinations) and external triangulations (interviews with other stakeholders such as law
enforcement agents, lawyers, bankers, internet café owners, internet café operators, and other

self-identified independent online romance scam perpetrators) were conducted in this regard.

Methodological trian ‘ t observation, website

visits, newspaper stori
Furthermore, the find group discussion with
practitioners which in network administrator,
a media practitioner a y. The forum endorsed
the study's conclusio ecurity Act (Act 1038)

and its potential to tac

4,13 Internal Validity

i
Two strategies were

' - -.I
ance the internal validity of tk ] %ﬁirst, causal links
based on the RAT, MO 5%7;‘%‘3\!&{9 Eﬂﬂl’ﬂ&lmpé_ elson, 1979: Maclnnis &
Jaworski, 1989; Sykes & Matza, 1957) to explain the mechanism that unite for online romance

scams to be committed. In essence, the consolidation of the three theories helped in

understanding that cybercrime offenders are individuals who are motivated either intrinsically
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or extrinsically and take advantage of their environmental constellations amidst their social and
technological capabilities to perpetrate romance fraud.

Second, the patterns predicted by the theory and those in the case study were matched against
each other and any observed discrepancies were traced back to their most likely causes. The
study discovered, for example, that online romance scammers use two methods to swindle their
victims. As a result, there are client-led and scammer-led approaches. Existing romance fraud

studies have previously recognised the scammer-led approach.

4.14  External Validity

External validity is the extent to which a study's findings are generalisable or the extent to

which conclusions m: stances (McDermott,

2011). Gay and Air rgely concerned with
identifying risks or c of a study from being
extended to other envi ue critiques assert that
they do not provide‘ findings. Yin (2014)
however, asserts that statistically generalise
but to analytically ge d number of primary
respondents due to the lidation is enhanced by

the explanatory power | ] ed.

= D
415 Data Analy

Data analysis is one of the m’gsrﬁfgtﬂdﬁﬁﬁwmgﬁ%pmcess Pope Ziebland and

Mays (2000) argue that the analytical process of qualitative research starts during the data
collection stage of the research. This in their view is because already collected data shapes

subsequent set of data collection as researchers have the leverage of going back to refine
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questions, develop hypotheses, and pursue emerging avenues of inquiry in further depth. This
study’s analysis technique is drawn from Miles and Huberman’s (1994) qualitative data
analysis technique. The authors define analysis as consisting of three concurrent flow of
activities: data reduction, data display and conclusion drawing/verification as illustrated in
Figure 4.5.

Figure 4.5 Components of Data Analysis: Interactive Model

Data Collection

Data Display

Data Reduction

Conclusions:
Drawing /verification

Source: Miles and Huberman (1994)

4.15.1 Data Collection

Data collection for this study was done in three phasessThe first set of data were collected in
2017. This was to aid the researcher in‘gaining afair understanding of the nature of cybercrime
in Ghana. Questions asked at this stage were general, not pointing to a speeific type of online
crimes. While the first phase-eéxposed the researcher to.the-vartous forms of crimes, it also
helped identify and select case subjects for the study. The second phase of data collection
entailed interviewing cybercafé operators and owners, lawyers, bankers and cyber-law
enforcement agents. This exercise was to align the responses from phase one with the opinions

of the listed stakeholders. The second phase responses also helped the researcher understand
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what key policies and structures have been put in place to curb the phenomenon. After critical
analysis of the data, one form of crime emerged: online romance scams. This then warranted
the beginning of the third phase of the data collection process, but with a specific focus on
online romance scams. Interviews among the selected cybergang were conducted amidst direct
observations. The final stage of data collection was done in 2020 amongst independent cyber-
offenders. This was to confirm or contradict the data collected in 2018 and 2019 among the
cybercrime syndicate. All information collected during this stage of the analysis was
transcribed, which helped the researcher draw similarities, consistencies, and contradictions in

the evidence collated.

4.15.2 Data Condens
According to Miles a of selecting, focusing,
simplifying, abstracti itten-up field notes or

transcriptions. Per thé ta is collected. This is

the anticipatory stage a are or are not suitable

to propel the purpose h case, questions, and
research framework s into the anticipatory

stage of data analysis.

At this stage of the anal)

the data was reduce nto
|
next step was to write summaﬁe!%ﬁbﬂmmlhg%uelghty Statements expressed

by the data subjects into fewer words in an effort to move closer to the core essence of the

ganingful segments and assigned ward analysis. The

purpose of the research. While at this, the researcher kept focus on not losing the substance of

the data as a result of data reduction.
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4.15.3 Data Display

Data display has been considered an essential step during the qualitative data analysis or the
writing up stages (Verdinelli & Scagnoli, 2013). Miles and Huberman (1994) defines display
as an organised, compressed assembly of information that permits conclusion drawing and
action. According to Boateng (2016), such displays may be in the form of graphs, charts, tables,
networks, tabulating the frequency of events and diagrams of different types. To simplify the
complex nature of the phenomenon under study, the researcher used diagrams, tables, and
pictures (e.g. see Figures 5.1, 5.2, Table 5.1, et cetera). This was done in consonance with

Verdinelli and Scagnoli’s (2013) claim that a visual presentation should be as simple as

possible, with the rig d avoid redundant off-

topic material or inf standing the intended

message.

4.15.4 Conclusion D‘

The final stage, conc pretive effort from the

description of patter action, subsuming the

particulars into the g rly stages of the data

collection and analysi: ‘conclusions. However,

those conclusions w the facts. These

were organised for
}

ed. Conclusions were then

conclusions in tqat held tentative pending furthe|

presentation durir;zg- %a&sis‘v‘?’zﬂggﬁﬁ—!&ﬁmgﬁ

=

presented as lessons (See Table 8.1).
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4.16 Approaches to Answering Research Questions

Following explanations in the previous sections on data analysis, this study iterated between
the pre-research framework (Figure 3.4), the empirical data, and related literature to identify
first-order codes, second-order constructs, and aggregate theoretical dimensions. The iterative

nature of the analysis is illustrated in Figures 4.5, 4.6 and 4.7.

4.16.1 Approach to Research Question One
The first objective of the research seeks to unearth the mechanisms that trigger cybercriminal
behaviours. The first step to achieving this objective involved open coding. Open coding entails

breaking data down into discrete events and investigating each one attentively to identify

concepts, attributes, a‘ edaugh, 2017; Tzeng,

2018). To guarantee t were close to the data
provided by the respo Thousands of cases go
unreported. Sometime iminals. We are trying
to educate our people ‘ eople do not also know
where to report cybe as coded as “victims’
inertia”. The first-orde

The second step involy trauss & Corbin, 1990).

Axial coding is aa ewol ; r@\o more coherent,
— ]

hierarchically structure ies and subcategories that Offf 7' plexity and dimension to
e It e e e b i L -

emergent concepts and their g%srs%g'ﬁialﬁ)ﬂ%ﬁim%}hﬁ}#gmework parts. For example,

when comparing a first-order code C (Lack of confidence in the police) with first-order code
D (collaboration with some police, banking and shipping officials), it was noticed that the two

codes culminated into lack of combative laws (see Figure 6.2).
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The aggregate theoretical dimensions were derived from the second-order components via
selective coding (Strauss & Corbin, 1990). For example, it was evident in the coding that one
set of second-order constructs (weakness in combative laws and technology ownership)
pointed to the opportunity dimension, whereas the other set (social ability and technical ability)
pointed to the ability dimension. The analysis required a continuous modification and

reshaping of the emerging conceptual framework as more data are examined.

Figure 4.6 Data Analysis Method for Research Question One

Pre-study Research
allNewo

Post-study Research
S Framework

Step 1: Open Co

Output: First-orde Step 4: Update

pre-study

(I:E(:(d:r?] o Low framework: post-
. ple- i study framework
income,

Unemployment (Figure 8.1)

4.16.2 Approac@eiarc Oue

The second objeéxj_ve see%plorethedynamic&aﬁeyber& inal behaviours. To establish
=1 TEGR| PROCEDAMUS —

the dynamics, respondents were interviewed in fourphases (see Figure 5.7) to provoke answers

that project the behaviours of the respondents in relation to the commission of crimes over the

period of the research.
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Similar to the approach in answering the first research question, this study adapted Tzeng’s
(2018) analysis method as illustrated in Figure 4.6. The first step to achieving the objective
was to break the data down into discrete events closely related to the vocabularies of the
respondents (Tzeng, 2018). The primary output of this step is first-order codes. Some codes
elicited in this step are “Multiplicity of crimes”, “ability to ghost IP addresses”, “join
knowledge-sharing groups” for the maturation stage of the behavioural dynamics (see Figure

6.11).

The next stage was to perform axial coding, which is an inductive, iterative process that

combines related first-order codes into a collection of abstract second-order constructs (Tzeng,

2018). In this instance 70f constructs such that

“multiplicity of crime v enforcement agents”
were all grouped unde ¢ was used to generate
aggregate theoretical For example, it was
observed that all the ecline) looked at the

“motivated offender” 3.4).

INTEGRI PROCEDAMUS |
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Figure 4.7 Data Analysis Method for Research Question Two

Prg;;:ﬁg%gfgﬁz‘:h Post-study Research
Empirical Data
P related literature Ij:ra meW80 rlk
(Figure 3.4) (Figure 8.1)
o Step 3: Selective
Step 1: Open Coding Step_2. Axial . Coding Output: Step 4: Update
. Coding Output
Output: First-order Second-order ’ Aggregate pre-study
codes theoretical framework: post-
. constructs . .
Example: Examole: dimension study framework
Multiplicity of crimes Maturstio-n Example: (Figure 8.1)
Motivated Offender

A

4.16.3 Approach to ‘

The third research obj} ine romance scammers

employ in finding, pr address this objective
began with the revie and existing persuasive
techniques. This was thways identified (See
Figures 2.3 and 2.4) | tories were developed

using data obtained frc

The first stage towards-achi , which included
|

i (L

N _ —
breaking down data frol MEEMWFH@@EMQ& and activities (Miles &
Huberman, 1984; Tzeng, 2018). To keep the data as accurate as possible, the coding was done
in a way that its contents were not too different from the respondents’ vocabularies. For

example, the codes “create female profiles” and “female accomplices” were derived from the
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statement “... I have an account called Sarah Brown. She is my cousin. So, when the money
comes, she is the one who will go for it at the bank. When the client calls too, I will give the

phone to her and tell her what to say”. This stage’s main output is first-order codes.

The next step involved axial coding where related codes were combined to form second-order
constructs. In this instance, codes such as “creating female profiles”, exchanging naked
photographs and camshows” were coded as “victim-led approach” whereas “creating male

profiles”, “forging flight documents” were coded as “scammer-led approach”.

In the third stage, selective coding was used to generate aggregate theoretical dimension from

second order constru -led and scammer-led

approaches pointed to

Figure ‘ thoi on Two

dy Research
Empirical Data

Step 1: Open Codi
Output: First-order
codes * .

re-study
etical f’ﬁgwework: post-
Example: dimensionﬁt y framework

female profiles i Example: ORl (FiPure 8.1)
: s -y ce.fr | o
~ ) TSR probERRRos I}

—

Step 4: Update

L

Source: Adapted from Tzeng (2018)
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4.17 Ethical Considerations of the Study

Ethical consideration was not undervalued in conducting this study due to the unique nature of
the phenomenon under consideration. The study draws upon earlier research by Hutchings and
Holt (2018) about interviewing cybercrime offenders. Eight principles were drawn from the
authors’ study which guided the conduct of this research as illustrated in Table 4.2.

Table 4.2 Ethical Consideration of the Study

Identified Principle Application in this study
Confidentiality of Interviews were de-identified during transcription. This
anonymity include the deletion of information that could be used to trace

respondents. Again, while parts of this study have been
published in various mediums, no third-party was allowed to
have access to the whole transcript in order to track who was
spoken to.

Data Security Data were stored ona password protected computer with

: io.recordings were also
content of the
0 the study were also

Open Data d by the BANGA-
)t made freely
Morality mention any activities

hat-might-have.aserious impact, and

ew if required.

ake in the activities of
yut their activities.

Researcher Precau ' cher useda n ions to avoid

to be safe (e.g.,

nting of research
rich data, is a

a ch. The researcher
. ' uing
hat respondents ies were not

ﬁﬁ]sclosed Assuchlnformatlomﬁmere found but deemed to
- . Juhave nogrelation 1o this study were.not presented.

Presentation of Finad

Incentivisation The researcher did notpay any-of the participants to participate
in this study. Without being compensated, respondents took
part on their own free will.

Psychological Impacts The researcher made sure that any information that could
have a psychological influence on the participants was left out
of the study. As a result, respondents were not required to
answer all questions.

Source: Adapted from Hutchings and Holt (2018)
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Furthermore, an ethical clearance certificate (see Appendix C) and a letter outlining the
researcher's details and the topic were obtained from the Department of Operations and
Management Information Systems to interview the respondents and request entry into
organisations. Again, the identities of respondents from the various organisations have been

blacked-out for ethical reasons.

Lastly, all studies that have been mentioned in this study by way of providing insight,
clarification and support have been duly referenced at the end of this thesis (see References)

following the laid down proce

4.18 Chapter Sum
This chapter began b
into consideration th research: positivism,
interpretivism and cr s. The chapter thence
proceeded to justify c udy as it helps unearth
causal mechanisms be
The chapter further elaho naches available for the
researcher to carr@study The que pach was select'ﬁ researcher seeks
L ‘ : D electica
to understand online ro nce, %ﬁm—ﬁ% ' ti es in the natural settings
e A

within which they commit the offences. With this in 5Ersf)e_Cti§/e, the next chapter will present

the findings of the study.
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CHAPTER FIVE

FINDINGS

5.1 Chapter Overview

The previous chapter discussed dominant paradigms in information systems research, which
led to the selection of an appropriate paradigm for this study. This was followed by a discussion
of the various methodologies available and the research methods used. The chapter also
demonstrated how data was collected and analysed for each of the research objectives.

As pointed out in section 1.3, the purpose of this research is to unearth the mechanisms that
underlie the commission of cybercrimes from the perpetrators’ perspective to develop an online

romance scam pathway ndings for this research and

delves into the overvie

\
5.2 Overview of Cybg

Ghana was one of thefi and it now has one of

the highest internet u, 2021). In Ghana's

Information and Co ere have been many

advancements in the I oning into an emerging

information technolog ana | isj levelo CT sector, and recent

ole in the sector's rapid

developments in mobile
o -

‘Ghana

development. The !/ is the backbone
}

R ate relopment (I(ﬁ&
] e — -
of major ICT developme sjum@ﬁ_r‘yﬁ FIEGEDFHHUE Sk
While Information and Communications Technology (ICT) presents opportunities for

development, there is a major setback that undermines the full realisation of ICT for social,

political and economic transformation. The development and adoption of ICT have led to the
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emergence and rise of cyber criminality in Ghana. Cyberattacks target confidentiality, integrity
and available ICT assets. While the emergence of cyber criminality is a global phenomenon
engineered by the development of ICT and internet technologies, available studies suggest that
Ghana in particular and West Africa in general has become a hub for cybercriminal activities.
For example, a study conducted by the United Nations Office on Drugs and Crime (UNDOC)
— The Globalisation of Crime (2010) — identifies West Africa as a major cybercrime- offending
region. The Global Internet Crime Report (2013) by the Federal Bureau of Investigations (FBI)

also labels Ghana as being among the top ten cybercrime-originating countries.

To further highlight the country’s seemingly global recognition as a major cybercrime region,

Ghana has contributed ‘sakawa’, which refers

to cybercrimes com rnational e-commerce

operators and online line retail outlets, have

partially blacklisted d to purchase goods and

services online with t

5.3 Cybercrime and ¢
Cybersecurity issues I ntries, and Ghana is no

exception. The evol geting critical national

infrastructure has contributedto t are r idered not only a
% , , !

social or economhic , 0 a national security concern reau, 2017). Figure
e T — _F

5.1 highlights the diétributién“o?@&ﬁhﬂe‘lm&%%rﬁd y the e-Crime Bureau in

2016.
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Figure 5.1 Distribution of Cybercrime Incidents
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5.4 Cybercrime Legi

One significant obsta ers is the problem of

jurisdiction and the ca yber criminals. Having
been aware of the thr ts on the image of the

county and the social si ent of Ghana through

the Ministry of Commu ameworks on which legal

Electronic Transaction Aﬂ!@ﬁ@ﬁ@mmﬂﬂ_ﬁl aﬁdl"u'ntll recently the

Cybersecurity Act, 2020.

Prior to the enactment of the electronic-related Acts was the Criminal Code, 1960 (Act 29) on

which the police as well as lawyers rely to advocate or prosecute cyber offences. The Criminal
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Code has been revised on several occasions in order to address the Act's shortcomings. It was,
for example, amended in 2003 (Act 646) and then again in 2012 (849). Despite these changes,
the Act lacked the rigor necessary to deal with the ever-changing nature of cybercrime
plausibly due to the times within which it was promulgated (1960) in relation to internet
penetration in Ghana. Regardless of the Act’s inability to address modern forms of crimes such
as cyber offences, parts of the Act were captured in the Electronic Transactions Act, 2008 (Act
772). Ghana's Parliament voted the Electronic Transactions Bill into law in December 2008.
The Act’s principal purpose is to secure the cyber space as a means of minimising criminality
that may impair residents' ability to safely transact businesses. As with the Criminal Code, the
ETA contains deficiencies due to the Act's jurisdictional restrictions, which are detailed in

section 142/2 of the E” ly if, for the offence in

question, (a) the accu he electronic payment

medium, computer or d in the country at the

material time; (c) the ncial institution in the

country; or (d) the offé alan registered ship or

aircraft or on a voyage e offence” (Electronic
Transactions Act, 200 vantage of these legal
loopholes by utilising ions while conducting
cybercrimes (see sectio

To address the 100 aforementioned Acts, the PaF Ghana passed the

Cybersecurity Act, 2020 A%HEMM@GEM&@Q “of December, 2020. The

Act was enacted to govern cybersecurity operations in the country, to foster the growth of

=U

cybersecurity in the country, and to address other related problems. The legislation covers

everyone who is involved in or could be harmed by cybercrime or a cybersecurity event.
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(3

Cybercrime is defined in this Act as the “use of cyberspace, information technology, or
electronic facilities to commit a crime”; an act or effort to obtain unauthorised access to,
disrupt, or misuse an information system or information kept on an information system is
characterised as a cybersecurity event, regardless of whether it is successful or not. As a result,
the Act covers a wide range of people, including government actors, banks and financial

organisations, telecommunications corporations, energy and utility businesses, and

transportation operators.

Despite the Act's comprehensive breadth (Act 1038), its seeming silence on type Il offences
remains elusive while it appears to be extremely vocal about protecting critical infrastructure

and businesses, as wel ost vulnerable).

5.5 Cyberculture A

As indicated in chapt n Ghana have been on

the ascendancy. Prior t ely popular and served

citizens who could em the opportunity to

temporarily use the ca internet café patronage

and usage suggested t g, educated but not to

the university level, a Jifferent relationship to

‘information’ than 01d¢, i} The two groups of people

|
ording to Burrell
}

dMﬁM@HMEmu ally come Tn groups pursuing

entertainment and occasionally playing computer games. University graduates and students,

on the other hand, patronised the internet cafés to research and acquire information.
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The internet cafés served as a place where young people are, if at all, immune to the supervision
of their parents. This, therefore, afforded young patrons of internet cafés the opportunity to
gang up at nights after school hours at the cafés for conversations and sometimes arguments
about subjects of interest. By so doing, harmless thoughts of looking for pen pals are developed
into seeking partners on online dating platforms and thence developing petty cyberdeviant
skills. It is worth noting that some cyber deviances are learnt through shared opinions of peers
in the cafés. Examples of cyberdeviant behaviours among youthful café patrons include
identity theft, credit card fraud, e-commerce fraud and online romance scams. It is common
knowledge among the youth who patronise the cafés that there are specialisations in the above-

mentioned forms of cybercrime. As such, they offer their services to their counterparts for

percentages of the pr‘ inst this backdrop that

cybergangs emerge. T ne of such groups and

their activities.

5.6 Cybergang Grou
The group, which beg ently houses four core
members with one fe s patronised the same
internet café in their ne J independently of each
other, a situation which , the group leader, began

engaging in intern uated in 2012 and

furthered his edupé table IT training school in G 7' | op:ped out of the IT
training in 2013 after becomf% E%tﬁﬁﬂgﬂgw g"ﬁ ¢ other three in the group,
all of whom attended senior high school, two graduated while the third dropped out. John’s
reason for discontinuing the IT training program emanates from the fact that he wanted to study

“ethical hacking". According to John, his expectations of becoming proficient in the discipline
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within the shortest possible time were not met. Table 4.1 summarises the educational level of

the group members and their years of experience in perpetrating cybercriminal activities.

Table 5.1 Perpetrator Profiles

Pseudonyms | Age* | Educational Experience | Family Job
Qualification Size Experience
John 27 Senior High School 9 years 10 -
Leaver with partial IT (including
training. parents)
Franklyn 25 Senior High School 7 years 6(including | -
Leaver. parents)
Chris 25 Senior High School 7 years 5 Electrician
Leaver. (including
parents)
Lucas 26 Dropped out of senior 6 years 7 -
high. (including
; ' 9 nts)

John, the chief infor (five males and three

females). He claims t; 3 a trader, and my father
is also a watchman. d three sisters”. John
believed that the fa cet all their needs and
“being the firstborn | of the rest”. He claims
that he had previously ns without any success.

According to him, his en due to his inability to get

employed but to er ctlon wi nty. i at “... No, not at all.

I didn’t start bedause 1 t-ajob..L.can. 't tell how-Ista éd ut all I_remember is that
EGRI PROCEDAMUS

every evening [we], me and my friends gather-at the café to chat and argue about football and

other things. But one day | asked one of my friends to shop for something for me, after that, |

asked another one to shop another thing for me. I realised it was not difficult so | started doing

it myself.”
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In the first instance of data collection, John was a patron of the café he identified as the starting
point of his engaging in cyber-offences. Prices at the café ranged from GHS 1.50 for 30 minutes
to GHS 2.50 for one hour of browsing using the internet café’s computers, while those who
came with their laptops enjoyed “Bring your own device” prices of GHC 1 for 30 minutes and
GHC 2 for an hour. He avers that “ only buy time when I have a meeting with my client?, shop
or track a control.®” As to the frequency of meeting with the clients, John craftily schedules
his meetings such that he can hold multiple sessions concurrently. This minimises the number
of times he visits the café and saves money by not buying browsing hours at different times.
He opines that “it depends. Sometimes I can do three at the same time so that I don’t waste

time coming here and going ... It also makes my mind active”.

During the second stag mself, thereby moving

away from the family. of his younger brothers

(fifth born) who had ¢ as the café attendant at

the café John used to orking alone. He had

intelligently recruited n, Chris and Lucas) to
work with him under ained their decision to
come together: “ever d at shopping. Another
person is good at chat ( de
same thing. At one m ,

so we will all not g;%r@gme time”.

EGFH FFIEIGEDAHUE

ce we are all doing the

1's light will shine

2 Client is the name given to romance scam victims/would-be victims by cyber-offenders
8 Contextually used for shipped items or the ability to swindle a client.
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Apart from the fact that the group decided to keep their activities out of the public eye, John
claims that working outside of the café is less expensive in terms of actual costs and privacy.
He claims that “/ don 't go there nowadays because I now have internet at home. It is cheap, it
is always on. Whenever I want to do something, it is available... We are just four in this room.
So, no one can steal your client, no one can point fingers at you that you are a sakawa* boy
and other things”. As to whether it is right or not to refer to him as a sakawa boy, John claims
that “I am not a sakawa boy. They are those who visit the Mallams and things... I don’t do
that”. He further maintains that “No one can judge me with what I am doing; unless a judge
tells me that I am a criminal, nobody can call me a criminal”. John was of the view that

cybercriminal activities are common practices that people commit even without knowing. He

asks, “those who hav they pay? Do you call

them cybercriminals? a crime than traditional

crimes “it is better to ob from people... No, [

can’t do that”.
In 2020 when the finz oup had had one more
member who can m

(Pseudonym: Caleb).

According to John, Cz {e explains that “... he

|
has something that he
is a graphic designer
to make change§ 0

always with us”.

4 Unlawful cyberculture that combines internet crimes and Ghanaian traditional rituals.
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John was 30 years old at the time of the final stage of data collection in 2020. He had rented
an apartment for himself, living independently of the family. John owned a 2010 Toyota
Corolla vehicle, a MacBook Pro 2017 model and an iPhone 11 Pro Max. When asked about
the source of funds for purchasing his mobile phone, he expounded that “7 shopped five for
someone and | got two, and | gave one to my brother because he brought the address and sold

the last one”.

Chris, the second group member, was 26 at the second stage of data collection in 2018. He was
an apprentice electrician before joining the group in 2018. He claims that “I started to learn

electronics so that one day I can open my own shop... when will 1 finish learning and start

looking for customers; ganging up at the café

for chats and argume rent from that of John.
He opines that “One d n to shop it for me, but
he asked me to look f scheme of perpetrating
cyber-offences, perpe s they commit. As John
puts it, “everybody h ing. Another person is
good at chatting clien ered directly to Ghana
due to shipping restrif address in the United

States to send the item : ) j C ¢ a. In the event that John

e
INTEGRI PROCEDAMUS
Chris continues “So, I asked a friend who was chatting someone and John used the address to

shop the phone for me ... then I started doing it myself™.
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On how he was recruited into the group, he maintains that “they are my paddies® , and we move

together, so we do everything together”.

Franklyn, the third member of the group, is the second of three siblings. Aged 25 at the time
of the second set of data collection in 2018, he dropped out of school while in his second year
of studying visual arts. When asked why he dropped out of school, Franklyn opines that “/
didn’t continue because of school fees; my senior sister too didn’t finish because of school fees.
My junior brother is also going to school, but I don’t know what will happen”.

On why he engages in internet scams, Franklyn explains that “there are no jobs and man must

eat”; however, he joined the group as a result of association. He narrates that “7 can 't tell how

| started, but | know it . ' e ter training”.

Lucas is the last me graduate who studied

general arts. He is flue group. He claims that
“I started doing it whi and lives independent
of the family. At the t pped a “consignment”’
containing two laptop e opines that “John did

the shopping, but we

Among the crimes credit card fraud,

identity theft anqd ing.

B
INTEGR| PROCEDAMUS T

> Group of Friends
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5.6.1 Online Dating Scam

The group’s ultimate motive is to acquire wealth, and as such online romance scam seems to
be at the top of the agenda. This activity commences with the creation of attractive profiles on
social media sites, especially online dating platforms. In this instance, identities provided are
either of a rich old man (60 years plus) seeking a financially sound middle-aged female ‘lover’
or a young philanthropist and financially independent female (usually between 25-35 years)
seeking equally rich old men for relationships. They use appealing descriptions such as military
profiles, globetrotters, civil engineers, and international social workers undertaking

humanitarian projects in Africa.

One of the independe ance, explains that “/

download pictures of ‘ ! 7 G lar ... but I make sure
they have camshows® ideos I can’t”. While

this tends to be the s, it is essential to the

perpetrator because “j

use unsuspicious name

urther, the perpetrators
ir profiles say they are.
John reveals that “//e will not know we are

women, mostly single,
|

chatting from Ghana
divorced, or widowed, must be noted that the
scammers create

-
perpetrators as Wln

identities.

jown among the

partlcular target until he o or one of the fake

TEE.Hi FHD&E@W?- —

L

6 Naked webcam videos
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The first step to starting the relationship after a client falls for a profile is for the scammer to
find out the experience of the client, that is, to ask how long he or she had been looking for a
relationship on the dating platform. According to Zack, “it can take one year for you to control

someone who has been there for long but like six months for someone who has been there not

for long™.

The scammers begin forging appealing stories about themselves to get the targets glued to the
friendship. At this phase, the motive is to surge intimacy with the victim with the intention of
building trust. To do this, both parties introduce themselves and discuss their past experiences

and plans to rebuild a lasting relationship (see Figure 5.2). Lucas, for instance, narrates that

“Sometimes | tell then g too much ... but now

that I want to come b sweet as you”. \When
affection and trust ha ate the client out of the
dating platform to Gao ng to Zack, “... if you
don’t move them out ¢ |, and they will remove
you”. Apart from si ccounts, necessitating
investigations by the pse that we wink” can

report us if they think efore, but I know some

" Scammers’ invitation to clients to establish relationships
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Figure 5.2 A Chat Screen Between a Scammer and a Client

Feb 14,9:22 PM

e My name is Robert I'm 40, | live in Vidor, TX
and i work as an industrial mechanic and
I'm a classically trained Italian chef
Feb 14, 9:24 PM

Cool. Are you married or single

Feb 14,9:26 PM

e Divorced, she left a 20yr marriage for new
bf by text.

| have a new life and I'm going to live it

Feb 14, 9:28 PM

In order to main%bn mity, the perpetr employ virtu ‘ networks (VPN)
| ﬂﬁ " , —
Wmﬂﬁﬁlﬁﬁpﬁmﬁel ‘ rows'rn‘b locations. Such

software. This, in-effect,

schemes work for scammers who pretena to beﬁbentrotters or humanitarian seeking funding
and engaging in humanitarian projects worldwide. In responding to how they maintain
anonymity, one respondent indicated that “... 7 install SOCKS on the computer, so | am able to

control from anywhere ... sometimes it is a business trip. Sometimes too I visit my family”.

130



University of Ghana http://ugspace.ug.edu.gh

The second stage of the scheme is to keep the client bonded to the relationship. Scammers then
maintain constant contacts with the client, for example, by sending early morning messages
and goodnight love messages. It is worth noting that scammers do not exchange phone numbers
with the clients at this phase of the scheme. As such, all contacts or chat sessions are held on
the dating platform. Further, the scammers create fun and love stories, all in the quest to keep
the clients in the relationship. At this stage, they maintain a perfect storyline in order not to
create a sense of mistrust. In the words of John, “you have to correctly remember the story for

each client”.

After establishing trust at this level, scammers need to be in tune with topics raised by the

client. For example, s es the scammers claim

to hail from and the | by the clients. In this
instance, scammers cl fast searches on topics

similar to the ones p r narrated that “7 saw

someone who didn’t ¢ the person asked him

which airport she sho ed... the woman ended
the conversation”. SC3 o0 purchase flower gifts
from online giftshops ng confidence in them

that the relationship is | anging gifts between the

and phone -numbers for illegal
Eé |

| R |
INTEGR; ﬁnignﬁym

two and grants the

online shopping de

After some weeks, the scammer then begins to request little gifts such as mobile phones, google
play cards, and wristwatches. This initiative marks the beginning of the second set of activities

which can be led by either the scammer or the client. Scammers make the demands when they
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lead the discussion and vice versa. Victims’ ability to provide little gifts then signals to the
scammer the ability to give more. In some instances, the scammers request small amounts of
money between $100 to $500. Zack, for instance, avers that “When I ask him for $100 and they
give, I will wait for some time and let John send him a flower for me ... so, I tell him I wanted
to surprise him but I wanted to test him if he trusts me ... then next time I will ask him for
around 3500 and buy him something like a watch ... if he gives me the $500, it means his mind

is soft, so I will push him to John so that he can win like $1000 or more for me”.

Another form of the scheme is to create tragic stories that speak to the emotions of the victims.

It is worth noting that this scheme is usually orchestrated against women, while the scheme

described above is bes obbed on the day that I

had to leave back to A port. So, | am stranded

in Ghana right now”. country for a while to

“Get a new passport, i

Intelligent victims or work abruptly end the

relationship at this sta >s for the ‘scammer’ to

come home so that the 2sts the victims to send
|

the funds through an 3 ngs due to the robbery,

“and then we agree to meet e iStant_in real life, in most

cases, are the real
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Figure 5.3 Chat Screens of a Client Testing a Scammer.

Thanks &
Mar 3, 604 PM
e |s there a place you prefer Lo eat at

Mar 3, €11 PM

0k, I'm heading out to grab something to
eat, Catch you later

Mar 3,6.22 PM
Yc;-u're looking handsome Okay take care and have a nice day
Mar 3,601 PM Mar 3, 6:24 PM
e Your gorgeous, love the smile e Question
Any place in particular you like? Why did you say you were in to grab lunch

then blow me off like | didnt ask at all
Mar 3, 6:03 PM Hr——

i you were in to grab some lunch

e Is there a place |

Mar 3,611 PM

e Ok, I'm headxng

eat. Catch you I8

Check your message

Mar 3, 6:26 PM

pre you in you said yeah. It
d atter, anyways |'ll catch you later

Aas T A9 DM

Send SMS from my Gof

ogle Voice number

L (O]

After the funds have beg: signer) services t0

home at the agreed
}

shows up, and that marks

fabricate flight d?c uade fhe victims that they wil
date and to the agreed-up n@sﬁ&ﬁﬂﬂiﬂcﬁﬂﬁéw y

the end of the relationship.
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Figure 5.4 A Snapshot of a Forged Flight Ticket

Source: Field data from perpetrators

The second type of he conversations. For

instance, while in the ies, the client demands
naked pictures and vi In such instances, the
scammer devices another-seheme 0f demanc ling mone in exchange or the photographs and
videos. Zack explains end 10 naked pictures,
you will give me $20C they ask for reduction
and I send the video o ands for naked pictures
are for the most part ni re like he is half naked

ing again till he asks for
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Figure 5. 5 Chat Screens of a Client-let Approach

i G e Thanks
How you doing Mar 2,11:13 PM
Mar 2,10:55 PM
e I'm good
How yu
Mar 2,11:10 PM
I'm good

Do you mind | have a picture of you

Mar 2,11:13 PM

about you

Awww
So what's up
Mar 2, 11:32 PM
1:51 PM
Mar 2,11:12 PM e, not much going
¥ Jump dsom i latest
Send SMS from my Google | jce number

S
@ Frejdlgz;a imm—per:g. lﬁ-ﬂ

The scheme then progresses to the next stages dependlng on the success rate of the exchanges.
Since the scammers do not own the photographs they use, they must formulate tactics to end

the transactions. As a result, they threaten the clients with sexual exploitation. An independent
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perpetrator posits that “when I feel the money is not coming like at first, I will create confusion
and he will get angry ... then I will also tell him that I will report him to the FBI because he
has used me ... some of them will send some money so that I won't do that and some of them

will block me”.

5.6.2 The Complex Web of Online Crimes

Data collected during the interview indicate that most scammers in Ghana knowingly or
unknowingly engage in multiple internet crimes at a point in time. This is because the bulk of
the scammers’ activities are intertwined (see Figure 5.6). The following sections describe the

crimes and their interrelationships.

5.6.2.1 Credit Card 1

As outlined in the pre e of purchasing items

\
to win their victims’ mers circulate monies
received from victimssForinstance ney see nding from-one client and lavish it on other

clients (gaining trust). ft. It is worthy of note

that, while for some o r clients, others aim at

using them as conduit llected throughout the

research indicated an among scammers. For

instance, in the first insts ' using credit card number

generating websi@e they generate ard numbers %@ér which they are
| . — -
required to find identitieiejﬂcrgﬁﬂsﬁr% e then-used to puréhase flowers and

other gifts for their clients to cement the Iegiﬁmécy of their relationship. According to
Franklyn, “... if I want her to believe me more, I buy things with the credit card for her so that
she will know that I am original ... As for her, she don’t know but me, I am testing the card ...

if the card works, I will shop and ship to her to ship to me in Ghana”.
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Nonetheless, data collected in the final phase revealed a more sophisticated credit card theft
that aids romance scams. This is a usual practice for scammers whose main objective is to use
the victims to transit illegally shopped items from online shops such as Amazon, Walmart, and
eBay. In this practice, scammers buy credit cards from the black-market using internet
currencies such as bitcoin and Ether for between $5 and $30. Esmond narrates that “If you have
a $100 bitcoin, for instance, you can purchase about ten cards. But there are other sites that

sell the cards for about 320"

The black-market agents are faceless people who hack into individuals’ bank details and sell

cards at cheaper rates to scammers. hackers] may not know [the amount of

money on the card] b example, he may have

been successful in ha(l the card, but we have

\
ways of checking whe

The risk involved he n money. However, in
instances where the ca rs use the actual details
of the cards to buy fr Walmart, Best Buy et
cetera, but the difficul ntries including Ghana

by these shops. This ther

lovers/clients on r@_d_a_ting sites whe £ 7
JE

the trust is won, ti;g_e cllerﬁ eris o acha

WP PROCEB RS

that donors would be sending donations to him in Africa. However, they (the donors) cannot

initiative in Africa and

do so because most shops in the states do not ship directly to Africa. Esmond narrates:
“You will use your real name. When chatting the client, you chat with a different name so tell

the client that you are sending the thing to your assistant or you have won a contract and
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supplying the people so they should send it to the contact person in the company you are
supplying to that is, if they are laptops and other gadgets. But the story depends, if the packages
are clothing, you can tell the client that you are donating it to a charity organisation so the

name on it is the one receiving the package.”

This, in effect, implies the lover would have to receive all donations and ship them to the home
country of the scammer in the name of his personal assistant. It is worth noting also that some
clients do not ship the items. Such victims-turned-scammers also terminate the relationships

with the Ghanaian scammers.

5.6.2.2 Gift Cards and Trading

One common activit gift card trade. While

data collected in the e it became apparent in

the final phase of the ) cybercrime beginner-

perpetrators. It can loesely: be dese ibed as ne exchange of gift-cards gained from online
romance scams for ca ers whose main aims
are not necessarily to ple, between $100 to

$200.

While some perpetrator their cards within their
communities, oth@_yd_ryt.to trading on 0 atforms where thﬁ' t '@Ereinthe form of

| . e
bitcoins. An independent eﬁﬁ%@ﬁﬁw the ca;:d-,-?zﬂnd they don’t get

anybody to buy it here, they go to www.abxsd.com 8o sell it ... but some of them cannot do it,

so I trade it for them and I also get small cut”.

8 Truncated
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After trading the cards for bitcoins on the platform, they then trade the bitcoins, for example,
for mobile money, which is then withdrawn from mobile money merchants. Essentially, by the

time the money gets to the scammer, he would have lost about 70% of the total value of the

deal.
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Figure 5.6 The Complex Web of Online Romance scam Activities
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Figure 5.7 Behavioural Dynamics During Longitudinal Data Collection
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5.7 Other Stakeholder Perspectives on Cybercrimes in Ghana
In the quest to triangulate data from the field, eight bankers, seven café operators/owners, eight

lawyers and two public law enforcement agents were interviewed.

5.7.1 Bankers

The minimum period of service for bankers interviewed was three years. In Ghana, one
requirement for withdrawing or redeeming sums of money for international money transfer is
any national identification card such as a Voter’s ID, Passport, Health Insurance Cards or
Drivers’ license. Also, recipients must fill out a form indicating their full names, name and

address of the sender, the amount he/she is redeeming and access codes. However, there are

instances where recipi e request of the sender

When asked whether al of funds from their
banks, one responden when they withdraw
money suspected to I
The follow-up inqui

the respondent said,

document and fulfil all
|

“There is nothing we ¢
mandate required of th 1em of their withdrawal.

One of their tricks i

|
Another follow-up was Why the Igﬁﬁés Fﬁ%‘pﬁws for |nvest|gat|ons to continue

from there. The respondent answered that “Like I said, first of all, we don’t hold any legal
evidence. Secondly, it will take a long while to conclude. It is usually difficult following such

cases, especially when the person had met all the requirements to withdraw money”.
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Regarding efforts to combat cybercrime in Ghana, respondents indicated that they ensure
maximum security on their online platforms on the side of the banks. Therefore, when one
makes a transaction online, a One-Time-Password (OTP) is sent to his/her phone for

confirmation. A respondent avers that:

“Even before you can access another persons’ online banking interface, there is a verification
code that is sent to the person’s phone. So, if it’s a third party who is doing that... so it’s now
a two-way thing. If you don’t have your mobile phone, you can’t do a transaction online

because a verification number will be sent to your phone. Formerly it wasn't like that, but

because of our reput and all those gaps to

make the system tight
Bank respondents fur d technologically to be

able to access intellige

5.7.2 Internet Café
Regarding public int roliferation of mobile

telephony and interne operations. However,

finish what they are domg before %ﬁﬂt E{ﬂ%%&%@—wﬁmg%ndﬁ pressure”.

They also indicated the multi-stakeholder awareness in the cybercrime phenomenon. They

cybercrime perpe@e 0 ctivities because
they do not like q)pera mgﬁﬂ\tpressure For instance, becaus ' ey buy tlime, they need to

pointed out that the Banks, Police, ISPs and international shipping agencies are “aware of the

thing going on. This thing is no longer illegal oooh. Don’t be lied to. I have seen it before, a
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clearing agent was tipped GH¢1,000.00 for the clearance of a consignment. Who says the
police are not aware (he inquired)?... A cousin of mine who does some was chased for driving
a DV [defective vehicle] plate car, but he tipped them for them to leave him. It has become
legal, but people have turned their blind eyes to it”.

Café operators also perceive unemployment as contributing to the cybercrime phenomenon.
“There are those who want to come out of it, but there is an issue with what they are going to

do after stopping the thing?”

5.7.3 Legal Practitioners’ Perception of Cybercrime

The questions posed in this perspective sought to evaluate why lawyers will or will not defend

cybercriminals, as we bat this form of crime.

However, lawyers we ies on cybercrime. The
respondents pointed f( the Criminal Code of

Ghana. On jail term fa fended a client on sim-

box fraud indicated t

hen found guilty, the
various acts | menti provide for custodial
sentences where appli

Regarding law enforce nals, a litigation lawyer

said, “Well, my pe@ erienc jenc i _iect to cybercrime

is that cybercriminals ar s wifh the police... I think tha : crime isE thriving because
T ) ‘ j ; o S ———— [—d-'__‘ i i i

the police benefit from it. Onc’g E%ﬁffﬂ@%ﬁw&m do about it.

This assertion corroborates the internet café operator’s claim that “the police are aware of the

crime but little has been done to tackle it”.
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5.7.4 Public Law Enforcement Agents

Considering the rate and scope of cybercriminal activities in Ghana, the Ghana Police Service
in August 2015 separated the Cybercrime Unit from the Commercial Crime Unit of the Ghana
Police Service. Data from the field interview with the enforcement agents suggested several
elements that contribute to the presumed slow efforts to combat cybercriminals. For instance,
“Thousands of cases go unreported. Sometimes, the public feels guilty for falling prey to
cybercriminals. We are trying to educate our people to empathise with them and not to ridicule
them. People do not also know where to report cybercrimes since it’s not a conventional

crime’”.

The Officer also p knowledge-wise. But

technologically, we n es on forensics, | must
say we are not adequ

On laws and policy d¢ als, one of the officials

confirmed the claims onic Transactions Act,
the Data Protection A e, We sometimes use a
joint charge by combi

Lastly, the enforcement g in the fight against

cybercrime. “Ev?n ddresses are no more statlc ed are the ISPs to

furnish the pollce wzth such m]T r%&i FWM p]cepared to report suspicious

account revamps to the Financial Intelligence Centre, which in turn investigates and report to

2

us .
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5.8 Chapter Summary

The chapter sought to present evidence of data collected for the study. It began by providing a
brief overview of the current state of internet penetration as well as the types of crimes
identified by the e-crime Bureau. The chapter also included an overview of cyber-culture
among Ghanaian youth, which led to the presentation of the case of the study. Next, the chapter
highlighted the different approaches cybercrime perpetrators adopt in order to convince their
victims to part with significant amounts of money as a result of the complicated nature of online

romance scams.

The next chapter delves further into the relevant factors discussed in this chapter, extracting

themes and descriptio
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CHAPTER SIX

ANALYSIS OF FINDINGS

6.1 Chapter Overview

This study aims to unearth the mechanisms that underlie the commission of online romance
scams from the perpetrators’ perspective and to develop an online romance scam pathway.
Evidence from the field interviews was presented in the preceding chapter highlighting the
various forms of crimes perpetrated by a romance scam syndicate. It also took into
consideration the age groups of perpetrators and their targets. This chapter advances the former
by analysing the details presented in the previous one with regard to the perpetrators, guided

by the framework discussed in (_:hapter three of t_his study. Thisrchapter is organised in a manner

that is consistent Withi

6.2 Mechanisms Tha

As indicated in chapte 1994) four-component

interactive data anal tion and reduction, it
emerged that these fo ance crimes. First are
the conditions that dri 5. These conditions are
largely extrinsic. Seco they take advantage of.

The third is the abilities:

is the defence me@_they e

for their unlawful behavi@%x N | —
~——T1_INTEGR| PROCEDAMUS

it cyber-offences. Last

true explanation

The data analysis went through several iterative processes in order to determine the causes of
the phenomenon under investigation. The first step was to triangulate the primary and

secondary data sources to gain more insights. The data coding process was divided into two
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stages. The first step involved looking for entities that typified the commission of online
romance scams in Ghana, followed by data analysis via abduction and retroduction, as shown

in Figure 6.1.

The cycles of the coding process followed the inductive-deductive logic via a flexible theory
directed coding process during the first step (Inuwa et al., 2019). The theories used here are the
MOA framework and the neutralisation theory, in which four concepts — motivation,
opportunity, ability, and neutralisation — are used as terministic clusters of entities or themes
based on data (Angel & Bates, 2014; Braun & Clarke, 2006). The terministic clusters are a

theoretical grouping that was created by verbalising the responses of multiple interviewees as

separate entities (e.g., lusters. These entities

each express a uniqu ce of online romance

scams.
The analysis of latent : process. This involves
engaging with pre-exi es (i.e., rol [ er to identify instances

of romance scamming e reasoning (Felson &

Clarke, 1998; Inuwa e terns and relationships

in data and matching ect those with the most

explanatory power @é on,

] P R — ] = |
In the final step of the data é#&&%ﬁ&&ﬁlﬁ@&@&%ﬂrﬁme the contextual condition
that must exist in order for the causal mechanism to become active and produce the results that

were observed in the empirical data. Retroductive reasoning is used to identify contextual

conditions by moving from the empirical domain to deeper levels of reality through
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counterfactual thinking and questioning. What must have been in place for the data to have

been observed in the empirical domain (Meyer & Lunnay, 2013).

Figure 6.1 Inductive-deductive semantic and abductive — retroductive latent data
analysis

H.Poor parental control
I. Peer Influence

I Affordsble Intemet
Services

K Peer Recrnitment
L. Tvlaintxining storylines

Wi Ensming Privacy
H. Docwnents Forgery

0. Payback for past social
Oppression

P. Comypanng with other
cHres/actors

9 Condern the
condernner

4,
Jeutralizat on

Stage 1: Induetive -deductive analysis Stage 20 Ahduction, retrodue tion
nsing the WIOA and neutralisation theories —latent analysis naing routine
activity theory
A A
f !
. Second - Order Agsregate Theoretical i Abd uctio n- Reirod uction
First- Order Codes Constructs Dim ensions ! Inferences
( i
& Poverty 1 Extrinsic o !
B Unerploye nt o tvation 1 motivation :
C Lack of confidence in the ; :
police i
D.Collaboration with some i
police, banking and i
shipping officials. i
. " 1
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i | (Probing Question) of:
. . i | Wikt raust have been in place to

i

g %C. hﬁdeh,r.lg mEetngs o | trizger the existence of the second

-Y1ctns” mertia order constrcts and the aggregate

% theoretical dirension.

Structures, mechanisms and
enabling conditions

Ivlotivated offender, smtahle
tarzets, abeehe of capeble
guidance, acce pted cybercltore
arnong the youth, conupt law
erfiorcetment agents, higher cost-
benefit of getting away with
onling critnes, horde less natire of
cher offences, less regulated
glt_fmet cafes.

Source: Adapted from Braun and Clarke (2006) and Inuwa et al. (2019)
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6.2.1 Motivation

The case design and selection for this study dwelled on a single case approach intended to
unearth the mechanisms that underly the commission of online romance scams in Ghana.
Evidence gathered from the data suggested that most perpetrators shared similarities. These

similarities can be viewed in terms of age, gender and educational levels.

As indicated in Table 4.1, the cybercrime space in Ghana is mostly dominated by males with
female decoys. While all the respondents who agreed to take part in this study were male, one
of them affirmed that “... I have an account called Sarah Brown (Pseudonym). She is my

cousin. So, when the money comes, she is the one who will go for it at the bank. When the client

calls too, I will give t this is a usual practice

among the perpetrato the act. According to
Esmond, “... oh, there e not very common to
see because people wi and USB modems are

common, they just us

Guided by the MOA commission of online

romance scams among re 6.1 with supporting

evidence from Table 6.1 /ation. Motivation can be

viewed as the so@?mic
otivation in the commissi

scams. The study found:r%m
NTEGR| PROCEDAMUS

primarily extrinsic. In studying the phenomenon was revealed that a number of factors come

Llinternet romance

nline ramance scams is

p—

into play to motivate young Ghanaians to participate in cybercriminal activities. These include

poverty, social status, low-level income.
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Figure 6.2 Data Structure Related to Motivation

First-Order Codes Second-Order Construct Aggreg_ate Theoretical
Dimensions
A. Poverty 1.E>§tr|n_5|c ] > 1.motivation
B. Unemployment motivation J

Source: Author’s Construct

Further, the evidence from the data presented in the preceding chapter revealed that romance

scam perpetrators are young, mostly between the ages of fifteen and thirty-five years with basic

to tertiary level of ed some Ghanaians that

cybercrime perpetrato 2 perpetrators deny this

assertion and counter e, some of your mates.
You just don’t know " Nonetheless, the data
gathered for the stud ‘ I, more often than not,

during their secondar e assertation of a café

owner that

“... They use English t nost of them quit school
for the sake of money. H derstand or speak
good English? Iana her to make sense.
That is how come?hzy come ven steal clients.”

Additionally, it was revealed that scammers are mostly unemployed and depend predominantly

on the proceeds from the practice. In essence, perpetrators do not have steady incomes apart
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from the funds that accrue from their engaging in cyber offences. Therefore, it is worth noting
that the shortage of funds from scam activities impels some of these perpetrators to indulge in
consulting spiritualists, sakawa. Although this study did not find any respondents in this
category of crimes, respondents attest to the fact that it exists amid societal disapprobation. For

example, Patrick, a former perpetrator, narrates that:

“Things got bad for me somewhere around 2009. Fraud news in Ghana began to enjoy
popularity and for that matter, the shops began to tighten their security holes. The cards I used
to generate were no more functional on these shops. While things got worse for me, my friends

were really making it big. Some even suggested it was a spiritual matter and for that matter

ad, | began to intensify

This public displeasu yut'sakawa was further confirme displeasure about

people referring to hin e who visit the

Mallams and the pries

Data collected over the to be the most pressing

factor that drives you ductions from the data

demonstrate that the sCi i oy ' “poor backgrounds with

arguably poor p@ntro 3

families from the shackl erty By so domg _some.of-t

) TEGR| P n&cEDﬁ-HUE

paying school fees for thelr younger siblings.-This-is-evident in John’s claim that “my family

tend to help their parents in

is not a rich family. My mother is a trader and my father is also watchman. | am the first born
and I have four brothers and three sisters ... I need to sacrifice and help my parents to take

care of the rest.” This was further amplified as Zack (John’s younger brother) claimed “... he
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paid my school fees and found this job for me.” Again, poverty as a motivating factor is evident
in the case of Franklyn who claimed that “/ didn’t continue because of school fees; my senior
sister too didn’t finish because of school fees. My junior brother is also going to school but [
don’t know what will happen.” As evidence of poverty in relation to the payment of fees and
family support became ostensible during the data collection, it also emerged that some young
people also engage in online sports betting to fulfil their personal needs as well as support their
families. Chris for instance narrated that “... No, sometimes the money is not enough to take
care of myself and also the family. So, | do bet too. The times that | get plenty cash-out then |

give them some. If it is not plenty, I use it for myself.”

Tak
Second-order Constri
and First-Order Code
Motivation
1. Extrinsic motivation
a. Poverty

s, my senior sister 100
or brother is also going
" (Franklyn)

er is a trader, and my
nd | have four brothers

b. Unemployment " (Franklyn)

already. Myself and the
a graphic designer. He
y call him when we need

| Feue —-ﬂ'exSou ree: Author’s Construct /&
~—1 INTEGR| PROCEDAMUS.
6.2.2 Opportunity , B—

Opportunity in this study is operationalised as the forces in a person's environment that enable
the person to engage in online romance scams (see Table 3.6). As such, the study sought to

investigate these environmental factors that serve as opportunities for the commission of online
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romance scams. With reference to Figure 6.3 and supporting evidence from Table 6.2, four
second-order constructs were identified as the assemblages in the environment that aid
perpetrators in committing online romance scams. Evidence from this construct of the
framework revealed that perpetrators capitalise primarily on computer and computer-related
device ownership, low cost of internet services, absence of guardianship, routine activities of

victims and weakness in public laws and perceived enforcement inefficiencies.

Figure 6.3 Data Structure Related to Opportunity

First-Order Codes Second-Order Aggregate Theoretical
Construct Dimensions

police, banking an
shipping officials.
E. Unregulated inter

F.  Scheduling meetin
G. Victims’ inertia

2.0pportunity

Peer Influence

J. Affordable comp
devices and interng
services

Regarding technology ownerskIE’%&deF aFJWE&?e"” _Wway or'the other have access to

computing devices which aid them in the commission of online crimes. For individuals who
do not own personal computers, the internet cafes serve as breeding grounds for the

commission of these crimes. Again, perpetrators are of the view that owning a computer gives
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one the leverage of privacy when browsing the web. John avers that “those days when we used
to browse at the café, we always had to clear history after browsing otherwise the next person
will see what you have done and if you are not lucky the person can steal your client ... but
when you use your own laptop and all that, you can just close the cover and not think about
someone stealing your client”. This assertion corroborates the claims that there are female
perpetrators, but they do not use public spaces because they own personal computers and

internet dongles.

Furthermore, internet penetration in Ghana seems to have been on the ascendancy in recent

times; 94.79% as of January 2020. That notwithstanding, cybercrime perpetrators intensify

their privacy by subsa obile dongles or fixed

broadband. For instan collection in 2018 had
subscribed to Vodafo lic cafés. This affords
them the opportunity I own convenience as
opposed to the perio‘ s guarantees them the
opportunity to synchrc is worth emphasising
that VVodafone broadh ision services that the
group had subscribed e owned various USB
dongles which also affc _ their working space.

In relation to the a' ‘ i L ; scammers are of the
belief that the pollce are not f%ﬁgﬁwlﬁﬂmgﬁ%menace Again, cybercrime
does not seem to be perpetrated from a single location, thereby making it a daunting task for
law enforcers to track down perpetrators. For example, one of the perpetrators enquired: “how

will the police know where I stay ... They don’t have the technology”? This underlines their
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confidence that the police and agencies responsible for clamping down on cybercriminal
activities lack the capabilities to do so. Again, as of the third phase of data collection, the group
had moved from their earlier location, presumably to make it difficult to be tracked for possible

apprehension.

Apart from the fact that perpetrators believe officials lack the skills to combat their activities,
there are external perceptions that they also connive with some of the officials during swoop
operations. For example, a litigation lawyer avers that “... well, my personal experience with
law enforcement agencies with respect to cybercrime is that, cybercriminals are friends with

the police... I think that cybercrime is thriving because the police benefits from it. Once they

benefit, there is nothin rration is in relation to

law enforcers, eviden yvbercrime perpetrators
also scheme with offi ed to have engaged in
criminal activities. FJ C gadgets through their
clients. When this hap e shipped items, which
compels them to sell identified independent
scammer who had ha > customs charges are
expensive so the strate ) pay for the duty”. In

some instances, howe situations such as being

reported for susp%?urn awful /as _substantiated by
. ' !

Patrick who asserte @ the items got here in Ghana, uys began to suspect
e T T ——— _F

me. They even threatened to %Joﬁﬁwuﬁ wa-made[me go through. This

was a usual practice but this was huge”.
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Concerning victims’ routine activities, perpetrators place high premiums on first, their choice
of victims. Thus, their targets are mostly people who have predictable daily activities. This
way, they (scammers) are able to determine victims’ routine activities and adjust and play along
those lines. For example, scammers in drawing up their meeting times purposefully place
meetings at times that the clients are mostly free so as not to inconvenience them. In so doing,
victims tend to believe that the scammers are thoughtful and for that matter could be perfect

partners for them in the near future.

Additionally, cybercrime perpetrators also take advantage of the borderless nature of their

crimes and the fact that victims are often slow at reporting cyber-fraudulent activities. Even

though online romanc ndancy in recent past,

many of such crimes for instance reports on

their website that ‘o s to authorities due to

either fear or embarr ce, who remarked that

“Thousands of cases| [ty for falling prey to

cybercriminals. We a hem and not to ridicule

them. People do not 's not a conventional

crime”. This was fur ors, as both the group

members and indepenc ad reported them even

though they have threa oo N hac ' victed in relation to
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Table 6.2 Qualitative Evidence: Opportunity Dimension

Second-order Constructs Representative Data
and First-Order Codes

Opportunity

2. Weaknesses in Combative cl. “How will the police know where I stay ... They don’t have the
Laws technology”? (Independent perpetrator)

glolﬁigk of Confidence in the €2. “The police should be equipped technologically to be able to

assess intelligence on cybercrime activities. ” (Banker)

dl. “The banks, Police, and International Shipping agencies are
aware of the thing going on. This thing is no longer illegal oooh.
Don’t be lied to. ... A cousin of mine who does some was chased for
driving a DV [defective vehicle] plate car, but he tipped them for
them to leave him. It has become legal, but people have turned their
blind eyes to it.” (A café owner)

d. Collaboration with some
police, banking and shipping
officials.

d2. Well my personal expertence wzth law enforcement agencies

i at cyl als are friends with the
cause the police benefit
they can do about it.

.. how can you a lance
5 your salary? They are

ree at the same time so
g ... It also makes my

3. Victim’s availabili
e. Scheduling Meetings

etimes, the public feels
re trying to educate our
ule them. People do not
> it’s not a conventional

f. Victims’ Inertia

their losses to authorities
Embassy Website)

=

4. Gang Culture |

4
h. Poor parental control q ‘@IE& muételﬁ-kow-f %a

about football and other thingS..: " (John)

I remember is that every
the café to chat and argue

i. Peer influence il. “... they are my paddies, and we move together, so we do
everything together.” (Chris)

5. Technology Ownership j1. “I don’t go there nowadays because I now have internet at home.

It is cheap, it is always on. Whenever | want to do something, it is
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Second-order Constructs Representative Data
and First-Order Codes
j. Affordable internet available... We are just four in this room. So, n0 one can steal your
services client, no one can point fingers at you that you are a sakawa boy and
other things.” (John)
Source: Author’s Construct

6.2.3 Ability

Ability in this study refers to the qualities that an individual possesses to perform online
romance scams. With reference to Figure 6.4 and backed by evidence in Table 6.3, two second-
order constructs were identified during data analysis. Thus, social and technical abilities. This

section delves into these abilities and how they impact the perpetrators’ workflow.

Aggregate Theoretical

First-Order Code Dimensions

K. Peer Recruitme

L. Maintaining stor

M. Ensuring Priva
N. Documents Fo

Social abilities ar rptrat()r - 28" t0 1dentify with.s¢ orms and values.
For example, peeret:ator 'Wﬁﬁﬁ%@f e fact that fraud and, for
that matter, cyber fraud is frowned upon E)y the societies v;it;ﬂn which they live. However, they
manage to stay within these societies. Perpetrators also find ways to keep the public away from
their acts. This ability can be deduced from the group’s decision to end their operations at the

internet café to operate from a private location. However, the ability to keep cyber-offensive
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activities from the public eye largely depends on the perpetrators’ ability to purchase and
maintain private internet service. Perpetrators who are not able to acquire such services
continue to use public cafes, but with caution. Observations at the internet cafes revealed that
strict privacy rules are ensured in all the internet cafes observed. This is as a result of
complaints by patrons, especially the perpetrators, that bystanders observe their activities.
Again, there were noticeable posts on the walls of the cafes indicating “No standing in the
café”. This in effect is a caution to patrons without browsing time to keep some distance from
active users of the café. While this may seem like a privacy issue, it is more of a move instigated

by the perpetrators to keep the public away from their activities.

The second social abi eer recruit and manage

resources. It is worth s study, evidence from
data collected indicate gions and locations in
Ghana, many of whic tlined in the previous
chapter, cybercrimes eral crimes. Therefore,
gang leaders recruit pe es. According to John,
“there are no leaders is why we see them as
leaders ... it is just tha he pe > 108 quse he has made more
money than the rest ... | rmec ‘ ‘ .

| can shop and someone too cal 7 e e oup so that when
the money comes, we's ogether”. Apart from the le_?i ers es Fto bring together
individual perpetrgtérs to o##’l I MEEM%M@@ fnanéé“e-the members and

resources (utilities including internet service charges). Most groups, according to respondents,

n cannot do everything.

have between four and ten individuals who are usually camped and share resources, including

apartments. The residences most often than not are the leaders’. This kind of arrangement
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requires the management of resources so as to avoid an abrupt end of operations of the group.
Organised perpetrators, therefore, allocate funds from their operations for the maintenance of
their facilities. In order to mitigate unanticipated circumstances such as internet data runouts,

some groups purchase the highest packages available.

Figure 6.5 A News Article on an Apprehended Cybercrime Syndicate in Ghana

¢ & C | @ ghanaweb.com/Ghanat ge/NewsArchive/Details-of-how-Tamale-Sakawa-King-and-his-ga.. % (1 @ @@ o ™ % at v n@:

= v COEETTREGY €

DX

S COLUMBIA “ { % . The Best Path to the

INTI l{\\ll()\ Al

COCLRgRS World’s Top Universities Bl e

Home News. 2018 1225

Sports Business Entertainment i TV / Radio

_ General News of Tuesday, 25 December 2018 Source: My News GH

Home - News Details of how Tamale ‘Sakawa King’ and his gang executed $15m fraud
Election 2020 _

Coronavirus

News Headlines
Archived News
Video News

Year In Review 2019
Photo Archives
Tabloid News
Editorial News
Africa News

Crime & Punishment
Ghanaians Abroad

d '
Health l widespread, Africa-based cyber conspiracy after wire transfers from m (] . .
Politics o e Elcnranl\cl P[operty v:h!das Jobs

9) (37,045) (15,721) (1,123)
Regional

Religion

« « o POWERED BY
w Tonaton.com

Home & Garden (25,699) »

Flathina Uaalth 8 Basub /0 7E6Y

Technical ability was or the ability aggregate

theoretical dimension. nces requires heavy use

IT skills in order to perpﬁyber offences For mstancg,w ime perpetrators need to
~— IN DAMUS \—o
install and configure computer appllcatlonF ﬁ%ﬁo ensure anonymity. These applications

of computers and gou aguires tt@!uild considerable

come in different levels of sophistication. It was observed from the field study that beginners
often employed web plugins such as SOCKS5 proxies. In this instance, perpetrators insert

SOCKSS5 proxy addresses in their browsers which grants them the leverage to alter their virtual
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location. These addresses are mostly generated online but are often restricted to the locations
available at the time of generation. A higher-level tier of anonymity is the use of premium VPN
accounts. According to the perpetrators, SOCKS5 is limited to the countries, unlike the

premium ones. For example, Esmond narrated that

“With the [one of the VPNS®], it is like having access to someone’s computer in the US and
using it. So, you will get access to the person’s user ID and password and browse on the
person’s laptop without his knowledge. When you finish you have to clean the browsing history
so that the person won't suspect it ... Amazon can sometimes track so like if [ want to shop and

the state on this card is Massachusetts, then | have to connect or buy a proxy of the same state

as the card | am hav ard, they will suspect

something fishy so yo y will think you are in

the state (he shows a

® Name of application truncated
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Figure 6.6 A Snapshot of a Premium VPN

& Chrome File Edit View History Bookmarks People Tab Window Help G 2 T L) 7% Weddd5AM Q @ =

® @ CONNECTED

r © e :

== My IP: 199.115.102.154

Secure internet @)

Sharktech
N/A
Mac OS X

Chrome 80.0

Your disguise: 90.0% Minor remarks regarding your anonymity and security

Again, in committing age in identity theft by

sourcing for pictures e selected model has a

sequence of pictures f ver, they are compelled
to alter pictures when t tures. In such instance,

scammers use face-cha tools to swap the faces

of the models as represente photographs that while the

. (o s - )
images presentthé‘gk'same location, the faces"and'the notes on the.she ;@lfferent.

g

e
INTEGRI PROCEDAMUE

10 Naked webcam videos
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Figure 6.7 An Altered Photograph of a Model

Source: Field data

Another form of forge e flight details forgery

where already existin r as though they were
genuine. The technica ration is that they need
an expert in graphic de ents without traces of
suspicion. That is, the al document as well as

match the colours and

INTEGR| PROCE DAMUS
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Table 6.3 Qualitative Evidence: Ability Dimension

Second-order Constructs Representative Data
and First-Order Codes

Ab”ity . k1. “I can’t tell how I started, but I know it is through when meeting
6. Social Ability at the café every day after training.” (Franklyn)
k. Peer recruitment
|. Keeping constant 11. “You have to correctly remember the story for each client.”” (John)
storylines

m1l. “You need to open the site but you need to use a VPN because
7. Technical Ability when you open Amazon for instance, you will a Ghana IP so you need
m. Ensuring Privacy to change the IP by using a VPN. There a number of them.” (Esmond)

nl. “He works with a printing press at Circle. We only call him when
we need to make changes on some documents and create flight
schedules and things. So, he is not always with us.” (John on
outsourced abilities)

Source: Author’s Construct

n. Document forgery

6.2.4 Romance Sczﬂ

Having given the bac s well as their abilities

and the environment s the justification that

romance scam perpetr important to note that

the justification give differ from person to
person. Rationalisatio ion for one’s unlawful
behaviour. In studying sy for one to confound

offenders’ motivation ile poverty may be the

driving force for (%ii <
is his/her rationa!isa

W@ommission of the crimi ¥
~——1_INTEGR| PROCEDAMUS

1 he/she defrauds

Evidence from the data indicates that cybercriminals’ targets are mostly the wealthy and
financially sound westerners seeking romantic relationships. While one of the respondents

believes the victims are wealthy and, for that matter, do not lose anything when they are
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scammed, an astonishing revelation was when one of the group members said, “They are credit
cards from the Osama Bin Laden Bombing... those who died didn 't die with their cards.” Even
though this assertion may not be directly related to online romance scams, the respondent
believed the September 11 World Trade Centre attack victims still have their monies on their
cards. For that matter, they are robbing no one. Again, online romance scam fraudsters
interviewed for this study rationalise their activities as not being as dangerous as traditional
crimes like robbery and murder. For example, a respondent claimed that “No one can judge me
with what |1 am doing unless a judge tells me that | am a criminal; nobody can call me a
criminal”’. He is of the view that cybercriminal activities are standard practices that people

commit even without knowing. He again questions other activities that he considers to be

similar to cybercrime: n torrent sites, do they

pay? Do you call them ains that cybercrime is

less a crime than tradi Jo nothing... I can’t go

and rob people ... No 0 claim that they take

advantage of greedy, | ow at identifying scam

relationships. They cle on their forefathers by

westerners during the
Fi 2 glated tc ion

- Aggregate Theoretical

First-Order Cod Dimensions

0. Payback%i—

social oppression

-

P. Comparing with 9.Condemn the
other crimes/actors condemner
.

4 Neutralisation

Source: Author’s Construct
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Table 6.4 Qualitative Evidence: Neutralisation Dimension
Second-order Constructs and Representative Data
First-Order Codes
Neutralisation

8. Denial of victim . 0l. “... they stole our gold; they also used our grandfathers and things for
0. Payback for past social slaves. My guy, we are taking back.” (an independent perpetrator)
oppression

pl. “... those who have been downloading movies from torrent sites, do they

pay? Do you call them cyber criminals?” (John)

9. Condemn th_e Condemn_er p2. “It is better to do something than do nothing... I can’t go and rob people
p. Compare with other crimes  'Nq it is bad to do that.” (John)
and their actors

p3. “No one can judge me with what I am doing unless a judge tells me that

I am a criminal, nobody can call me a criminal.” (John)
Source: Author’s Construct

6.3 Perpetrators’ Behavioural Dynamics

With the preceding sections highlighting the motivations that underlie the commission of

online romance sca al and social abilities

possessed by the perp eir actions, this section
seeks to emphasise t nternet crimes. Again,
perpetrator behaviouer ee stages: the creation
stage, maturation stag idated in the ensuing

sections.

6.3.1 Creation

Several mechanisms cony creation stag o ‘behaviours. The creation

stage is observed @Eﬂing stag

. . ] o e .
crimes. Evidence from We;%a ollected- over-the d an_indication of how
o R e SRR R

unassuming young individuals pick up behaviours-at internet cafes. Different groups of people
patronise public cafes for different reasons. For example, school pupils patronise the cafes to
access the internet to do their homework. Junior and senior high school students also use the

cafes for research purposes, and so also are those with duplicitous motives. It is, therefore,
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apparent that the cafes, more often than not, are crowded with patrons with various agendas

and purposes.

Further, young individuals also use internet cafes for leisure. Thus, they purchase browsing
minutes to play games and watch YouTube videos. In so doing, they pick up hints on how to
find friends and connect on Facebook and other social media platforms. They further graduate
into attempts to benefit from their friendships by requesting little gifts from their friends and,

through that, become habituated.

Figure 6.9 A Group of Young Individuals in a Browsing Session at a Café

Contrary to the use 'Ef“i;Tt' afes by studentsand other grmﬁ&fg béo’?e public cafes hold
a strong appeal for young pe.orgle g&lird @@H’d Mﬂéf{a{ |h ith frlends and making arguments
about topics of interest such as football, music and entertainment. These young people
gradually form a cyber-culture that sometimes runs late into the night and is often wrought by

the fact that some cafés operate twenty-four-hour service known among patrons as “rwenty-
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four”. Through these social interactions, young unintended individuals with needs request
cyber-deviant peers to shop for items for them illegally. Once these requests are met, the act is
repeated, and these individuals are subsequently coached in the rudiments of deviant cyber

activities.

At this stage of the dynamics, perpetrators resort to the use of scripted content with close
assistance from their mentors. A deviation from the template destabilises beginner-perpetrators
to fall on their coaches for a take-over the chat sessions. These steps are repeated until the

beginner has the self-assurance to continue with the activities unattended.

6.3.2 Maturation
After individuals hav ependence from their
mentors, they move | e, it is assumed that

individuals who hithe ims can independently

engage in various for data collected over the

period indicates that activities, engage in a
multiplicity of crimes
Contrary to what happe eir own create profiles
on dating platfor age date s , i migrate would-be
latforms. Agaln there is little o ' or law enforcement

during this stage. ThIS is due %Ebfpﬂ&g&;?g%”o privacy and their abilities to

manipulate proxies. Perpetrators are of the belief that law enforcement agencies are weak at

victims to instan; messag

combatting technological crimes. This belief, coupled with the viewpoint that victims may not
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report cybercriminal incidents emboldens scammers to go all out to get what they want from

their clients.

Further, cybercrime perpetrators at this stage partner with their counterparts within Ghana and
internationally organised cybercrime groups. This is evident in their quest to outsource some
of their activities to friends. Again, evidence indicates that the clients from the dating platforms
are often channels for illegal shopping and shipping of items from their countries of residence
to the perpetrators. In so doing, perpetrators at this stage, either by themselves or through the

services of carding specialists, trade in credit cards with global organised groups.

Another activity of in'q perpetrators seemingly

scheme with corrupt 1 bypass state laws and
evade arrest. This poi erviewed for this study

“Oh they connive witl afford a range rover?

How much is your sal s account is supported

by one of the lawyer r is thriving because the
police benefit from ir. ! 1, 1 of 7 ! bout it.”

Lastly, at this stage, 7 7 oups where codes and
information about si 0 plati 7 , gI)the perpetrators
in this study, such;%‘ premium forums, meanlng t tors charge patrons
a fee to enlist them ‘While CVIdII‘E!%HiEEBQE&)E} -Fﬂe'arviement cannot be substantiated,

it seems to be a new trend among cybercrime perpetrators, particularly independent

perpetrators. Figure 6.10 illustrates one of such knowledge-sharing groups.
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Figure 6.10 A Cybercrime Knowledge-Sharing Platform

4 o & Y¥x Zyoxx

n For Sale!!!!!

Dope Military picture available.

+233 XXX XXX
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dating format pls?
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. +233 XXX XXX
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+233 XXX XXX ‘
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6.3.3 Decline
The maturation stage | e and ten years, during
which decline begins. ge. They may include

public education and up imerce platforms. When

this happens, per@a requ md@ictims as well as
bypassing security featurﬁm.tommerce platforms Howgveﬁ‘i./vorth noting that resilient

individuals who find ways around the systEm@%‘ﬁm in the maturatlon stage or diversify into
other schemes. Unsuccessful ones, on the other hand, decline. Such individuals, according to

the BNI officer, “very much likely engage in traditional crimes and some go as far as
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kidnapping foreigners”. According to the officer, however, there is no decline until the

individual is arrested, making their behavioural changes more of a cycle than a curve.

However, from the accounts of the perpetrators, most perpetrators at this stage either become
intermediaries for cyberdeviant shoppers or stray into sports betting and other forms of
gambling. By being intermediaries, perpetrators establish connections with specialised
shoppers for individuals who seek to illegally purchase items on e-commerce platforms but do
not possess the ability to do so. The middle-man earns a percentage of every item purchased in
such cases. The middle-man, in most cases, earns twenty per cent of the transaction; the

consultant, forty per cent; the brainer, twenty per cent; and the remaining twenty per cent is

sold to defray the co ops are purchased, the

middle-man takes on er takes one, and the

remaining one is sold

It is also worthy of nc friends to try spiritual

means to remain in the Patrick:

“Things got bad for hana began to enjoy

popularity and for th holes. The cards | used

to generate were no mc vorse for me, my friends

were really makin )ig. S
suggested consultmg

1d for that matter
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Figure 6.11 The ORS Perpetrators’ Behavioural Dynamics

Creation Stage

Maturation Stage

Decline Stage

CREATION

o Beginners start basics with
no clear sense of direction.

e Possess little or no skills

o Guided by mentors

¢ Follows strict templates

MATURATION

e Multiplicity of crimes
- Forgery
- Credit card fraud
- ldentity theft
- Shopping

¢ Ability to “ghost” IP
addresses

o Collaborate with law
enforcement officials to
evade apprehension.

e Join knowiedge-sharing
groups

e Mentor others

Source: Author’s Construct

6.4 Online Romance Scam Pathway

DECLINE
¢ Unsuccessful attempts to
bypass credit card
verifications
e Difficulty in convincing
clients

e Scammers venture into sports
betting

e Vay cross into cyber-
spiritualism.

e Traditional crimes become
attractive.

This study’s third objective sought torexplore the strategies that online dating romance

scammers employ in finding, grooming and defrauding their victims. In the quest to satisfy this

objective, three stages-were realised. These have been explained in=detail in the following

sections.
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6.4.1 Phase One

The first phase of the pathway is the preparation stage. At this stage, perpetrators register and
create attractive profiles on dating platforms. Such profiles are created with fake images of
unpopular American or Russian models with accompanying descriptions. Very often,
personalities in the profiles are young women between the ages of twenty-five and forty. After
profiles have been created, the perpetrators advance to find suitable targets. Qualities of targets
sought by the perpetrators include new users who have not engaged on the platforms for long

time. It is assumed that such users are inexperienced in determining scams.

Scammers then proceed to stalk the found users (would-be victims), after which they wink

them. Upon acceptanc‘ scammer may go back

to search for other sui It is important to note
that users of dating pl way or the other may
adopt some tricks to uestions pertaining to
happenings in the col quizzes may relate to
subjects including pol e perpetrator is unable
to answer the questio er instances where the

perpetrators answer th to the second phase.

-

6.4.2 Phase Tw
= Py =)

The second phase of the s is the crisis stage. This phas 7' er manifests in two ways.
e, Ji e e e b i L -

The first is the scammer-le(ﬂgpgﬁﬁ‘aﬁ(ﬂm&hﬁeuéﬁent-led. In the scammer-led

approach, scammers, after gaining trust from phase one, create exciting storylines to keep the
client bonded to the relationship. A familiar story among the scammers is to pose as a

philanthropist engaging in humanitarian projects in Africa, specifically in Ghana. In such cases,

174



University of Ghana http://ugspace.ug.edu.gh

donors from the United States will donate items through the client to the scammer who claims
to be a philanthropist. But what is unknown to the client is that his/her address is being used as
a transit for the shipment of illegally purchased items from e-commerce platforms. This
approach often develops when the scammer fakes the attributes of a man of fifty-years or more.
Other professions that scammers often use include US or UK military men on a mission in
Africa. In an established relationship, the scammer begins to request a supposed
inconsequential favour such as $100 gift cards from the clients, which gradually advances into
significant amounts of between $500 and $1000. When both the scammer and the client agree
to establish a permanent relationship, which would require the scammer to come home, the

latter begins to falsify documents (e.g., passports and flight tickets) and tragic stories that

appeal to the emotions , accident). They then

use the opportunity to ey to pay hospital bills
and facilitate their ret ress to the next phase
while unsuccessful o ideos obtained during
the course of their rela
On the other hand, the ose as young ladies on
internships in Africa. kers and students, and

they target older men (|

relationships but w ofte
: A |
to the scammers, n $500 and $1000

depending on one’s Jnegotlagﬂlrpm Eﬁ@ﬁ%@*&ﬁ?@wd in this category are also

not interested in lasting
mmers. According

go for $200, and videos 90

interested in lasting relationships and fall prey to the scammers’ requests for petty gift cards.
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6.4.3 Phase Three

This phase is the termination stage in the scheme of affairs of the scammers. The manifestation
of this stage ensues when either the scammer succeeds in duping the victim, or the victim
identifies the relationship as a scam. It is important to note that scammers terminate the
relationship as soon as they succeed in defrauding their victims. Thereafter, all digital
footprints of the profile used are wiped out. These include the profiles on the dating platforms,

email accounts and, to a large extent, the mobile numbers used for communication.

On the other hand, scammers tend to blackmail their victims in the client-led approach by

threatening to report them to the FBI for abusing them in the form of requesting naked pictures

and videos in return s of monies from the

victims. To avoid this onies, after which the
scammers reveal the ictims. Again, digital
footprints are deleted

Table 6.5 Romar g Platforms and

Phases : : ‘ > ms/Technologies

Phase I:
Preparatory Q

ating platform. - =
MigFatgty Dating platforms,
instant'mes %ﬁ? WndiV\fhatsApp, Telegram,

Google Hangout

Pass quiz in order to proceed to the Dating platforms and Search

crisis stage. Engines to find answers.

Create and tell consistent storylines. Instant messaging apps:
Phase I1: Crisis WhatsApp, Telegram,

Google Hangout
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Shop online (e-commerce fraud) and E-commerce platforms:

exchange gifts with clients. Amazon, Walmart,
GlobalRose

Download and edit pictures of naked Photo editing applications:

models. Photoshop, Photo Editor Pro

Trade pictures and videos for money. Instant messaging apps:

WhatsApp, Telegram,
Google Hangout

Delete profiles and wipe off all digital
footprints.

Blackmail victims and demand money. | Instant messaging apps:
WhatsApp, Telegram,
Google Hangout

Dating platform

Phase I11:
Termination

Source: Author’s Construct

6.5 Forms of Cybercrime
The study sought to unearth the mechanisms that underlie the commission of online romance

scams. After attempti | s, the study discovered

ancillary results that suggested three broad

forms of cybercrimes

systems, crimes that n

ire perpetrated against
perpetrator and victims,

and cybercrimes roote

Even though data col ne di ' 7 I ence of pure technical
crimes, document exa andute s fom gper| caled that that type of

crime does occur in the er_investigation. /4 nted in Figure 6.12, the

Ghana police arr@—e_lve memb

transfer GHCBZ@inIioWa state-owned bank. A state the news indicated that:
~~—1_INTEGR| pPROCEDAMUS I'——

“according to the police, all the suspects, beﬂeveg {o be part of a wider cybercrime syndicate

made up of Nigerians and Ghanaians, attempted transferring a whopping GHC326 million

from the vault of Universal Merchant Bank (UMB), electronically”. Aside from the fact that
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this may be purely a Type | crime, it also corroborates the existence of cybercrime syndicates

in the country, giving credence to the group that was used for this study.

Figure 6.12 A Snapshot of a Technical Crime News Item.
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As evidenced in the data collection, the study considered crimes that needed both online and
offline involvement of victims and scammers to make the crime materialise. The researcher
terms this form of crime socio-technical cybercrimes. Throughout the study, it can be realised
that almost all activities that were put under inquiry for this study primarily needed the active
participation of the scammer aided by technological systems and the clients' participation. For
example, whereas in technical crimes, one may not necessarily need the participation of another
party on the other side of the system to facilitate one’s activities, in such crimes as romance
scams, scammers require that clients are actively involved, as would the various collaborators
such as bank staff, shipping agents among others. Figure 6.13 presents a news headline about

a romance scam syndicate apprehended.

Figure 6.13 adl m: \pprehension

Source: Daily Guide (2017)
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On the spiritual dimension to cybercriminal activities in Ghana, primary data did not elicit
evidence, but inferences from discussions with the respondents and document examination
educed its existence. Termed sakawa, the spiritual dimension of cybercrime entails perpetrators
seeking the backing of spiritualists and, to some extent, pastors who bless and pray on the
devices used by the scammers in their activities. Sakawa boys are rumoured to often operate in
groups and perform socially grotesque activities such as eschewing bathing, carrying out
requirements such as submitting human body parts at their cult meetings, sleeping in coffins
and committing incest. Whereas the first two forms of crimes mentioned are solely cyber-
related, the techno-religious crimes incorporate elements of both cyber-offences and traditional

offences like murder.

6.6 Chapter Summ
The chapter set out to with particular relation
to the research questi ur mechanisms sought
out by the first resea d rationalisation. The
chapter thence went o e romance scammers,
thereby revealing that behavioural dynamics.
The stages are creatia activity was to analyse
online romance scammi

done in an effort to

outlined. This comp paratory, crisis and terminati(_).‘ |

INTEGR] PROGEDAMUS

Despite the above, the study discovered three road types-of cybercrlmes in Ghana: technical

crimes (Type 1), socio-technical crimes (Type Il), and cyber-religious crimes, which add a
spiritual dimension to the already established forms of crimes accompanied with some forms

of traditional crimes.
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The next chapter discusses the analysis presented in this chapter and maps the studies and

existing literature to confirm, counter or reveal new findings.
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CHAPTER SEVEN

DISCUSSION OF FINDINGS

7.1 Chapter Overview

The findings presented in Chapter five were analysed in the previous chapter (chapter 6). The
mechanisms that trigger cybercriminal behaviours were identified in this chapter. It also
highlighted the stages in the romance scam pathway, as well as the dynamics in the
perpetrators’ behaviour.

This chapter discusses the findings presented in the preceding chapters in line with the literature
reviewed (in chapter 2) in order to answer the research questions and draw lessons. In this
regard, the chapter compares the literature reviewed and the case findings and analysis in

chapters five and six.

ed around one of the
research questions. T
1. What mechani

a) What are aviours?

b) Which env performance of cyber-
offenders?
c) What abil d them in committing

online crime

d) What @Eﬂion strategie | : erpetrtl, oy to justify their

ﬁmm FHDGE&MHJE e

2. How do cybercrime behaviours change over time?

unla fuI beh

3. Which strategies do online dating romance scammers employ in finding, priming, and

defrauding their victims?
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7.2 Triggers of Cybercriminal Behaviours
This section attempts to find answers to the first research question: What mechanisms trigger
cybercriminal behaviours? In that regard, the ensuing subsections are structured along the

respective sub-questions under the broad question.

7.2.1 Motivation
This section presents a discussion of the research framework’s motivation dimension. Also, it
seeks to answer the first sub-question of the first research question: what are the motivational

factors of cyberdeviant behaviours?

Motivation is advance cams, including social

pressures such as how urphy & Dacin, 2011).
While the literature pa and extrinsic, findings

from the current stuc among romance scam

perpetrators is largel ‘ ) other forms of online

crimes such as hacki )15; Whitty, 2018b) on
romance scams found trators is to financially
profit (extrinsic) from I and inherent (Kshetri,
2013a).

That notwithstanLdIi a ﬁumber of socio-

e T T ——— _F
economic factors that impei%g‘iﬁﬁlﬂi FE@@E’&W& sams. Such drivers include
poverty, unemployment, low level of education and low income. For instance, the romance
scam syndicate studied for this research were made up of young unemployed persons aiming

to live meaningful lives from cybercriminal activities. Even though they gave no confirmatory
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responses to questions about their involvement in traditional crimes, they believed cybercrime
is less a crime than traditional crimes. This finding lends credence to those of previous studies
by Okpan and Anigbogu (2016) and Olaiya et al. (2020) that internet criminals commit crimes
primarily as a result of unemployment, deprivation, and a desire to aspire to the higher socio-
economic statuses of those they see, despite the lack of readily apparent income-generating
activities to justify such wealth. To further bolster this finding, online romance scams take a
lot of time and effort to accomplish. However, scammers take their time to walk victims
through the romance scam pathway. According to scammers, one’s awareness of one’s
situation (poverty, unemployment, among others) is enough motivation to be patient. Hence

the lesson:

Lesson One: An inte g unemployment, low-

level income, low-lev a major driving force

behind the commissio

7.2.2 Opportunity

In considering the mo 3 complete explanation

must ultimately consi ple conduct their daily

activities (Choo & Ta igurations of the forces

in a person’s environme

tunity (Blumber
- tunity ( g

& Pringle 1982). nals take advantage

|
of weaknesses in eX|st|ng aws tg %ﬁ‘ |ﬁﬂ@5mg§derlmes their confidence that
the police and agencies responsible for clamping down on cybercriminal activities lack the
capabilities to do so. Again, persistent alliance with some corrupt officials of law enforcement

agencies, bankers and shipping agents tend to reinforce the confidence perpetrators have about
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succeeding in their activities. This finding corroborates Olayemi’s (2014) assertion that laws
to combat cybercrimes are useless if law enforcement agencies do not have the education and
training necessary to operate a computer. This finding further supports Mui and Mailley’s
(2015) claims that opportunity becomes more attractive to perpetrators when the probability of
being caught is low. This finding informs the second lesson:

Lesson Two: Romance scam perpetrators take advantage of weaknesses in regulatory laws to

commit romance scams.

Further, a finding worthy of note is that romance scam perpetrators use computers and

computer-related technologies to perpetrate romance scams. For example, they synchronise

their computers with municate with clients

synchronously. To a ers acquire dedicated
internet services and etation of this finding

can be linked to the a ding, coupled with the

evolving cyber-cultur owledge among young

Ghanaians, is substan though internet access
has been beneficial to and employment, the
connection between potent with the broad

deployment of broadba

Lesson Three: R(%— perpetrators take advantage

affordability of d;j-if:'ated mfg?lntlgﬁﬂﬁ HEGESEHUE-

0\;vnership and the
|

p—

An important point that cannot be discounted with respect to the findings’ analysis was

scammers’ exactitude at extrapolating the routine activities and availability of victims. Victims
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tend to share their schedule of activities with their lovers in their quest to plan meeting times
due to differences in time zones, which allows scammers to better meet the relationship
expectations of the would-be victims. Additionally, victims’ constant presence tends to allow
the scammers the leverage of time to financially profile them. Financial profiling includes
income levels, creditworthiness, and properties owned by the victim. Obtaining detailed
information about victims is made more likely when they spend sufficient time online with
scammers. This finding is in line with Leukfeldt and Yar’s (2016) that cybercrime victims often
spend so much time online, which provides a greater chance of being exposed to online crimes.
A lesson is thus suggested that:

Lesson Four: Victims perpetrators warrant

them opportunities to

\
7.2.3 Ability ‘
Ability has been ident required to complete a
task. Lickiewicz (201 inals’ abilities in that
regard; social and tec lity of an individual to
function in a group an nical skills are general

knowledge concerning

Evidence from th% ed f 7 ,
both social and t(?c.h s. Social abilities refer to the
as a group and understand thé%l&ﬁﬂﬂﬁﬂmm&%

and ability to maintain constant storylines with victims cannot be overlooked. The preceding

1d network functioning.

5Cammers possess

|

abilities to function
|

n, their social relationships

discussions about perpetrators’ social abilities thus inform the following lesson:
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Lesson Five: Scammers hold a high level of interactional social ability that aids them in

keeping their victims believing seemingly legitimate truths, which turn out to be lies.

Further, online romance scammers possess technology-related abilities that cannot be
overemphasised. While most perpetrators interviewed for the study had no formal IT training,
they use basic functions of computers and related technologies in their daily operations. Except
for the group leader, who had some level of computer training, the members learned the act of
committing cyber-offences on the job. Also, the perpetrators’ awareness of the needed
technology and applications to use at particular points in time affords them the leverage of

outpacing their victims and, by extension, law enforcement. For example, perpetrators use

sophisticated applicati ome of the study is in

line with Clough’s (ﬁ er crimes was limited

mainly to those with a itous and increasingly

easy to use, ensuring his finding, therefore,

informs the lesson:

Lesson Six: Romance { y sophisticated T skills gh they do not possess
formal education in I is hssi lugrto the! 1 r of knowledge among

scammers.

724 Rationalisi g OnliflesRomance Scam |

e T — _F
This research has provided algglnrmrﬁ HW&E’M&H?@ ercrime and their abilities
and opportunities. As a result, the justifications that romance scam perpetrators offer for their

crime participation are presented in this section. Analysis of the findings suggests that online

romance scammers perceive their activities as less dangerous than traditional crimes like
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robbery and murder. Clearly, they seem not to be mindful of the post-victimisation issues that
their victims are left to deal with. Per the views of online romance scammers in Ghana,
cybercriminal activities are standard practices that people commit even without knowing.
Comparisons are often queried by romance scam perpetrators between their cybercrime
activities and piracy (i.e. torrent downloads), which is a common practice among students

(Akbulut & Dénmez, 2018).

Along with targeting their victims, romance scammers see them as selfish, ignorant, and
unintelligent people who are slow to recognise scams and often fail to complain even after

being deceived. This attribution is made against the backdrop of scammers spending a

considerable amount now them inside out.

Some romance scam ore. This is evident in
data showing that vict mmers are likely to be
swindled out of large profile themselves as
men on dating platfor ‘ dependent men capable
of ensuring the victi n the context of such
falsehoods that some s finding aligns with a
previous study by Ak jullible individuals and
foreign nationals are th
aclaim by Whittyn .
e
wealth as well as pe

profits quickly, victims are %ﬁ&ﬁﬁﬁ)iﬁﬁéﬁﬁh\‘gﬁ:mers =

rica. It further endorses

am victims are often promised
) |
enormous personal

ships by scammers. In that regakdy

Regardless of what has been discussed so far in the preceding paragraph, online romance scam

perpetrators also profile themselves on dating platforms as young girls who, along the line,
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exchange photographs (mostly nude pictures) for money at the request of their victims (see
section 5.5.1). More often than not, when scammers assume this position, they tend to engage
men whose only interests are to prey on young ladies on dating platforms. Scammers, after
several exchanges of naked photographs and videos, blackmail the men into paying huge sums
of money, else they risk being supposedly reported to the FBI for exploitation. In terms of
research on online romance scams, this result appears to be novel, hence the corresponding

lessons:

Lesson Seven: Perpetrators moderate the severity of their offences by engaging in selective

social comparisons. For example, they compare romance scams to traditional crimes and

digital piracy.

Lesson Eight: Roman ir crimes by perceiving

victims as greedy, gull

7.3 Romance Scam B

This section seeks to ybercrime behaviours

change over time? T es valuable insights to

address this question. T ent romance scammers’

behavioural dynami ribed a curvature

ecllne a divergent
argument was made by a op’ﬂ@%ﬁrﬂﬂﬁ&ﬁﬂ%mtlon of a curve in favour

of a cycle (see Figure 8.3).

in respect to th?ll’ dynamics — creation, matu
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In attempting to answer this question, it is imperative to profile the characteristics of
individuals who engage in romance scams. The online romance scam space appears to be
dominated by males between the ages of fourteen and forty years. Even though this study did
not consider minors in data collection, assertions by internet café owners and operators
revealed that there are younger individuals (of less than 14 years) sponsored by their parents
to engage in scams. A plausible reason for this development may be linked to the fact that the
space also involves females who do not necessarily show up at the internet cafés as their male
counterparts do. It also supports the idea that computer illiterates pay computer savvy people
ostensibly to commit scams on their behalf, thus creating an opportunity for outsourced ability.

Earlier studies have indicated that universities and other higher learning institutions are

breeding grounds for 1). Even though this

claim’s cogency was gests that community-
based internet cafés s ehaviours. Again, the
findings contradict an made, 2011) that since
the knowledge of co ‘ vement in cybercrime,
most students below be involved in it. The
following lessons are
Lesson Nine: Cybercri mplices who act as
decoys on behalf of

Lesson Ten: Com

) - -.I
internet cafés serve as br‘gm%hds for instigating

INTEGRI PROGEDAMUS I'—

cybercriminal behaviours.

In terms of dynamics, individuals in the development stage are characterised by a lack of clarity

regarding the types of crimes they expect to commit. What is perceptible to them is their quest
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to acquire gadgets for personal use or make profits from selling them. Analysis of the data from
this perspective indicates that individuals at this stage are often guided by their mentors
(established perpetrators). They often possess little to no skill and operate on a very narrow
repertoire when they start engaging in chat sessions. These catalogues of lines are often
repeated until the beginner-perpetrator advances to the maturation stage. Unlike the creation
stage, the maturation stage is characterised by a multiplicity of internet crimes committed with
the aim of making quick money. For instance, while the creation stage involves clients finding
and chatting and attempts to bypass e-commerce platforms with acquired credit cards (often
given to them by their mentors), the maturation stage delves deeper into instances of forgery

and black-market trading for credit cards.

Over the past few ye th attempts to combat

cybercrimes in Ghan ime Unit of the Ghana

Police Service, formu Strategy and passing

the Cybersecurity Ac rrupt law enforcement

officials, bankers and orate with cybercrime
perpetrators threaten crime in Ghana. It is
noteworthy that rom can establish these

relationships.

=T
The final stage oft | dynamics is [ e. T
changes in the enwronmenf%ﬁ%ﬁﬂﬁﬂ@ﬁmmg?ate From the data analysis,

public education and tightening of security features on dating and e-commerce platforms limit
perpetrators from effortlessly having their ways. Perpetrators are then compelled to delve into

other ventures such as mobile money fraud, sports betting and intermediation when they start
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declining. One thing that is not clear from the perpetrators’ perspective is whether they branch
into traditional crimes when they are no more able to keep up with the extravagant lifestyles
they hitherto lived. However, it is evident from the data analysed that perpetrators have the
option of seeking religious/spiritual relief to keep up with their lifestyles. While there was no
primary evidence to validate this claim, it seems to be common knowledge among the study

respondents. Again, this study cannot substantiate the success rate of cyber-religious activities.

Despite the fact that parts of the above results confirm what is in the literature, such as
association with corrupt state officials and bankers (Aransiola & Asindemade, 2011), it also

provides an interesting starting point for understanding the behavioural dynamics of romance

scam perpetrators, es rce of evidence. As a

result of these finding
Lesson Eleven: Cybel 0 skills in committing
cybercrimes and have
Lesson Twelve: Onli on stage engage in a
multiplicity of careful ercrime syndicates and
knowledge-sharing gra

Lesson Thirteen: ndeavour in mobile

E

money fraud, sports bettmg’!rT&EﬁﬁﬂeﬁﬂEﬁﬁEm%f perpetrators Traditional

crimes become attractive at this stage.
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7.4 Romance Scam Pathways

This study adds to existing studies on the Romance Scammer Persuasive Techniques Model
(Whitty, 2013a) by bringing new insights to the initial model. The findings from this research
suggest that the success and failure of a romance scam attempt depend on the perpetrator’s
perseverance and the victim’s unfamiliarity with scammers’ strategies (Whitty, 2019).
Therefore, this study compressed Whitty’s (2013) five-stage trajectory into a three-phase

pathway: preparatory, crisis and termination phases.

At the heart of the preparatory phase is the establishment of relationships with victims. The

analysis of the finding suggested that for perpetrators to progress to the next phase of the

pathway, they must pe elate to them based on

their perceived natio rators’ romance Scam

trajectories (Cross, 2 e of would-be victims

using tests to ascertai g perhaps stems from

the fact that some of their questions to

perpetrators. In cont tors’ approaches and,

therefore, the test. Thi

Lesson fourteen: Stra

to perpetrator. T p
|

relationships. ﬂl& ' =
. T i e
The second phase of the scar’n’%zﬂm tﬂﬂm,&_gﬂéxﬁghted in the analysis of the

findings, this phase has two main approaches. First is the scammer-led approach where

s vary from perpetrator

s seeking lasting
|

4

scammers under the pretence of date seeking lead and take charge of communication with the
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victims. Second is the victim-led approach in which scammers profile themselves as young

ladies seeking relationships with older men.

This phase is primarily made distinct by the multiplicity of internet crimes that are perpetrated.
These include simultaneous crimes such as credit card theft, black-market under dealing, and
illegal shopping on e-commerce platforms. Central at this phase is the scammers’ attempts to
solidify their relationships, hence exchanging gifts that scammers acquire using stolen credit
cards and stolen identities. Button and Cross (2017) noted that at this phase, the offender is
testing the trust established between themselves and the victim and pushing the boundaries to

see what is acceptable, which also corroborates Whitty’s (2013) foot-in-the-door technique

adopted by perpetrat obtained through the

exchange of gifts, are ased using stolen credit
cards under the guise a. Scammers, to court
victims into parting jic stories of robbery,
kidnapping or accide |
As evident from the da e victim-led approach,
in which scammers p with older men. This
approach’s uniqueness
victims with naked pictures a
this approach is trﬁr J
the banks on behalf of thelr m E&EﬂﬁamﬁﬂéﬂHﬁer led approach is evident in

previous studies (Cross, 2015; Kopp et al., 2015; Whitty, 2013a, 2013b; Whitty & Buchanan,

e intention of supplying

ident of note with
I

aIIs and show up at

sing females as decoys to an

2016), the dynamics of the victim-led approach seem not have been previously identified in

the literature. Hence the following lessons:

194



University of Ghana http://ugspace.ug.edu.gh

Lesson Fifteen: Romance scam perpetrators use stolen credit cards to lavish their victims

with gifts while utilising that opportunity to establish their relationships’ legitimacy.

Lesson Sixteen: Romance scam perpetrators, under the guise of undertaking humanitarian
projects in Ghana, often use victims’ addresses as transits for shipping items purchased with

stolen credit cards.

The termination phase is made up of two main activities: the first is the deferred sting, and the

second is the termination. In the deferred sting, which emanates from the client-led approach,

perpetrators predomiq aphy models and face-

changing graphics ap in the previous phase.
They often blackmail ¢ with threats to report
to the FBI and publish itforms unless they part
with huge sums of mo ious research plausibly
because victims often eevy et al., 2012). The
sting in this approach akes place in the crisis
phase; however, perpe g to the final phase of

the pathway and then

figdl sexual abuse as an activity thaf rior to termination

e e e ce————— )
0"1'?; m@mm&m&mf the findings of this study

(Cross, 2015; Kopp et al.,

Existing studies Lh;';l e

projected contrary evidence. It was revealed that, upon becoming financially content with the
relationship, perpetrators terminate it by deleting all digital footprints that may lead the victim

or forensic investigators to them.
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Lesson Seventeen: Romance scammers in the victim-led approach blackmail their victims into

parting with colossal amounts of money before terminating their relationships.

Lesson Eighteen: Romance scammers clean their digital footprints after terminating

relationships with their victims to avoid being traced for apprehension.

7.5 Chapter Summary
The chapter set out to analyse the findings presented in the previous chapter with particular

interest to three research questions:

Concerning the first trigger cybercriminal

behaviours, the outco ed that several factors

converge to motivate ¢ the several factors are

unemployment, low-le y, the desire to liberate

oneself from the shac ybercrime perpetrators

leverage the opportu uch as weaknesses in

b

combative laws agai s’ routine activities,

ownership of compute et affordability. Again,

the chapter revealed that pe ities to aid them in

on to the first stion, the analysis
g }

suggested that scamimers tend'to Eﬁﬂlfﬁw&% & sense of their unlawful

engaging in intehrh

L

actions.
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Regarding the second research question of how cybercrime behaviours change over time, the
study found three cybercriminal behaviour dynamics. First is the creation stage, which marks
the conception of ideas to commit online crimes, coaching and mentoring, and compliance to
a scripted repertoire of scam lines until a person gains the self-confidence to act independently.
Second is the maturation stage, where perpetrators become mature in the act of committing
internet crimes. The analysis projected that scammers at this point engage in a multiplicity of
crimes such as forgery, credit card fraud and identity theft. However, at the core of this stage
is the connivance with corrupt state officials to circumvent laws enacted to combat internet
crimes. The decline stage was identified in the analysis as the last stage in the perpetrator

behavioural dynamics. This stage marks the retrogression of activities that hitherto brought a

Regarding the third scammers employ in

finding, priming, and a three-phase pathway
based on previous st nd termination phases.
The preparatory phas profiles, winking and
grooming victims. Pe idnapping or accidents
that appeal to the victi th colossal amounts of

monies to help them ' The last phase is the

termination phase, Wgre SCe

avoid being traced

The chapter thence produced’q&%ﬁﬁ&sﬁmawhﬂ%fesultg of the findings.

igital footprints to

4
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CHAPTER EIGHT

SUMMARY, CONCLUSION AND CONTRIBUTIONS

8.1 Chapter Overview

In the previous chapter, a discussion of the analysis of the findings of this study was conducted.
The discussions aimed to address the research questions raised in chapter one while also
keeping in mind the guidance of the research framework in chapter three. This chapter
concludes by summarising the entire research journey with particular emphasis on the findings
of this study. The chapter consequently reflects on the theories employed for this study, the
conceptual framework and the methodology. Lastly, the research's contributions and

implications, limitations and directions for future research are discussed.

8.2 Summary of the

This study aimed to u ion of online romance

scams and establish ar tors’ perspective. The
study set out three pri h were later translated
into research questio trigger cybercriminal
behaviours. This objec rch questions; a) What
are the motivational f abilities do cybercrime

perpetrators possess tha mance scams? ¢) Which

environmental fc@_able

neutralisation strategies ﬁwance _scam_perpetrators-emplioy [to justify  their unlawful
b NWTEGR| PROCEDAMUS

behaviours? The second objective was to explore-how romance scam perpetrators’ behaviours

change over time. The last objective was to explore online dating romance scammers' strategies

in finding, priming, and defrauding their victims.
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Literature on romance scams, advance fee fraud, identity theft, and credit card fraud was
reviewed in a quest to achieve these objectives. Definitions of cybercrime and, by extension,
online romance scams were given. The definition was largely in conformance with Barn and
Barn’s (2016) concept that “An agent is motivated by either an intrinsic desire or an extrinsic
need to commit an action. Actions are perceived as crimes depending upon a receiver agent’s
viewpoint. If an action is a cybercrime (and so subsuming the concept of crime), then the
cybercrime must be mediated through technology. That is, some form of technology must be
involved to enact a cybercrime. An action must have a target, and the target must endure some
impact. An impact is the effect of a crime on a target and can be economic, psychological or

geo-political”. (p.6)

An enquiry into the lit d the dominant issues,

methodologies, theori to find answers to the
research questions pd peer-reviewed articles
published between 20 t findings and gaps in
the area of research. A e review, which served
as the backbone for eory-based studies in
cybercrime research, he u Id help understand both
the victims’ and pe ‘ ; Holt & Bossler,
2014; Jaishankar, ; , ., 2018). , inforr L stems research has
tended to concentrate on Type | Eﬁﬂﬁﬂﬂﬁ%%ﬁee nical component leading

to the decision to research romance scams, a type of cybercrime that encompasses people’s

social behaviour as well as their use of technology to commit crimes against other people.
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Subsequently, the theories and frameworks used in previous cybercrime research were
reviewed. A conceptual framework was developed to direct the current study’s research
method, drawing on routine activity theory, the motivation, opportunity, ability framework,
and neutralisation theory. The framework suggests that scams are committed when a
socioeconomically motivated agent exploits opportunities in his or her setting and his or her
ability to commit scams. The framework further posits that the agent invents explanations to

deny the true motivation of his/her actions: neutralisation, and it varies from agent to agent.

With the developed framework as a guide, interview guides were developed for subsequent

engagement with respondents. Respondents were carefully selected to reflect the various

dimensions of the ph 7 ranscribed, coded and

analysed, and subse on the phenomenon.
Eighteen lessons wer ssons are presented in

Table 8.1 in line with ( i utions.

INTEGRI PROCEDAMUS |
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Table 8.1 Summary of Findings and Contributions

Research Obijectives

Research Findings Gaps Address

Core Contribution

a. To unearth the
mechanisms that
trigger
cybercriminal
behaviours.

Motivation

L1: An interplay of various socio-economic factors,
including unemployment, low-level income, low-
level education, and quick money syndrome, is a
major driving force behind the commission of online
romance scams.

Opportunity
L2: Romance scam perpetrators take advantage of
weaknesses in regulatory laws to commit romance
scams.

L3: Romance scam perpetrat
computer ownership and the
dedicated internet services.

ctive

e need for
ore the

rge to trigger
urs

018; Arora,

L4: Victims’ availability and
engagement with perpetrator
opportunities to commit inter

Ability

L5: Scammers hold a high le
social ability that aids them i
believing seemingly legitimats
out to be lies.

L6: Romance scammers empla
skills even though they do not p

education in IT. This is i
easy transfer of knowled

The results of this research showed
that there are four different
mechanisms that, when combined,
can induce cybercriminal behaviours
(i.e., motivation, opportunity, ability
and rationalisation). In addition to
this, the research established and
empirically tested a conceptual
framework on how people who
commit romance scams rationalise
these mechanisms.

Consolidating these theories (i.e.,
routine activity theory, Motivation-
Opportunity-Ability framework and
neutralisation theory) is critical to
answering questions about why and
how people commit online crimes,
as well as the discussion around the
RAT's inability to adequately
address online crimes as a
standalone theory.
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Research Obijectives

Research Findings Gaps Address

Core Contribution

Rationalisation

L7: Perpetrators moderate the severity of their
offences by engaging in selective social
comparisons. For example, they compare romance
scams to traditional crimes and digital piracy.

L8: Romance scam perpetrators moderate the
salience of their crimes by perceiving victims as
greedy, gullible, and unintelligent.

b. To explore the
dynamics of
cybercriminal
behaviours.

L9: Cybercrime is a male-dominated space with
female accomplices who act as decoys on behalf of
their male counterparts.

L10: Community-based inter
breeding grounds for instigat
behaviours.

L11: Cybercriminals at the ¢
little or no skills in committing
clear sense of direction.

evidence

2 and explore
hange over
al., 2018; Hui

L12: Romance scam perpetra
stage engage in carefully calc
internet crimes. They also joi
syndicates and knowledge-she
mentor others.

L13: Online romance scam p
their decline endeavour in mob :

sports betting and interm n for
perpetrators. Traditional

e attractive

The research made a contribution by
highlighting three separate
behavioural dynamics associated
with cybercriminals. These
dynamics are creation, maturation,
and decline (See Figure 6.11). This
work is one of a kind in the sense
that it is the very first time that an
explanation of this kind has been
provided regarding the behavioural
dynamics of individuals who
commit cybercrime.

The uniqueness of this contribution
is the fact that the study elicited and
empirically examined data from
active cybercrime perpetrators. The
data collection was done in four
phases (see Figure 5.7)

Us |

; |

at this stage.
- *’ INTEGRI PROCEDAM
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Research Obijectives

Research Findings

Gaps Address

Core Contribution

c.To explore the
strategies that
online romance
scammers employ
in finding, priming
and defrauding
their victims.

L14: Strategies for finding, priming, and defrauding
victims vary from perpetrator to perpetrator.
Targets often include independent and wealthy
individuals seeking lasting relationships.

L15: Romance scam perpetrators use stolen credit
cards to flourish their victims with gifts while
utilising that opportunity to establish their
relationships’ legitimacy.

L16: Romance scam perpetrators, under the guise
of undertaking humanitarian projects in Ghana,
often use victims addresses a S

items purchased with stolen ¢

L17: Romance scammers in t
blackmail their victims into p
amounts of money before ter

L18: Romance scammers clea
blueprints after terminating r
victims to avoid being traced

e cruel ways

> to exploit
0ss & Holt,
2013a; Carter,

The consolidation of complementary
evidence from online romance scam
offenders led to the development of
a romance scam pathway (see Figure
8.2). Knowledge about the strategies
employed by romance scammers
seems to have been dominated by
evidence from the victims’
perspectives in developing
frameworks to this effect.

In this regard, the romance scam
pathway developed in this study
serves as a starting point towards
appreciating the techniques that
romance scam perpetrators employ
in finding, priming and defrauding
their victims, particularly from the
perspective of the offenders.

The study also revealed an approach
(i.e., victim-led approach) in the
commission of internet crimes which
has not been captured in literature.

In the victim-led strategy, scammers
pose as young ladies and allow
victims (mostly males) to make
demands in the form of naked
photographs and webcam videos in
exchange for money. Scammers who
use this strategy sting their victims
by blackmailing them.

~—— L INTEGR] PROGEDAMUS '—
203




University of Ghana http://ugspace.ug.edu.gh

Research Obijectives

Research Findings

Gaps Address

Core Contribution

This finding is unique because the
victim-led approach in the
scammers’ persuasive techniques
has arguably not been documented
in previous studies, making this
study a pioneering one in that
regard.

Source: Author’s construct
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8.3 Reflections

Given a study of this nature, it is appropriate to reflect on the processes and approaches
employed to conduct the study in the quest to find solutions to the research problem and achieve
the objectives. This exercise aims at making compelling arguments for the designs adopted for
this study and their appropriateness in realising the research contributions. In that regard, three
areas were selected (theories, conceptual framework, and methodology). These represent the

fundamental building blocks that hold this research together.

8.3.1 Reflections on Theories

In an effort to solve the research problem and find answers to the research question, it was

essential to conduct a he review indicated a

paucity of cybercrime , the use of theories in
that regard. For exam of the literature review
pointed out that articl unsurprisingly formed
about 70% of the pa Menon & Guan Siew,
2012; Mueller, 2017). ost of the consolidated
papers, that is, articles Basket of Information
Systems and other re N extensively used in

cybercrime research, th plicability in explaining
|

online activities (L E:Efel
adopted the RAT ( on, 1979), MA(MacInms&:.I ¢ , 89) and NT (Sykes

& Matza, 1957). These theon @&ﬁﬂé&?ﬂ&ﬂﬁﬂ&bﬂ% calls to Iook at how current

theories could help explain the actions and motivations of both victims and perpetrators in

, in light of this,

cybercrime studies (Holt & Bossler, 2014; Jaishankar, 2008; Venkatraman et al., 2018) but

also because they better suit the study’s objectives.
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It is important to note that the consolidation of the frameworks to study the phenomenon
provided a rich insight and enriched the applicability of the conceptual framework in
addressing the research questions. Again, it is instructive to note that other theories such as the
space transition theory (Danquah & Longe, 2011; Jaishankar, 2008), deindividuation theory
(Festinger et al., 1963; Wada et al., 2012) and protection motivation theory (Jansen &
Leukfeldt, 2015) which have been used in previous cybercrime studies could to some extent
have aided in addressing the research problem. However, their assumptions did not fall in line

with the requirements outlined by the research objectives.

8.3.2 Reflection on Conceptual Framework

A research framework AT (Cohen & Felson,

1979), MOA framew tion theory (Sykes &

Matza, 1957). A conc e that “explains, either
graphically or in narr factors or concepts —
and the presumed r an, 1994, p.18). The
development of the res hat reflect the research
objectives hence com selected theories from
previous literature. It i een studied in previous

cybercrime literature, [ ion or'in‘unison wi structs.

rated five active

dﬂEE@ﬁitFHWEn oppor’tunlly ability, and

rationalisation. The motivated offender is someone who must be an agent willing to commit

The framework

components must be pr

internet crimes (Akers, 2013). Motivation assumes that the said offender must have socio-

economic conditions that drive him/her to commit internet romance scams. Opportunity
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reflects the forces in a person’s environment that enable the person to engage in the commission
of online romance scams. Ability is either the social or technological qualities that the
individual possesses to perform online romance scams, and rationalisation is the defence
mechanisms that individuals raise to hide the true motivation for their unlawful behaviours. In
effect, the framework suggests that scams are committed when a socioeconomically motivated
agent takes advantage of opportunities in his or her environment and fraud capacity. It further

claims that the agent fabricates justifications to defend his or her actions.

Guided by the foregoing assumptions and their reflections in the framework, data was

collected, analysed, and discussed. Empirical evidence from the study revealed that for online

romance scams to be at start from finding to

stinging their victims justment to the initial
framework (Figure 3.4 .1) to address the third

research question.

INTEGRI PROCEDAMUS |
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Figure 8.1 Revisited Conceptual Framework
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Furthermore, to achieve the purpose of this research of developing an online romance scam
pathway, the study dwelt on Whitty’s five-stage romance scam persuasive technique to develop
a three-phase romance scam pathway (see Figure 8.2). It is essential to note that data for the
development of the RFP emanated from the field data collected with the research framework
as a guide in order not to lose sight of the boundaries of the framework. It is worth emphasising
that the novelty of the development of the RSP stems from the fact that it was empirically

developed with primary data from romance scam perpetrators.

8.3.3 Reflection on Methodology

The choice of a research method largely depends on the phenomena and issues under study,

the specific context of‘ (Maxwell, 2012). This

study was undertaken ion. The primary claim
of CR is that a world ge of it (Sayer, 2004).
Critical realists argue hat science is not just
about recording cons‘ t objects, entities, and
structures that exist ( ing the events we do
observe (Mingers, 20 al realism enables the
researcher to get bene ents occur as they do.

This laid a strong founc 1l stance in that the study

went beyond genl -relaty ) P V@Etailed exposition
sy =2
of the multiplicity of inte mes committed by cybercri_m_mtra ors. |

INTEGR| i’FIﬁGEE}lHUE_- —

CR embraces a plurality of methodologies: quantitative, qualitative, and mixed methods
(Easton, 2010; Scott et al., 2013; Wynn Jr & Williams, 2012). A qualitative methodology was

adopted to unearth the mechanisms that underlie the commission of online romance scams in

210



University of Ghana http://ugspace.ug.edu.gh

Ghana. According to Hu (2018), the use of qualitative methods in CR-based research is more
established. Further, Scott et al. (2013) argue that qualitative approaches are more capable of
explaining a social phenomenon and providing situated empirical explanations, making them
“epistemologically valid.” It is against this backdrop that this study adopted the qualitative

approach.

8.4 Contribution and Implications of the Research
As expected of every research exercise, this research’s contribution can be viewed along five
elements: research, theory, methodology, practice, and policy. As illustrated in Table 8.2, the

study’s contributions have been mapped against the research questions and findings.

8.4.1 Contribution
From the perspective cover the mechanisms
that underpin the com ish an online romance
scam pathway. With‘ ive to outline how its
achievement informs
Drawing from the liter G pithat rese le romance scams seem
not to have attracted tf Fma L% ¥ S. A plausible reason for
this may be the ,ica : | ,
cybercrime and q% s attention to socio- -technical i

scams. This study in this regard ig-@lmp!ﬂ &I%&Q&"ﬁhﬂm if not the first, on romance

scams in information systems, thereby contributing to addressing the paucity of socio-technical

rchers approach

t crlmes such as romance

cybercrime literature in the discipline. Unsurprisingly, a portion of this thesis published in the

2020 conference proceedings of the Americas Conference on Information Systems (AMCIS
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2020) appears to have been the only romance scam study in the Information Security and
Privacy (SIGSEC) track. The paper was subsequently nominated for best paper at the
conference. The paper was consequently selected as one of three papers reviewed by Cross
(2020). Cassandra Cross is a romance scam scholar who has been cited several times in this

thesis.

In addition, this research found that the perpetrators of romance scams go through three distinct
stages in terms of the behavioural dynamics that they exhibit. The stages of creation,
maturation, and decline were determined to exist. This study is the first to identify these

dynamics because previous literature have not covered these stages. This serves as a starting

point for future resear behavioural dynamics

of the cybercrime per
Lastly, this study cont persuasive techniques
(Whitty, 2013b), whi )m victims and dating
platforms. This study d their victims that is
also lacking in existin ammers pose as young
ladies and allow victil of naked photographs

and webcam videos i

victims by blackmail;'gg them

| g

e ———
8.4.2 Contribu;:?o}; to Thé(’#;EE'H! FHGEE_DF'HU??—-

cammers to sting their

The study's uniqueness in terms of theoretical contribution stems from the fact that it is
arguably one of the first studies in information systems research to apply the MOA framework

to the study of cybercriminal behaviours. Again, this study is arguably one of the first to
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combine all four dimensions. Thus, motivation, opportunity, ability and rationalisation.
Previous studies that have attempted to understand the triggers of cybercrime have done so
from either motivation or motivation and rationalisation. This implication cannot be
overlooked as the study aims to add to the existing body of knowledge regarding cybercrime
studies as well as respond to research gaps considering the sparsity of studies that employed

social or criminology theories.

Additionally, considering the debate surrounding the routine activity theory’s applicability in
explaining cybercrimes, this study attempted to contribute to studies in efforts towards

resolving this academic debate by combining the RAT, MOA and NT. Combining these

theories resulted in de for understanding the

motivation, ability, an mmers. This was also
done in response to ¢ xisting theories could

assist in understandi n cyberspace (Holt &

Bossler, 2014; Jaisha‘

8.4.3 Contribution
Qualitative interview d for gathering from

cybercrime perpetrator

possibly due to the unigue challen: S

=3 g
2018). The choice to uﬁﬂ\ders as the primary source |0 ence for this study was
intended to contrlbute to the osterggﬂﬁhr!;'1 ﬁ@;ﬁgﬁ'kg)gsemmlon of offender-side data

in cybercrime literature. That notwithstanding, this study was conducted using a longitudinal

carried out such works,

utchings & Holt,

case study approach with a romance scam syndicate and other self-identified individual

romance scam perpetrators who voluntarily opted to divulge information for this study after
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the confidentiality of their information was explained to them. This venture demonstrates the
possibility of demystifying ways to obtain offender-side data in cybercrime research. The
approach was further adopted in response to a recent call in a publication in the MISQ by Hui
et al. (2017) to establish direct, complementary evidence from attacker-side data in cybercrime

research.

Furthermore, the consolidation of complementary evidence from online romance scam
offenders led to the development of a romance scam pathway. Knowledge about the strategies
employed by romance scammers seems to have been dominated by evidence from the victims’

perspectives in developing frameworks to this effect. In this regard, the romance scam pathway

developed in this stu ards appreciating the

techniques that roma and defrauding their

victims, particularly f

8.4.4 Contribution

Concerning practice, ays: The implications

for dating platforms, p ampaigners.

Regarding platforms, ation that may inform

managers and dev rs of dat mance scammers

|
4

adopt in bypassing securi itures put in place on their platf ST a0 g?es a long way to

| ~ N INTEGR PROCEDAMUS

inform the managers of the platrogﬁﬂﬁﬁﬁ%%%%rplatforms are there for the
purpose for which the platforms were designed. This then requires the dating platforms to
institute accommodating measures to encourage patrons to report suspected accounts for

subsequent investigations.
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Again, this study presents rich insights for the users of dating platforms to be abreast with the
modus operandi of romance scam perpetrators. This is particularly important because
thousands of individuals are victimised by online romance scammers, but many of those
victims feel embarrassed to tell their stories. The few stories that get told are not enough to
dissuade other love seekers. The data in this thesis, therefore, presents ample evidence
ostensibly describing how the perpetrators operate. A critical take-away for date seekers on
dating platforms to note is the need to engage the scammers’ intellectual competencies and
occasionally quiz them on pertinent issues. Such issues may be political, geographic, leisure
and tourism, to mention a few.

Regarding anti-scam platforms engaged in

educating date seekers 2, it Is essential to note

that a portion of this t ericas Conference on
Information Systems | pose of educating date

seekers (see appendix‘

8.4.5 Contribution
Concerning policy dey des toward combatting
cybercrimes in the co _ Ghana National Cyber
Security Policy & gy, arliament and the
observation of Ogtbbera 7 Verser:culr_ity month. If?ﬂi_tme the oli €S, h;ana has gradually
gained ground alct;g-;'side Nf;gr?;%ﬁﬁ‘)tﬁamgs%n of oﬁl-iu;mle romance scams

emanating from West Africa. Therefore, it is essential for policy developers to consider the

attack side of affairs, as most of the policies have been defensive in nature.

215



University of Ghana http://ugspace.ug.edu.gh

Additionally, this study triangulated data from various perspectives and as a result, provided
adequate information for law enforcement agencies about the modus operandi of
cybercriminals in Ghana. It is instructive to note that the nature of romance scams demands
collaboration between the law enforcement agencies and Internet Service Providers to fish out
malicious Internet Protocols (IP) to aid in combatting the cybercrime menace in Ghana. Again,

the data will aid in ongoing collaborative discussions between the ITU, Regional Development

Forum and the Ghana Government to expedite any ongoing policy formulation.

Table 8. 2 Summary of Contributions and Their Indicators

Type Contribution Indicators
Research 1. This study in relation to the paucity of |1. Two conference papers
socio-technical crime studies in the IS and two book chapter
discipline, is perhaps, one of the first publications.
studi '
i e publications was
ly romance scam
in the AMCIS 2020
ty and Privacy
ated for best paper
at the AMICS 2020
grence.
three selected
s reviewed by Cross
ross, 2020).
2. Jevelopment of a
_ , nce scam pathway
hithe elopec ata f
ictims and .
@ can be used'te -._@!
| € erﬁerpetrators' techniques in Jﬂ !
..other for i erifEs——————r -
RPN YR PRGCEDAMUS ' —
Theory 1. Considering the debate surrounding the |1. Developed and
routine activity theory’s applicability in empirically tested a
explaining cybercrimes, this study conceptual framework on
attempted to contribute to literature in how romance scam
an effort toward resolving this perpetrators rationalise
academic debate by combining the their motivation,
RAT, MOA and NT.
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Type

Contribution

Indicators

opportunities, and abilities
(See Figure 8.1).

Methodology

1. This study contributes to methodology
by aggregating primary evidence
directly from romance scam
perpetrators in an effort to ostensibly
close the gap in offender-side data
representation in cybercrime literature.

1.

2.

Interviews as quoted in
some sections of this
thesis (e.g., see chapters 5
and 6).

A trajectory of data
collection phases and
quotes as illustrated in
Figure 5.7.

Practice

1. This study provides a wealth of
information to managers and
developers of dating platforms about
the various methods romance
scammers use to circumvent security
features implemented on their
platforms. The study also provides

Policy

8.5 Practitioners’ Pers

Following the study onc
e

practitioners interested in

and findi

Discussion of the findings
of this study with
practitioners (see section
8.5)

Adoption of a published
portion of this thesis on an
anti-scam platform for
education (see

dix G).

ition to join an anti-
platform
.romancescams.org).

eview of the various
nal and cybersecurity
f Ghana (see section

\I/vere shared with

rime in an online group disgq;%ractltioners included two
~—! INTEGRI PROCEDAMUS I'—

lawyers, three police officers; a gﬁ@%ﬁﬂ%ﬁﬂ%ﬁﬁ%nmrmor, a media practitioner
and a representative from the cybercrime authority. The major outcomes of the meeting are

summarised below:
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First, in terms of offender demographics, practitioners believe that there are perpetrators
younger than the age range found in this study (fourteen years). However, such individuals do
not usually progress from the creation to the maturation stage, according to the discussions. On
curbing the menace, and especially the internet cafés’ role as the hotbeds for the creation of
cybercriminals, there is the need for the government to find a way to regulate internet cafés.
This could include setting time limitations for specific ages and monitoring IP activities

regularly.

On the regulatory front, it appears that a cybersecurity act (Act 1038) has been passed, which

establishes the Cyber Security Authority, protects the country's critical information

infrastructure, regulat‘ hildren on the internet,

and develops Ghana' g enacted to combat
cybercrime, it appea g emphatic on child
pornography, exploita o0 data presented about
the lack of regulatory‘ e promulgation of Act
1038 presents an inter. individuals accused of

cyber offences.

Lastly, all practitioners way developed in Figure
8.2. However, the ut yas chal ed as practitioners
%‘ 7 : !
were of the opinion ybercriminals do not declinejﬂ 0 the practitioners,
most offenders str-a{:jgle with%ﬁ%ﬂ‘ilEﬂ@ﬁE%%ﬂ&- he strlljggle is a result of
maintaining the social standards they set for themselves whiles at the maturation stages. In this

regard, they suggested that cyber offenders reconstruct their behaviours and return to the

creation stages with other forms of crimes along with romance scams. Such may include
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kidnapping and ritual killing (cyber-spiritualism) to support their romance scam efforts. The
model (Figure 6.11) was thence revised to reflect the suggestions of the practitioners as

illustrated in Figure 8.3.

Figure 8.3 Revised ORF Perpetrators’ Behavioural Dynamics Model

Creation

v

Enter

Reconstruct
Behaviour

Exit

8.6 Outputs from T

The thesis, prior to its 0le outputs which have

received considerable resent in chronological

order the outputs esis. ; —
: o3 |

] o
= — e ]
e M INTES DI oo, aa e W
First among the outputs wasﬁngg'ax!aﬁeﬂgﬁ% Lﬁ?éhd%‘{lnveiling Cybercrime in a
Developing Country” in the “Encyclopaedia of Criminal Activities and the Deep Web”
published by IGI Global. The chapter presented portions of the data collected for the study and

utilised one of the theories (RAT) to test its applicability within the context in which it was
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adopted. The paper also exposed the researcher to the various forms of cybercrimes committed

in Ghana. The DOI number for the chapter is 10.4018/978-1-5225-9715-5.ch005.

The second output was also a completed book chapter titled “Cybercrime Research: A Review
of Research Themes, Frameworks, Methods, and Future Research Directions”, published in
the “Handbook of Research on Managing Information Systems in Developing Economies”, a
publication by IGI Global. The chapter, which was the systematic review section of chapter

two of this study, was assigned the DOI number 10.4018/978-1-7998-2610-1.ch024.

An offshoot of the systematic review was also submitted for publication at the Midwest

Association for Infor1 as scheduled to take

place on the 28" and 2 nes, lowa. However, it
did not come off as sc e Covid-19 pandemic.

Nonetheless, the pape Ne paper was titled “A

Systematic Literature tion Systems Journals

(2010 — 2020): Preli
The fourth output of | search objective on the
mechanisms that trigg esented at the virtually
held 2020 Amerlcai % ence o AMCIS 2 n.the 13" of August,
2020. The paper, a nominee at the conference, ' ationalising online

Romance Fraud: In the es o%ﬁffﬁﬂ%ﬁ&&%ﬁtlon in the 2020 AMCIS

conference proceedings, the paper has received extensive attention from academics and

practitioners at large. For instance, it was one of three papers reviewed by Cassandra Cross, a

renowned romance scam scholar who has been cited on different occasions in this thesis (See
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Appendix F for the full review). The paper was again adopted by SCARS™ Romance Scams
& Scammers, and its content summarised into posters and infographics for public education

(See Appendix G).

8.7 Research Limitations and Pointers for Future Research

During this study, some limitations were identified, which call for recommendations for future
studies. First among the limitations are the unique challenges that accompany data collection
in studies of this nature, as perpetrators were sceptical about divulging such vital information
about their operations. They, as a result, withheld information they deemed not meant for

public consumption. Another limitation regarding data collection from scammers is the

leverage of convenie e convenience of the

perpetrators. In some | s failed to answer calls
for scheduled meeting t perpetrators was not

possible as they only ce of data collection.

Further, the study did | een interesting to know

how people under eig onalise their activities.
Furthermore, the case

s who possessed all of

the necessary mechanis

online romance scams. Ve S
—
revealed that some ck the skills required to comn mance scams. As a

result, they outsource their OFSI:E%B} ﬁﬂ@ﬁlﬁ@&%ﬁ%ﬁt their cllents and shop on

their behalf. Going by the framework and its assumption, ability becomes an opportunity

ionalisation) to commit

tside of the case

leveraged by the outsourcing perpetrator in this regard. Future research may look at how
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abilities become opportunities in this context and how this scenario affects the framework’s

structure.

Furthermore, the data focused on Ghanaian romance scam perpetrators situated in Accra. It is
worth noting that the rich insights into romance scammers’ operations revealed in this study,
though rich, are nonetheless not exhaustive. Future studies may consider the effect of migration
policies and migration (e.g., AfCTA) on cybercriminal activities in Ghana. This direction has
been necessitated by the fact that there were traces of neighbouring migrants during data
collection and their contribution to committing internet crimes emanating from Ghana.

Additionally, the research problem was addressed within a Ghanaian setting considering the

emerging cybercultu provoking for future
researchers to consid ti : 7 differg ext. This may produce

different or similar re
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Appendix B: Interview Guides

INTERVIEW GUIDE (PERPETRATORYS)
I am a PhD student at the University of Ghana Business School, and | am researching into the
triggers of online romance scams in Ghana. This research is part of the requirements for a
Doctorate Degree in Information Systems. You can be confident that any information you
provide will be kept strictly confidential and used for academic purposes only.

Thank you.
Date: / /
Duration: ____hours, minutes
1. Please tell me about yourself (Remind respondent not to mention his/her name)
2. What is your educational background?
3. If yes, what is the nature of the job?
4. Do you know what cybercrime is?
5. Have you been engaged in cybercrime before?
6. How long have you been in the act?
7. Kindly describe the process to me.
[ i credit card fraud
[others]
Motivation

8. How did you g

13. Compared to e is better?

Opportunity
Technology ownership
14. Do you own a
15. How did you ¢
16. How do you ac

Absence of capable g
17. Are you aware
18. What are your the

19. Have you een pursue A0ENCies 2w

20. Are your ; friends or peopleclo you aware of "@/

21. How do they take ‘ =S F
Gang Culture INTEGR| PROCEDAMUS '—

22. Do you have friends who are also engaged-inthis?

23. How is your relationship with them like?

24. Do you help each other or you all operate independently?

25. Do you have partners you do this with? Both in and outside Ghana.

26. Would you say they are more successful than you or you are better off?

Victims’ routine activities
27. Are your victims aware you are Ghanaian?
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28. How do you find victims?

29. Which criteria do you use to choose your victims?

30. How do you describe yourself to them?

31. How do you keep them?

32. Please describe some of the techniques you utilised to persuade your client.

Miscellaneous
33. How do you receive the monies sent by your clients?
34. How are you able to circumvent the laws?
35. What do you do with the money?

Ability
36. How did you learn to use computers?
37. Have you had any formal IT training?
38. How are you able to achieve anonymity in cyberspace?
39. What are some of the applications you use in achieving your objectives?

Rationalisation
40. What kind of people do you usually target?
41. Have you ever targeted a local victim? Why?
42. How would y iti
43. What is the di
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INTERVIEW GUIDE (POLICE OFFICIAL)
I am a PhD student at the University of Ghana Business School, and | am researching into the
triggers of online romance scams in Ghana. This research is part of the requirements for a
Doctorate Degree in Information Systems. You can be confident that any information you

provide will be kept strictly confidential and used for academic purposes only.

Thank you.
Date: / /
Duration: hours, minutes

Background of Respondent

Kindly enlighten me on your unit and position within your organisation.

Kindly enlight

1
2
3. How long have
4

5. Has the Ghang De Jent te lished a unit or entity
specifically charged with-dealing with-cybercrime incidents resp

unit/entity collaborate

6. Isthe police depat nologica uippedi cybercrimes and other
forms of t

7. What is the compi‘a{acy level of the cybercrime,
service if there is YHTEﬁﬁirﬁﬁqﬂ_ﬂEDﬂmE- :

8. How do you employ ICT tools to detect cybercrimes?

unit of }he police

=

9. What are the top 3 to 5 cybercrime offenses that Ghana suffers from most?

REPORTING
10. Which industries are most exposed to cyber-attacks and why?
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11. Do they report cybercrimes to you?
If no, are there any plausible reasons why they don’t?
If yes, what actions did the police take?

Do defrauded victims report to you? If they do, are there nationality, gender and age
breakdown of defrauded victims? what actions did the police take?
If no, are there any plausible reasons why they don’t?

12. Do you feel some cybercrime cases get unreported?
If yes? Why do you think so?

13. Can you enlighten me on the categorisation of reported internet fraud cases?

APPREHENSION
14. The insurgence of mobile internet usage has made it easier for individuals to
undertake internet services at their comfort. This in effect means cybercriminals can
also be mobile. What laid down plans do you have in tracing cyber criminals?
15. What are some of the strategies that the police employ to clampdown cyber criminals?

16. What roles do intelligence play in fighting cybercrime?

17. What are the ‘
Ghana?

ation of cybercrimes in

LAW ENFORCEME
18. Are there dom
19. Is incarceratiol

line?
20. Under which law ‘

PROSECUTION
21. What are the
22. Are there brea
23. What are the

Ghana?

d cybercriminals?
ution of cybercrime in

COLLABORATION

24. Are there enougl .

25. Does the Police™ha S'With respect;to. strengthening the

relationshi n-the author ple for i investigatiny -.J d/or prosecuting
cybercrimes, and i service prowders’>

ves__ Néw_ TE—E.F" FFII:IGEDJ"HUE

Please explain:
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INTERVIEW GUIDE (BANKERS)

I am a PhD student at the University of Ghana Business School, and | am researching into the

triggers of online romance scams in Ghana. This research is part of the requirements for a

Doctorate Degree in Information Systems. You can be confident that any information you

provide will be kept strictly confidential and used for academic purposes only.

Thank you.
Date: / /
Duration: hours, minutes

o > W oE

~

10.

Kindly enlighten me on your position and job details in your organisation.
How long have you been working in this organisation?

How will you

In your own )
a. So, whatactic

Do you have I
Do you have 3

Does your orga
If yes, please li
If no, why?

Ghana is rank : ‘ I es that make Ghana a
safe haven for als and subseguently bl

How does this affec

=, =

~— Wreai proceoms
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INTERVIEW GUIDE (LEGAL PRACTITIONERS)
I am a PhD student at the University of Ghana Business School, and | am researching into the
triggers of online romance scams in Ghana. This research is part of the requirements for a
Doctorate Degree in Information Systems. You can be confident that any information you

provide will be kept strictly confidential and used for academic purposes only.

Thank you.
Date: / /
Duration: hours, minutes

1. Kindly enlighten me on your position and job details in your organisation.
2. How long have you been working as a legal practitioner?

3. Which type of la / actice?
common. .

4. Inyour own
a. So, whe

Do you have 3

o N O O
I
Qo
=
o
o
<
o
c
=3
w
QD
=
(9]
Q
o
3
3
=
[9°]
o
i)

10. Does cybercri 7 (€ ‘ 16 )y general legislation?
11. Does Ghana ha
If yes, please list sl

If No, pleas the reasons
12. Are cyber@ynishable Py |8

13. Ghana is ranked j oes that make Ghana a
safe haven for ey é ‘ ckli -

263



University of Ghana http://ugspace.ug.edu.gh

INTERVIEW GUIDE (CAFE OWNERS/OPERATORS)
I am a PhD student at the University of Ghana Business School, and | am researching into the
triggers of online romance scams in Ghana. This research is part of the requirements for a
Doctorate Degree in Information Systems. You can be confident that any information you
provide will be kept strictly confidential and used for academic purposes only.

Thank you.
Date: / /
Duration: hours, minutes

1. How long have you been operating this café?

2. Can you give an estimated breakdown of gender, age and nationality of people who
patronize your café?

3. Do you have a
How do you k
4. How do you

5. Do you allow
Why do/don’t youw'e

6. Haveyouina

I computers?

systems?

7. Inyour own
a. So,wh

8. Which periods

9. Do patrons of
How do you k

10. Do you report st
Why do/don’t you re
11. Do your 1@;

~— INTEGR FHDI':—EE"—‘
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Appendix C: Ethical Clearance

UNIVERSITY OF GHANA

ETHICS COMMITTEE FOR THE HUMANITIES (ECH)

S -5 P. 0. Box LG 74, Legon, Accra, Ghana

My Ref. No...ECH 038/20-21 ...

October 30, 2020

Jonathan Nii Barnor Barnor
Department for Operations and MIS
University of Ghana
Legon
ETHICAL CLEARANCE
(ECH 038/ 20-21)

The protocol tittle below has been reviewed and approved by the ECH Committee.

TITLE OF PROTOCOL: UNDERSTANDING ABILITY, OPPORTUNITY AND
2 UN %

the completion

en (7) days

for continuing
review.

Please
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Appendix D: Protocol Consent Form
UNIVERSITY OF GHANA

R

Ethics Committee for Humanities (ECH)

Official Use only
Protocol number

PROTOCOL CONSENT FORM
Section A- BACKGROUND
INFORMATION
Title of Study: Understanding Ability, Opportunity and Motivation Rationalisation in Online Romance Scams

Principal Investigator: Mr.Jonathan Nii Barnor Barnor

Certified Protocol
Number

Section B—- CONSEN
RESEARCH

General Information a

In this study, | aim to ivati I ISSi nline dating frauds, the
opportunities that were petrators.The study goes
further to assess existin al activities in Ghana by
interviewing law enforc of the study is to uneveil
the social and economic hich will inturn inform
practice and policy dec 1forementioned will also
include cybercafe owne iously been engaged in
cybcercriminal activitie ew sessions for periods
between 30 to 45 minute

Benefits/Risks of @_

| Ii E. .
There are no identifiable risks m%ﬂ‘rﬁhw%ﬁ‘m cial no.r-bsychological. The
project rather contributes to theory, i Eﬂ ice that will be beneficial to cybercrime policy

development in Ghana.

Confidentiality
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All data collected on and from participants will be only accessible to the researcher. The data collected
will be confidential and no name will be attached to a record. Data collected will be stripped off personal
identifiers and will be replaced by codes. Data will be saved only on the computer of the researcher.

Compensation

There is no compensation package for participants; there is no cash nor in kind compensation for
participating in this research project.

Withdrawal from Study

Participation in this research project is voluntary and participants may withdraw at any time without
penalty. There is no adverse effect on any participants who decline to partake in this project.

In the event that information become available that may be relevant to a participant’s wiliness to
continue participation, the participant will be duly informed and continuance consent obtained before
the participant will be allowed to continue participation. Participants can withdraw participation at any
point in time and whenever they feel they cannot continue participation.

Contact for Additional

For more information,
please contact the resea

research related injury,

Mr. Jonathan Nii Barno
Management Informatic

tment of Operations and
hana, LLegon, Accra.

Email: jnbbarnor@st.ug

Mobile Phone Number:

If you have any questio
Administrator of the B o6 ,
ech@isser.edu.gh / ech( du.ghor00

udy you may contact the
iversity of Ghana at

| Section C- PARTICIPAN

"l have read or @U_someone ad all < .,.... Irecelved answers
regarding participati de, and am willing to g|ve consent &'to participate in this

o4
study. I will not have wali eq % a E%Em se tfor[ru.‘-Upon signing this
consent form, | will receive acopy %E) r RS

267


mailto:jnbbarnor@st.ug.edu.gh
mailto:ech@isser.edu.gh
mailto:ech@ug.edu.gh

University of Ghana http://ugspace.ug.edu.gh

Name of Participant I- S, K
il ¥ > _lb_m

Signature or mark of Participant Date

If participant cannot read and or understand the form themselves, a witness must sign here:

[ was present while the benefits, risks and procedures were read to the volunteer. All questions
were answered and the volunteer has agreed to take part in the research.

Name of witness

Signature of witness / Mark Date

INTEGR| PROCEDAMUS |

e et
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Appendix E: Patrick’s Experience
Received: 15th September, 2019

| started doing it somewhere around 2005/2006.

I come from a family of 4 who had moved to Accra from Kumasi around 2000. | completed
Senior Secondary School in Accra in 2005 after which | started working in an internet café.
After working there for a while, | began to realise how the young boys were making money
form the whites. | asked them why they were doing that and they told me, it was the money for
those who died in the 9/11 disaster. That is to say, the cards that they shopped on were for the
dead. I got interested in this because after all, who is guilty for stealing from a dead person?

| remember very well that the first person | asked to teach me was a Nigerian patron of the
café | worked in. he walked me through the process for some time and gave me a text documents
with a list of sites to generate credit card credentials. | was then set up and ready to start what
| was not ready for. But with the availability of the internet and the computers at my disposal
as an attendant, | decided to while away time by engaging in the act.

In my first experience, | started chatting with someone in a yahoo Messenger Chatroom
randomly. I introduced myself as an African woman seeking a relationship and the person on
the other side introduced:himseif.as.a white old.man seeking.also.seeking a relationship. He
asked me to send him a picture of me. | was not ready at the time, so, | quickly downloaded a
picture online and sent it to him. He began laughing at me in the text and pointed it out to me
that the picture | had sentwas not a single woman. ltwas a married woman because the woman
in the picture was wearing awedding ring. it did not end there. The person on the other side
introduced himself again as.Samuel from Cameroon who was also in the same business of
finding victims online. \We became friends and by the help of Sam, I had become knowledgeable
in the act of making friends-enline:

With the tutorials from my friends, | started making friends on the popular social media
platforms available i.e. myspace, Hi5, Facehook; Yahoo Messenger, Kiss.com etc. But one
thing that | was doing it that the rest were not doing Is that, I use my real identity to make
friends with the people and after I have gathered enough information about them, | went
through the backdoor with another.account (identity) net.necessarily to make friend with them
but to use them for shipping items to_Ghana. 1 was posing as @ mines worker but most of the
big shops do not ship to Ghana so I'used them (the clients).

Ideally, it took between three to six.months to gain the trust of a friend. In my case, most of my
clients came to me to verify the legitimacy of the backdoor account so for example, If I'd told
her in the backdoor account that I work'in @ goldmine in Ghana, she will.verify the truth of this
matter with me in myrealaecount. So, when I tell them that ‘ves,thereis a goldmine in Ghana
like the one she is.describing, jshe-then tends to-belicve the,backdoor account”. There were
instances, where the moves didn-t fall through' butniost of them-did.

| then began to shop in the popular shops to them to ship to Ghana for me. For example, one
day I was able to shop items worth $4000 but because I could not ship everything through one
person (client) so, | shared it among them. But of course with different identities. When the
items got here in Ghana, the postal guys began to suspect me. They even threatened to report
me but | tipped them and they made me go through. This was a usual practice but this was
huge.
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Things got bad for me somewhere around 2009. Fraud news in Ghana began to enjoy
popularity and for that matter, the shops began to tighten their security holes. The cards I used
to generate were no more functional on these shops. While things got worse for me, my friends
were really making it big. Some even suggested it was a spiritual matter and for that matter
suggested consulting spiritual agents like Mallams but I refused. Instead, | began to intensify
my friendship with my real identity. But the difference here is that | aimed at finding
relationships with sugar mummies. After all, I saw some of my friends migrate outside of the
country to go and start life with their relationships. After getting there, and making some money
off them, they run away and leave them. I tried severally for this one too but to no avalil.

Prior to starting perpetrating cybercrime, the society within which | lived had a reproving
attitude towards cybercrime due to the spirituality associated with it. Many were those who
had sacrificed their bodies to make money, others also went as far as Benin to go and look for
spiritual backings towards the act. So, | was stigmatised against in my area. Though | was in
touch with my friends while I made it, all began to fade gradually.

After rejecting the Mallam appointment, | decided to stop, re-join my church and go back to
school. | was an active member at my church before | started the act of cybercrime. It has not
been easy but gradually I have incorporated back into society. I have new friends now and a
new life for myself. | a i ith irm in Ac also doing my masters.
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Appendix F: Cassandra Cross’ Review of an Output from This Thesis

Barnor, J., Boateng, R., Kolog, E. and Afful-Dadzie, A. (2020)Rationalizing
Online Romance Fraud: In the Eyes of the Offender AMCIS 2820 Proceedings 21.

Research examining romance fraud is overwhelmingly based on victim perspectives
of this offence. Notably, most studies seek to understand one or more aspects
of the factors that contribute to why victims are susceptible; the techniques
used by offenders to perpetrate their deception; and the various impacts of
romance fraud victimisation in the aftermath of incidents.

However, it is equally important to understand romance fraud from an offender’s
perspective. This article uses interviews with 18 self-identified romance fraud
offenders in Ghana. It combines the motivation-opportunity-ability framework
with the rationalisation dimension of the fraud triangle to gain insights into
how these offenders understand their actions and the impacts of their
offending.

In outlining their results, the authors detail the reasons why offenders
partake in romance fraud. One factor stems from their individual need to
provide for their families, and high levels of unemployment which restrict
their ability to access legitimate job opportunities. There is a plethora of
opportunities avai ng belief in the
inability of polic ties, offenders
note the combinati erpetrate
romance fraud, an as appropriate.

tions is clear.
that online

The ability of off
There is a belief
ing violent

s are greedy,
ied (particularly
past.

offending (as evid
offences (such as
gullible and unint
against Westerners

g interviewed so
. However, it is
fraud is

The results of the
many victims whose
critical to unders
perpetrated and t
behaviours. While )
phenomenon crossi 7 ably a
concentration of o dest Afri : cuSs orts on romance
fraud. The social, i {THEi f these nations
lays the foundatio as a means of
making money. One can Fraud without
acknowledging thi etal j es.

Overall, this -
justifications of roman aud offenders as well as.s

involved in their of nquE\ﬁTJF H&Eﬂw?ﬂ

the 1qgi5tic5

=
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Appendix G: A Snapshot of a Publication from this Thesis Used for Public Education

& cC 0O @ romancescamsnow.com b G f:' = N B "o » =

HOME ABOUT SCARS LEARN REPORT SCAMMERS FIND SCAMMERS Espaiiol FACEBOOK DONATE Q

SLARS

www.AgainstScams.org

Firstname

Lastname

Society of Citizens Against Relationship Scams Subscribe

FOLLOW SCARS RSN

Click Here To Stay Up To Date On
Romance Scams! News, Recovery,
Guides, And So Much More!

SCARS RSN Categories

|Stz—[-:(,t Category VI

SCARS FAQs

-:An Muinstlnne B Avviinve A it Co s

SCARS™ Insight: Ghana
Rationalizing Online Ro

In the Eyes of the Offender

This study seeks to understand romance scam frg
motivations, opportunities and abilities towards {
Motivation-Opportunity-Ability framework and ti
study employed a qualitative methodologn, al app

technologies to cyber fraudsters amid socio-eco "
factors being a major driving force behind the «
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