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ABSTRACT

Mobile Money usage has grown significantly with reports from Bank of Ghana indicating a 73.4
percent growth rate between 2012 and 2016 and accounting for 94.11 percent of total non-cash
payment. Mobile money fraud is one area of cybercrime that has gained notoriety in Ghana in
recent times because of the increasing number of subscribers and volume of transactions. This
study explores the experiences of Madina market traders who have been victims of mobile money
fraud. It further examines the factors that influence mobile money fraud amongst the traders. The
study adopted a sequential mixed method approach: a survey of 235 mobile money users from

Madina market and interviews with 3 respondents who had been victims. Quantitative findings

revealed that apart f -‘ i an i DR mob ney fraud, educational
background and telecc nication 4 k do ng ence ma oney fraud among the
traders. Interviews wit 5 of rr ey fr ‘ ed that s feel reluctant to report
incidents of fraud to p € of hetwork operators because of their hability to resolve issues. The
study also disclosed th obile money fraud can
deter them from using study recommends that
service providers incre I languages in order to

reach traders with no fi

I e ) 2 . . - ‘ - :
4 INTEGRI PROCEDAMUS |
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CHAPTER ONE
INTRODUCTION
1.1 Motivation of study

On the 3™ of January 2019, just a few days after the new year, | was at home with my
parents and siblings and we had just had supper and listening to the evening news on Radio.
Shortly, there was a news report on man named Stephen Nyuur who had been defrauded through
mobile money. He was invited to the studio and asked to explain his ordeal to the listeners of the

station. Stephen explained that he owns a shop close to Dome where he sells provisions. He works

alone and this makes it for his shop. Very often

he pays for his goods 0 his shop. Also, when
regular customers co h mobile money as it is
easy to use and conver as how one of Stephen’s
customers sent her pay and later received a call
from another person fice. They claimed that
his recent payment wa ) allow cash out for the
problem to be resolved “his money of 14, 000 in

his wallet was all gone.

Later that day, he @p to " he sai !Iice is yet to start
investigations. P :
d oY= T —
Later that evenlng, after.li m Eﬁﬂﬁﬁ@rﬁhﬂ}'ﬁm just received a call from an

unknown number about money being mistakenly sent into her account. The caller explained that

as just not going through.

he was sending 500 Ghana cedis to his sister and made a mistake while typing the number and the
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money got on to my mum’s phone. While still on a call, she received an SMS about money being
deposited into her mobile money wallet. She checked this SMS and it was indeed 500 Ghana cedis
which the guy claimed to have deposited. Without double checking her account, and this being the
first time she received such a call, she quickly wore her glasses and sent GH 500 back to the caller.
It was only after this transaction was done that my dad asked what calls she had been busy with.
She then narrated the story to us all over again and we immediately knew there was something
wrong. We quickly asked her to check her balance and lo and behold, her 500 Ghana cedis was
gone just like that. We decided to call the number and he picked up only to tell my mum that he

has already spent the money and will not be able to refund it. We then decided on two things, that

is, to report the matter lled MTN and we were

told that the guy had a they could do about it.
However, if we keep ¢ sit, they will block the

money and send it to ymic Hills Police station

and we were made to n and the police assured

as those investigations that once they get hold
of him, they were goin, the Police or MTN has

been able to get my m > he /en L fraudster.

This fraud in w ot of people over the past

year and the numbi reas fic j this is happening.
A : -
Many people fall V|ct|  difficult to tell whether service|proViders or other authorities are

putting in the rlght measures to erEﬁ%EM??_ot \ers C can argue that, is it the

motivated nature of these fraudsters that lead them to do this to innocent victims?
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1.2 Background of Study

The system of using mobile phones for financial transactions has grown exponentially in
recent times. This is primarily because, Mobile Money (MM) as it is popularly called, has
addressed the problem of accessibility which excluded people from rural and remote areas from
the banking system. According to Global System for Mobile Communication Association
(GSMA), MM systems are said to be available in 90 countries worldwide registering 143 million
subscribers in 2018 only, and the total number of registered subscribers is estimated to be 866

million with daily transactions totaling $1.3 billion (GSMA, 2017).

Mobile money i ubscriber ldentification

Module (SIM) in a 7). Mobile Money has

transformed the finan ail channels to deliver

financial services to ystem. Mobile Money

services has evolved o sing electronic-wallets,

payment of utility bill nts to person payments

(G2P) (GSMA, 2013).

With increasing e an important channel

to deliver financial serv Juced in Africa in Kenya

by the network operator, S8 "hegeya, 2012). The mobile

' . ‘ I
money platform w. SA (M standing*for mobile a anding for payment in

]

Swahili) has become the

Mﬁgﬁpﬁlﬁﬁ@E@auﬂq y by ﬁ‘éﬁtwork operators in

other African countries (Demombynes & Thegeya; 5012; Jack & Suri, 2011).

Mobile Money was first introduced in Ghana in 2009 by the network operator Mobile
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Telecommunications Network (MTN) (Yu & Ibtasam, 2018). Since then, other network operators like
Airtel-Tigo and Vodafone run mobile money platforms. This has created job opportunities for MM
agents, service providers, Fintech companies, merchants and retailers. Mobile Money usage has grown
significantly with reports from Bank of Ghana indicating a 73.4 percent growth rate between 2012 and
2016 and accounting for 94.11 percent of total non-cash payment (Bank of Ghana, 2017). The report
also highlighted that there were about 12 million active accounts out of the over 31 million registered
accounts and 190,000 active agents out of the 350,000 registered agents. Additionally, mobile money
transfers were close to GH¢160 million by the end of the third quarter of 2018 compared with GH¢

109 million during the same period in 2017. BOG also recorded mobile money interoperability

between May and Sept ‘ J 0 1 in terms of volume. Reports
from other African co Silike Ke Jjandas igeria 3 cates a high growth rate in

mobile money usage (L

Mobile money “syste

need development and
innovations (Eze et al. S specific areas such as
security authenticatio ransmission of funds,
trust/validation directo ce or accessible over a
network (Taga et al., 2 mes to Mobile payment

because of the vulnerabil

confidential information
by an attacker. Lee

@1 oul dle a aore common with
; ‘ |
near-field communication ayment systems where attacki e to mtercept relevant

information during commumcaﬂJn%ﬁﬁ‘eﬂMEmmqa%ws
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Mobile devices capable to perform mobile money services are described as GSM
compatible phones with embedded services such as SMS and unstructured supplementary service
data (USSD) (World Bank, 2012). The lack of end-to-end security properties in SMS and USSD
services means protection ends in the GSM or UMTS (Universal Mobile Telecommunications
System) network. Schwiderski-Grosche and Knospe, (2002) argued that, though some security
mechanisms (such as authentication, message confidentiality, message integrity and proof of
receipt) exists in mobile devices, it depends on the applications to implement these security
mechanisms and determine whether their cryptographic strengths are sufficient.

Mobile money, like every good innovation, is gradually being filled with some level of crime

which poses a lot of th \ ports from GSMA, have

explained that fraud hz em and this fraud takes

three main forms. The al fraud (GSMA, 2017).

1.3 Theoretical Frame

Mobile phones ial inventions in recent

times which has chang other. As mobile and
computer technologies of these technologies to

r technologies is referred

to as Cybercrime- a new breed of tiogg!_q
combat because the perpetrators are not known. ﬂ :

: !
—N INTEG -
There exist a number of theorles':ﬁwgzI éa&aﬁ?hgnan deviant behaviours. Some of these

theories can be applied to cybercrime even though they were originally meant to explain

commit deviant acts. C ‘

ime, is difficult to
|

|
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conventional crime. These theories include general strain theory, situational crime prevention

theory, social learning theory, routine activity theory, situational crime prevention theory.

1.3.1 Social Learning Theory

Social learning theory was propounded by Bandura (1977). According to social learning
theory (also known as observational learning theory), people can learn new behaviors by observing
others (Edinyang, 2016). This also refers to the reciprocal relationship between environmental
social features, how they are perceived by individuals, and how motivated and capable a person is

to replicate the behaviors they observe. This th is founded on the premise that we learn by our

interactions with oth if their observational

experiences are good action (Nabavi, 2014).
Social learning theory nology. Social learning
theory is a general th; ferent forms of deviant
behaviours (Akers, 199 ehaviours are borne out
of an individual’s assoc individual’s motivation

and skills to commit cr

Through this e provided with attitudes,

me. In addition to deviant

association,crimi@_iour is learned't ) grrewards and p@t associated with a
particular behavidu;:__beh iours-that are rewarded-r y_ become enticing and those that are
. WTEGR] aneﬁ’ﬁimﬁiﬁf;k

constantly punished are avoided. The theory further explains that learning is a cognitive process

values and orientations th

which can occur in a social context through observation and imitation; people exhibit criminal

behaviours because they have watched others with those traits and try to imitate them (Burruss et

6
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al., 2012). In the context of cybercrime, social learning theory applies to sophisticated forms of
cybercrime (e.g., hacking, malware/virus distribution) and unsophisticated or ‘low-tech’ forms of
cybercrime (e.g., cyberbullying, cyberstalking). In sophisticated forms of cybercrime, perpetrators
are unlikely to have the technical-know-how without associating with skilled offenders. Also, in
cybercrimes that require low technical skills, offenders need to learn tactics and methods needed
to conceal identity from other sources. Thus, the central theme of social learning theory is that
rationalizations and skills must be learned and deviant behaviour is reinforced through the

association and observation of others (Akers, 1973).

1.3.2 Routine Activity Theory

Felson and La . The theory is popular

among criminologists & e activity theory studies
crimes as an event, reI portance on its ecological
process (Holt & Bossle enet of the theory is that
crime or victimization ¢ elation to time and space
(Felson & Lawrence, 1 as very little to do with
social factors like po ity @ mplo yment pportunities afforded to

offenders as a result of te

1979). That is, the@n the'tise s created an@iﬁy for offenders to
commit crime by defraudiWcribers._ BT ——— Jﬂ ' n
~——1_INTEGR| PROGEDAMUS '—

In routine activity theory, crime is likely“tobe committed when three situations meet in

rcrime (Cohen & Felson,

space and time: motivated offender, suitable target, and absence of a capable guardian. A

motivated offender refers to any individual who is most likely and willing to commit a crime with

7
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the little opportunity available; a suitable target refers to any vulnerable individual that indirectly
makes himself or herself available and accessible to the offender; absence of a capable guardian
refers to an object or person which can deter or stop an individual from falling prey to the offender

(Cohen & Felson, 1979).

Reyns et al. (2011) applied RAT to cyberstalking victimization on 974 college students.
The authors also looked at the effects of on-line visibility, accessibility, and guardianship. The
study concluded that the online exposure variables has little effects across the types of pursuit
behaviours. The variable “adding strangers” was the only on-line proximity variable that

appeared to be significantly related to victimization.

Leukfeldt & Yar (20 AT on six major types of

cybercrime victimizati ible target can at alltime be
used to explain cyberc le guardian varies; personal
guardianship better ex chnical guardianship which

they believe has no relz

TEGRI PROCEDAMUS |
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ROUTINE ACTIVITY THEORY

Figure 1: Routine Act

Source: Wikipedia

1.4 Problem Stateme

The use of tech deviance can be termed

as Cybercrime (Holt & Ghana was only limited

Mobile money fraud is one area of cybercrime that has gained notoriety in Ghana in recent

times because of the increasing number of subscribers and volume of transactions. Cybercrimes
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associated with mobile money include theft of customer data, technical attack on mobile money
services, internal fraud within service provider environment, subscription fraud, and account
hijack or takeover (Subsex, 2017). The modus operandi of mobile money fraud perpetrators is to

use social engineering techniques on unsuspecting victims to divulge confidential information.

This, in most cases leaves victims in a state of helplessness because the identity of the
perpetrators is not known. In some social groups, victims of these fraud schemes are perceived as
unwise and, in some instances, greedy. This has led to most victims not reporting cases of mobile

money fraud for fear of being victimized.

Most studies d le money and a few on

mobile money fraud. wledge of the ordinary

Ghanaian, who are mo ly tackle mobile money
fraud, it is imperative t oney subscriber. Could
it be that people fall vi simple mobile security
tips such as not disclosi e message from network
operators from fake on operators to implement
targeted interventions t e experiences of mobile
money fraud victims in adina market traders on

mobile money fraud.

1.5 Aim and objec%%‘ = 5@!
- m mﬁﬂ —~

The aim of the study is to explore the experlen@s:og& E}na market traders who have been victims of

mobile money fraud. The study specifically is set out to:

10
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1. Examine the factors that influence mobile money fraud among traders in the Madina market.

2. Explore the impact of mobile money fraud on the traders who are victims.

3. Identify how and why traders of the Madina market get defrauded through mobile money.

Research questions
1. What factors influence mobile money fraud among traders in Madina market?
2. How do traders in Madina market get defrauded?

3. How does mobile money fraud impact traders who are the victims?

This study prese i 7‘ nifi _ Lic eld of cybercrime and is
useful in adding to exis ile i As more traders sign up
to mobile money platf I I ‘ I ictims to mobile money fraud

schemes because majo aredilliterate and.ma ea how these platforms

This study will throw lighito y of vic ‘ oney fraud: the impact
on their business and logical wve : of this is underscored
considering the growing ac ) ' ding cybercrime and mental

. uds ill aid in giving the | " ‘ lofmobilemoney
edﬁ.&a’EEm- T@ﬁ_ﬁm_ﬁ_wg—w j@g le monély.

Finally, although the purpose of this research is to fulfil a part of an academic requirement

health. Findings fron
|

fraud as well as educating

5
[

for a master of philosophy degree, findings from the research conducted will inform policy makers

11
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and telecommunication networks to implement policies targeted at enlightening traders or workers

in the informal sector on mobile money security.

1.7 Scope of the Study

The scope of the study is to explore the experiences of those who have been victims of

mobile money fraud and assess the knowledge of traders on mobile money. Although, mobile

money fraud affects everyone, this study will focus on traders at Madina market who have

subscribed to at least one mobile money platform. The geographical context for the study is Ghana.

The institutional scope of the study is Madina Market because of the high number of traders who

visit on a daily basis.

Definitions of concept

1.

2.

Vishing or Sm king phone calls or sending

SMS in order to-gai I I sonal details of the account
Advance fee s eir money to the fraudsters
at fake instance aud (Chawki, 2009).
Reversal reque Inds which were successful.

Usually, when the he money in their account is

rather take@belraccou — : 2 i )]s .
False transactlon 0 élE‘ﬁCﬁs(Omer e{Ve S al succgséful transactions which
. INTEGRI PROCEDA

are fake (Donchev, 2021)

12
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5. Split transactions involve agents usually receiving a commission on any money that is sent.
Hence, with this type of fraud connotes splitting the transactions in order to receive multiple
commissions. The split transaction is a type of agent fraud (Chawki, 2009).

6. Registration fraud: has to do with creating multiple accounts in order to receive more than
one commission. This type of fraud is also an agent fraud. Anytime agents register new
subscribers, they receive some form of commission. Therefore, they sometimes create fake
accounts in order to get more commission (Chawki, 2009).

7. ldentity theft happens to be the last type of fraud mentioned by the GSMA and this type of
fraud involves employees accessing information without the permission of the customer or

Amanor, 2014).

1.8 Outline of Chapte

The study is m s two events of mobile

money fraud, one fror er. This brings out the
motivation of the stud and the experiences of

victims in Ghana.

The first chapter also d icance as well as the breadth

of the study. The seco ea of theories of cybercrime

victimization, fraud in noney fraud and prevalence of

mobile money fra@s_cusses the ro ‘ y that undergim@%e and mobile money

fraud in detail. Inﬂmpterﬂhmﬁgﬁﬁcﬁ Hﬁ&d@ﬁiﬁ.%s d. The-explanatory sequential

mixed method is used and justifications are given for each section. The quantitative process is
discussed which is then followed by the qualitative process. Again, issues on ethics is discussed and

the chapter is concluded with issues on COVID-19 protocols. Chapter four analyses data collected

13
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through the questionnaire. Here, knowledge on why and how traders fall victims to mobile money
fraud is discussed. The fifth chapter is dedicated to analyse the victims of mobile money fraud. Various
themes are established and discussed in relation to the routine activity theory and the quantitative data.

The final chapter is made up of the findings of the study, the limitations of the study as well as

suggestions for future research.

14
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CHAPTER TWO

LITERATURE REVIEW

2.1 Introduction.

Mobile money, despite its few years of operation, has created millions of dollars but has
also been a conduit for fraud. However, in order to gain more understanding in the area, work that
has been done by other scholars has to be reviewed. The first section looks at online fraud and

victims of online fraud

ifferent types of victims
associated with onli ary starting point for
understanding mobile Finally, mobile money
fraud in Africa and Gh of mobile money fraud.
This section discusses > of mobile money fraud
in Ghana and Africa as obile money users know
about mobile money f raud and these various

types of mobile mone

which are usually seen

15
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2.2 Review of empirical literature

2.2.1 The nature of mobile banking in Ghana and its importance

The use of the mobile phone to engage in some financial services is known as mobile
financial service (Boyd & Jacob, 2007). The increase in the use of mobile phones all around the
world has resulted in the success of mobile financial services (Baptista & Oliveira, 2015). Mobile
financial services include; mobile banking, mobile money transfer and mobile payments (GSMA,
2008). Mobile banking involves the use of the mobile phone to transact bank services. It comes in

two forms which are ei As an additive service,

it is seen as an additi ere clients can perform

transactions using their e, it is aimed at creating

new markets that is, fin including them into the

larger banking system. Saharan Africa has been

successful due to anu ban population, internet

penetration and ease in outh Africa and Nigeria,

it was realized that, S king and the adoption of

the system has been due e major benefit of mobile

banking in Africa has beer ally in_developing countries
* !

‘more likely to be
|

ore Tikely they are to use

(Baptista & Oliveira; ould be noted"that mobile m

literate than non-Users suc tHﬂfmmﬂﬁﬁh

money (Jack & Suri, 2011).

16
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Mobile banking in Ghana evolved as a result of the high use of mobile money. In Ghana,
mobile banking can be accessed in two ways. Firstly, by downloading bank specific apps and
secondly by dialing short codes given by specific banks. The services offered are usually additive
services which include, getting SMS alerts on transactions, checking one’s own account, accessing

a mini bank statement, transferring money and making bill payments.

Mobile payment is another form of mobile financial service which also falls under electronic
payments (Porteous, 2006). Wang et al. (2016) categorize mobile payments under five types: mobile
payment as the point of sale (POS), mobile payment at the POS, mobile payment platform,

independent mobile payment system and direct carrier billing. Mobile payment at the POS is

usually referred to as t Is used to make purchases

from multiple merchan bogle Wallet or Apple Pay

can be used to make pa ce, an individual can scan

their credit or debit card'e

Apple Pay account and

y onto Google Wallet or
approve and you can

now pay for items usin t the POS is the type of
payment is when the m y used by merchants. In

order to use this metho ones and connect their

credit card to it. With the such app is the Square
Register. The mob

i @me atf use 0 onlin Ient services.
Independent mobile paym em is very similar to the mobm %Eatform However, the
major difference here is that, payx;gﬁm Eﬂmﬁ'&m&u Bodies and can be used only on

purchases from that company.
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Mobile money has been used for diverse purposes. For instance, evidence from Tanzania
among 2,980 households in Tanzania revealed that the mobile money usage by registered users
both in the urban and rural areas is that the service is for sending or receiving money (InterMedia,
2013). Despite the general believe that mobile money is used for transfer and receiving money, it
is the second most popular means of savings in Tanzania and in Kenya (Jack & Suri, 2011). Aside
using mobile money for remittance purposes, in Tanzania 14% of the 2,980 households surveyed
use it for non-remittance purposes such as school fees payments, government fees and taxes, utility
bills, and salaries, followed by 12% of users who use the platform to purchase goods and services

in shops (InterMedia, 2013). The general uses of mobile money in the middle to high income

countries such as Brazi

Mobile money transfer

Online fraud is these countries a lot of

money. Quarshie et a a, Kenya, Uganda and
Tanzania together lost of online fraud in Africa

include advance fee scan

(Busuulwa, 2016).@1& ee fra iffes %Ise include: lottery

notifications, investment i@ns and inheritance notifi_@ti_orﬂ F
~—T1 INTEGR| PROGEDAMUS '——

In Ghana, Osei-Boateng & Ampratwum,-(2011) indicate that according to Criminal and

bile phone payments fraud

Investigative Department of the Ghana Police, the major types of complaints about online fraud
include, marriage deals, gold deals, inheritance and money in accounts. Most victims according to

18



University of Ghana http://ugspace.ug.edu.gh

the police are usually Europeans and Americans. Furthermore, the Criminal Investigation
department of the Ghana Police explained that, cyber fraud has cost Ghana about $97 million
between August 2016 and 2018 alone. However, just about 5.7% of these cases have been

investigated since victims are not willing to cooperate with the police.

In recent years, the mobile phone has become a very essential device which can be used for
many purposes. However, one very important use of the mobile phone is to conduct financial
services. Boyd & Jacob, (2007) explain that the use of the mobile phone to engage in some
financial services is known as mobile financial service. Mobile financial services have existed in

Ghana for some years, and the largest form of mobile financial service being used is mobile money.

GSMA (2013) indicat ypes and some of these

include; mobile banki obile money platforms

have the highest cases frica (CGAP, 2017).

GSMA (2012) ikely to occur in mobile

money systems. These agent fraud and internal
fraud. Transactional fra nd the system of mobile
money and use the opp the system; agent fraud
occurs among agents who seek to steal from

customers; internal fraud 10N companies.

, , - | |
Akomea-Fr , (2020) identifie i ey fraud schemes in

* et :
Ghana. These inclde-anonymous calls and Pﬁﬂﬁ?@ﬂmd ers; false promotions; and

false cash out SMS. In a study conducted by Annéﬁ (2017) in some six Ghanaian communities,
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approximately 22% of transactions through agents or merchants go fraudulent especially for huge

amounts and mostly occurs more when sending money than when receiving money.

2.2.4 Prevalence of mobile money fraud in Ghana

Mobile money fraud is prevalent in most African countries. As reported by Busuulwa
(2016) the number of fraud cases in Uganda as at 2016 stood at 53% of the entire mobile money
transactions in Uganda. Kenya had about 50% of mobile money fraud from total transactions.

Morawczynski (2015) also indicates that, in Uganda MTN had lost about US$3.4 million through

from fraud. Again, Mugisha (2014) shows that in Rwanda, Tigo lost US$700,000 in 2014.

In Ghana, there oney fraud. However,

according to Akomea- 2 money fraud in Ghana
stood at 23 percent ind ey fraud. The indication

of prevalence of mobile n : . However, telecommunication

networks like MT Ghana chamber of

telecommunications ha were reported in 2016

with amounts of mone s. In 2015, however, the

figures reported were 2

not decreasing. @_

There have been % of reports. when it-comes to_understanding mobile money fraud
L WIEGH PHDGEDAM*J@-- )

perpetrators. The Director-General in charge-of-the-Cybercrime Unit of the Criminal

ases keeps increasing and

Investigations Department (CID), Assistant Commissioner of Police (ACP) Dr. Gustav Herbert
Yankson has expressed that the success rate of their arrest and prosecutions were at 6.2%,
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indicating how low perpetrators of this crime are found whilst the Communications Minister
Ursula Owusu-Ekuful also hinted that only 10% of reported mobile money fraud cases have been
investigated and prosecuted (Daily Guide Network, 2019). This low percentage of investigations
has also led to a minimal report of mobile money cases by customers as very little can be done

about the situation.

Again, according to Ghana’s communication minister, 50% of mobile money subscribers
were at risk of mobile money fraud with about 400,000 scammed SMS being blocked from
reaching their targets of fraud as well as telecommunication companies receiving about 380

complaints of attempt of mobile money fraud a month from mobile money subscribers (Daily

Guide Network, 2019) nd their wellbeing after

being victimized is not study victims of mobile

money fraud and to ga ter being victimized.

|

2.3.5 Victims of onlin

The presence of ommitted. For instance,

perpetrators of online f execute their fraudulent
schemes without even

in tackling cybercrime bec

online fraud, mal\@ger trets 0
Junger, 2018). “, P o —— ‘—"'_7_" i

~—1 INTEGRI PROCEDAMUS

A victim of online fraud is soméone Wﬁhés made some form of financial loss by

responding in one way or the other to the requests of a scammer (Cross, 2015). Studies have shown
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that a large number of online frauds goes unreported to police or appropriate authorities because
of victim blaming; victims are seen as greedy and gullible and some don’t receive the necessary
support. In Europe and America, less than one-third of victims’ report fraud cases (Cross, 2015).
The same can be said about big organizations because they fear losing trust of stakeholders
(Boateng et al, 2011). Victimization of victims of online fraud has several negative effects on the
individual. Tade and Adeniyi (2017) explain that victims of ATM fraud in Nigeria tend to suffer
many consequences including, post fraud trauma where by victims have a hard time bouncing back
to their previous selves especially when they have planned out monies that have been stolen from

them. In extreme cases where victims can’t bear the harsh consequences of being frauded, they

commit suicide (Cross,‘
Victims of onli they tend to lose their
money and go through
Button et al., (2014) in | times because of the small
amount of money USUZ usually request just a small
amount of money and t hat they are falling prey to a
scam. Others also fall echnique adopted by these
fraudsters. Again, the a it easy for people to fall prey
to cyber fraud. As a rest j in t o ‘ a i it becomes very difficult for
the victim to detect a possib | 4 .
Evidence from Tan ggests that although mobile mo¥ erators pave company and

industry principles.-gﬂiding tﬁ%ﬂ%ﬂ‘mﬁﬂ%%h&%&nd fully;madopted, leading to

the possibility of technological savvy people using their technologies to achieve their illegal targets

of fraud and scam (Githui, 2011). For example, an average of 18% of respondents in the 2,980
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household survey in Tanzania have had money stolen from their m-money account due to fraud or
a scam (InterMedia, 2013).

It should be noted that in terms of privacy and security concerns associated with mobile
money, mobile money users have an important role to play in securing their money. According to
Harris et al. (2013), the lack of proper attention to basic security features on users’ mobile phones
make users vulnerable to numerous threats, the most damaging of which is the loss of money if an
attacker gains physical control of the mobile phone. Furthermore, security is a bilateral role
between both user and the service provider because it is possible a technically adept adversary may
be able to take advantage of poor security design within mobile money apps or bypass poorly

implemented encryptio both users and financial

institutions consider a hus, if proper attention

to security of the mobil criminal activity (Harris

etal., 2013).

2.2.6 Online Lifes ' : ) timization

Several crimino r, 2009; Marcum, 2008)

\
have applied Routine ac criminals in cyberspace

Sarke, 2003) contending its

5u

despite some criminologi
applicability to c@jﬂp&l Et

provided modest and.som 'mpEﬂﬁFﬁ ﬁ%ﬁma_'

cybercrime victimization. Overali findingé from these studies reveal that engaging in online risky

| cybercrime have

nderstz;nding the risks of

behaviours and activities such as downloading files from unknown websites, opening unknown

email attachments and clicking on pop-up messages significantly increase the chances of online
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victimization (Marcum, 2008). Simply put, the routine activities of an individual online determines

the risk of being a cybercrime victim.

Examining the element of exposure to motivated offenders, previous studies have looked
at how one’s daily online activities, both legal or illegal, influence their proximity to motivated
offenders. As for the element of exposure to motivated offenders, previous research has examined
how daily computer activities, both legal and illegal, place individuals in differential proximity to
motivated offenders. The evidence does not support the hypothesis that the amount of time spent
online increase risk of cybercrime victimization. However, participation in certain online activities

and associating with motivated offenders significantly increases the chances of being a cybercrime

victim. In applying RA oncluded that the use of

computer for playing v ignificantly increase the
chances of respondents spent in chat rooms and

the use of instant message ché

In studying the bercrime victimization,

researchers have categc I. Physical guardianship
represents computer s mputer criminals (e.g.,
antivirus, anti-spyware rdianship refers to an
individuals’ inforrnatio sociation between physical

guardianship and o@ii'n_e victimizatio ' mcnsistent. ome studies reveal

a negative significant assoﬁa%xggﬁcﬁlmﬁ% sggﬁr'ﬁlﬁ’gjgés“nti-vi rus, antispyware and
, it

firewall protection) and the likelihood of experiencing cybercrime victimization (Choi, 2008),

-

others (Holt & Bossler, 2009; Marcum, 2008) have indicated that computer security systems have

no influence on cybercrime victimization. The case is similar for personal guardianship as previous
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research has found no impact of personal guardianship on the likelihood of cybercrime

victimization (Holt & Bossler, 2009; Marcum, 2008).

Throughout its inception, the MOMO system has been plagued by a number of fraudulent
activities carried out by fraudsters with the sole purpose of weakening the service's public value and
exploiting the systems to their advantage. Scammers or fraudsters perpetrate mobile money fraud on
purpose in order to gain an unfair edge over mobile money customers, the service providers, and the
various small scale business setups who act as mobile money agents (Subex, 2017; Merritt, 2011).

Fraudsters use a well-trained complete act to take advantage of service stakeholders. Scammers plan

for a long time and occasionally obtain financial and technical assistance from cartels that profit from

system vulnerabilities

According to K abled the unbanked in

developing world to p at this situation has arisen

|
|

as a result of a regulato 5 to flourish. They assessed

the administration of ative method based on

Activity Theory (AT), )ry papers, and processes.

Their studies revealed t rity management in

emerging economies’ mobi 0 d i ies performed by mobile

fing the service's informatimc_)_nr ‘
INTEGA] PROCEDAMUS.

A study by Akomea-Frimpong et. Al, 2019 on “Control of fraud on mobile money services in
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Ghana: an exploratory study” found out that service conditions for employees and agents are poor. It
was discovered that the majority of the participants (nearly 60%) blamed poor remuneration of
personnel and momo agents for mobile money fraud. Employees complain that their salaries and
commissions are insufficient, hence in order to survive the economic downturn, they engage in
illegal activities to support their take home pay. Between 2012 and 2016, Ghana's economy
struggled greatly, causing widespread struggles for its citizens (lle and Boadu, 2018). According to
the findings of the study, poor salary of employees working in the MOMO division causes fraud in
mobile money services. According to the respondents, some employees conspired with subscribers
and other employees to steal money from mobile money operators on purpose. Employees of mobile

money operators colla to profit from them

(Maurer, 2012; Merritt

2.3 Research gap

The introductio 0, has greatly benefited

the financial sector. M al transactions between
financial institutions as ks. As a result, mobile

banking has made bank e banking has reduced the

stress that consumers fac some people have taken

advantage of the system to o 1 : -
é.-l — H%II

| Ii Ei— r—— — 1
According to the a n.dqquvmm Eﬁ@@ﬁﬂﬁ“ﬁeu common in Ghana and has
resulted in the loss of millions of cedis ovér the IasfdeéadeJ The studied literature, on the other

hand, was focused on the total Ghanaian population, rather than on fraudulent behaviors among
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traders. The majority of Ghanaian traders work in the informal sector and are primarily from the
lowest socioeconomic strata. It should be noted that traders are one of the most common groups in
Ghana who utilize mobile banking in their daily lives, making them more vulnerable to mobile
money fraud. As a result, it's a good idea to look at their experiences with mobile money fraud and
their exposure to it. The study goes on to look at the many elements that make traders more prone to

mobile money fraud.

In addition, the existing literature concentrated on the financial consequences of mobile
money fraud for victims. Most literature has disregarded issues such as the impact on victims'

businesses as well as t find out how mobile

money fraud impacts t , as well as how they can

be safeguarded in the f

[N

. Older adults are

2. Participants wi fraud than those with higher

education.
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CHAPTER THREE
METHODOLGY

3.1 Introduction

This chapter presents the quantitative approach describing the study population, sample
size, sampling method used, the type of data collection instrument and how the data was analysed.
This was followed by the qualitative approach describing data collection instruments, the process
through which data was collected and how data was analysed. Specifically, the sequential
explanatory mixed method approach was used. Finally, the ethical issues involved in this study
lv

was discussed and how Iso discu

3.2 Research Design

The sequential the study. In a mixed-

method study, “the in he findings, and draws
inferences utilizing .‘ thodologies in a single
study,” (Tashakkori & or a research problem,
mixed method researc Of sources. "To acquire
diverse but compleme ‘explained why this type
of design was used. Fu he application of two or

more procedures are results are real and

notamethodologic‘ uchard, 1976, p. 268).
|

}
!‘ - -

‘Hf = L‘—.—_,._L_ [_a-r—“l— 5 -
Thus, mixed methods resezglsc‘%l ﬁ!a\ﬁs 74Espejr!1|§ths of both qualitative and quantitative
research. These two methods bring out the depth and breadth of any study. In a single research study,

both qualitative and quantitative strands of data are collected and analysed separately, and integrated
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— either concurrently or sequentially — to address the research question. Combs and Onwuegbuzie
(2010) assert that mixed analyses involve the use of at least one qualitative analysis and at least one

quantitative analysis — meaning that both analysis types are needed to conduct a mixed analysis”.

In this study, an exploratory sequential mixed method research design was selected in order
to broadly assess knowledge about mobile money fraud and explore victim’s experiences. It is a
mixed research approach whereby the researcher starts with a quantitative method (collecting and
analysing data) and based on the results, selects some respondents for a qualitative study. Data
from all participants was analysed using quantitative methods but only participants who have been
victims of mobile money fraud were interviewet_j in the qualita_tﬁive section. This research design

was ideal because, gua lence of mobile money

fraud, to know why a ledge of traders about

mobile money fraud w deeper understanding of

victims’ experiences of s had on them.

3.3 Study Area

The study was adina Municipal District in

the Greater Accra Regif 1 a with an average of 19,000
visitors per day (La ording to the Madina zonal
council, the Madina ma ] o jun_cﬁtion and spreads all the
way to behind the . ice tation. adina market ws selected-for. |l study because of the
large number of t;éelefs th cdﬁétmﬁrﬁﬁ@ﬁﬂﬁﬁg he-market to the University of

Ghana. Due to its unique location, traders from all other regions are able to have easy access into the

capital to sell their goods.
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3.4 Quantitative Method
3.4.1 Study Population

The study population for the quantitative section included all traders in Madina market who had
subscribed to at least one mobile money platform. Although most traders were very familiar with
using mobile phones and had heard about mobile money, not all of them had registered for the
service. For the purpose of this study, individuals who come to the market to buy only were not
considered. The rationale behind this was because, many buyers who had fallen victims will not
be readily available for a subsequent interview. Again, the study focused on traders who did not

only sell in the market

3.4.2 Sample Size

As at march 2 ccounts according to a

Summary of Economi a (Bank of Ghana, 2020).
With a population ¢ subscribers represent
approximately 50% of assuming the population
of market traders (selle dina zonal council), the

sample size was calcul brmula as follows:

S: Required Sample

N: Populatlon size ed to be 600)

N TEGm FHD::EE}MHJE —r’

P: Population proportion (assumed to be 0.5) X:

Z statistic for the level of confidence (1.96) d:
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degree of accuracy (0.05)

X’NP(1-P)

$= d*(N-1)+X*P(1-P)

S=235

Source: Adapted from

3.4.3 Sampling T

Study participa of outcome of interest.

Traders who were will had the chance to fill in
the questionnaire. Wit hole area of the Madina
market, these randoml na market. Most of the

traders were excited ab aire. Some of the traders

require that the researcher collects his or her own data for the study. Secondary data sources on

the other hand refers to data collected by a third party (such as government agencies, censuses,
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surveys, books, journals, websites etc) and made available for researchers to use for their own
studies. The primary data sources include observations, interviews and administering

questionnaires.

+ Observation: This approach is suitable for studies with fewer study participants because it
requires the researcher to observe every study participant in order to obtain the data. With this
method, the researcher collects data by just observing respondents without any interview. The
information collected usually represents the current situation or occurrence of an event of interest
or future intentions of the respondents. In summary, observation is very important because, little

details which are usually not captured in questionnaires or even interviews can easily be seen. Data

collection which is usu gories. These categories

include natural observ: rvation. In a controlled

observation the researc ents or the environment

whereas in a natural obse their natural conditions.

However, in a participa g part of the group that

are being studied. This as developing a good

relationship with respo

+ Interview: This seeks to obtain in-depth

information about a parti archers seek to gain from

indepth data on Iy small™gre "2 Tocused J@ich can better be

answered by gammg moreme V_ety often m];eme.wn t two main categories, that
DA -

is, the structured interviews and the unstructure lnterVIews Structured interviews include a set of

questions and is quite similar to a questionnaire. However, for unstructured interviews, there can
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be different questions for each participant and the structure of the interview is dependent on the

answers of other questions.

+ Questionnaire: It is a widely used method for collecting quantitative data for research,
surveys, census etc. It comprises of a set of questions printed in a structured manner on a form or
set of forms. The questionnaire researchers use has to go through a careful procedure to ensure that
all relevant information can be collected (Saunders et al., 2008). Again, aside the careful
preparation, the researcher has to have a pilot test of the questionnaire to ensure that he/she is on
the right path. Once minor inconsistencies have been realized after the pilot test, the researcher,

makes the required changes. This is a very important thing to do because quality data can then be

collected and little erro
3.4.5 Data Collect

Data was colle nnaire captures data on

demographics of stud fraud and the general

information about mob ho can read and write
will be allowed to fill ts who cannot read and

write will be assisted tc

According to Bell 1 are, do your best to give

the questionnaire @? as Withe have no wai@ing whether your

questionnaire will succeedﬁaunderﬁt al (2007), the p: f etting a pilot study done is
NT ’ r

e

e Ri PACK AMUS = _
to test the questionnaire the researcher has developed on a small group of people before the major
study. Preliminary questionnaires were developed and administered to ten randomly selected

traders to ascertain if the meaning the questionnaires seek to get from the traders were what was
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gotten. After this piloting was done, it was seen that, some of the questions had to be added. Again,
some of them had to be rephrased as some of the traders found it hard to understand. This process
was very important as it brought into light some of the important information the researcher could
have missed. There was a questionnaire which was given traders who could read and write to fill
out. For traders who could not read and write, the questions were read to them and their various
responses were noted down by the researcher.

3.4.6 Method of data analysis

To draw inferences, meaning and conclusions from data collected, data collected from

respondents were processed in three ways, namely, coding, data entry and data cleaning. After

|

collection of the data, osed, e estions oded 8 whiles the open-ended

questions were themec oding si ere were 0 respo those questions. After

| , o L

coding, the data was =i into th ter usil tatistig age for social sciences
4 :

(SPSS) software, version 22. Data cleaning was done to ify and correct errors during coding.

Errors found were refe dingly. With the help of

the SPSS software, the alysis. At the univariate

level, the frequencies o s. At the bivariate level,

the strength of associ sing chisquare test of

independence and indep Ualitative approach to the

study.

34



University of Ghana http://ugspace.ug.edu.gh

3.5 Study 2 Qualitative approach
3.5.1 Target population

As mentioned earlier, the explanatory sequential mixed method approach is what was used
in this study. Therefore, after quantitative data had been collected and analysed, respondents who
had fallen victims of mobile money fraud were identified. However, after the collection of the
quantitative data, it was seen that three people had fallen victims to mobile money fraud. These
victims included two men and one woman. They were aged, 32, 50 and 33 respectively. The
various respondents who fell victims to mobile money fraud were the target population for the

qualitative study. Thes

rticipated in interviews
in order to gather info d as well as the impact

mobile money fraud h

3.5.2 Sampling te

The technique Purposive sampling was

used for the study due a result of the type of

participants required f ng from the earlier 235

respondents selected f tly available but were

adequate enough for the" ‘were near victims but not

exactly victims. P@trie to defre

spoken to. Agam“ due toﬁea wh|c1u§_se lected for-the-
TEGRI PROCEDAMUS.

participants needed to come from the Madma market-anel also'be a trader. Finally, due to the sample

e

se people were not

at is the Madina market,

-
- L’

size | used for the study, the participants had to be purposively selected. These victims were

purposively identified and then interviewed.
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3.5.3 Sample size

Creswell (2014) and Morse (2000) indicate that for qualitative research, the adequate
sample size ranges from 3-10 participants. Hence, the sample size which was used for the
qualitative research was also be 3 participants. Although with this in mind, the researcher could
not really control how many people were going to fall victims. By the end of the quantitative study,
coincidentally, the traders had also fallen victims. Also, those who formed part of the sample had
diverse backgrounds, educational levels and gender and this sought of ensured full representation

and understood which group of people tend to fall victims more.

3.5.4 Data collecti

In order to col e was made of various

questions which were cted. With the routine

activity theory which der (offenders were not

identified and intervie ers managed to get their

monies), a suitable targ ailable, these questions

involved demographics ermath of the incidence.

In relation to the victi t of fraud was sought.

|
s it had in their domestic

aken of ;g?‘ nterview.
‘ |

3.6 Ethical ConsiﬁleratiorqedL e —— ___-—ﬂ !
~———1_INTEGR| PROCEDAMUS —

Information about how ‘

lives was sought. With per

Ethical clearance was sought from the Ethicé Committee for Humanities (ECH), University

of Ghana. The Ethics Committee for Humanities granted clearance after which data collection
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commenced. Also, an introductory letter was obtained from the Sociology Department. According
to Creswell and Hanson (2007), research participants have a right to; voluntary participation,
informed consent, protection from harm, anonymity, confidentiality, dignity and respect. These
ethical codes were upheld to ensure the authenticity of the study and ensure the safety of the
participants. All participants and respondents who did not feel like participating in the research
were not forced to be part of it. The real names of the victims were withheld. Participants were
duly informed about the subject matter of the study and consent was sought from individual
participants before any writing was done, this was done to ensure the protection of participants
right to privacy. Also, in the course of data analysis, codes were used instead of names or any other
information that may \ :

rmation gathered at the

end of the study were

3.7 Covid-19 Protocol

With the ongoi ocols including wearing

of face and nose masks izer were observed and
social distancing was a e mask and hand gloves
and ensured that all resy as collected. I sanitized
my hand after every q rubbing alcohol before

putting it into my bag. F

required to wash [@QS or sanitize | given the questl
wash or sanitize their han g r they are do HWmnna_yé For respondents
: gf‘ﬂf?éﬁm PROCEDAMUS

who did not have water or hand sanitizers, 1 provided hand sanitizers for them and ensured that

Ire on their own, they were

o fill and were to

they used it. Again, interviews were conducted face to face but with the maximum required spacing

being ensured.

37



University of Ghana http://ugspace.ug.edu.gh

CHAPTER FOUR

RESULTS

4.1 Introduction

This section of the study deals with the analyses, presentation and meaningful discussions
of data gathered from the field. The main objective of the study was to examine the factors that
influence mobile money fraud among traders in the Madina market. A total of 235 participants
were employed for the study. The Statistical Package for Social Sciences (SPSS) was used to

analyse the data. This

re covers demographic

characteristics of parti iol i ge, fraud and
vulnerabilities to fraud
4.2  Socio-demogra

The table belo of the participants with

regards to their gende religion, type of trade.
The total number of pa 1 (64.1%) of the sample

are males while 84 (35.

who participated i

With rega#ds to aﬁhut@) of Qartlmgam,,.u_ as 0bse ed that 85 (36.5%) of the

T

respondents are below 25 years whiles; 72.(f %/9)_& %e sample fe f"ﬂ'between the age range of 26-
31 years and finally, 77 (32.8%) fell in the 32 years and above group. This distribution informs

that, traders in market are very youthful, with most of them being below 25 years. Meaning either
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they are supporting their parents at work or have setup a livelihood for themselves. It is worthy to
note that this age group are ideally a school going population, thus the distribution from the
educational column of the results will determine whether a majority of them are actually schooling,

have completed or are dropouts.

With regards to the traders with highest level of education, the results indicate that at the
basic level, 7 (3.1%) of the market people have attained at least basic education, whereas, 80
(33.9%) and 112 (47.9%) have completed JHS and SHS respectively. In addition, 32 (13.5%) of
the respondents have completed tertiary education, whiles 4 (1.6%) of them have no form of

educational qualification at all. This indicates that a vast majority of the market people in Madina

have at least attained m the age distribution,

because the distributio at most of them would

have attained up to sec ained tertiary education

From the distrib cpresentation were Akans 144

(61.5%), followed by t ple, and 28 (12.0%) of
the participants who 6 (10.9%) and 5 (2.1%)
participation respective e distributior ‘ t Mag arket, a township which

falls close to the Easte d of'a triba N Iverse tribes.

Again, from the dis
column that major@e resEonden S were | e'sale of bmldm@hsehold materials,

CWSPEEEP(? ﬁ%ﬁﬂiﬁm cosmetics, clothes, shoes

and bags, jewellery etc. The next group that falls on the distribution, are those who trade in

followed by Clotﬁing and

Foodstuff and kitchenware who represented 25.0% (59) of the study population. These products

include disposable materials used in the kitchen, bowls and plates, fresh fruits and vegetables,
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provisions, grains and so on. Then those who trade in electronics; 16.1% (38) this includes laptops,
mobile phones and accessories among many others. The least represented product sold at the

market is books and stationery which recorded 2.6% (6).

By virtue of our pre-independence era, the Ghanaian religious space has been significantly
influenced. Ghanaians have been identified as very religious generally, because religion defines
the moral boundaries of the behaviours of citizens in addition to laws established by the state. From
the field data gathered, it was observed that most of the traders at the market are Christians

83.3% (196) followed by Muslims 15.1% (35).

Table 2 Socio-demographic characteristics of participants (n=235)

Variables rcentage (%0)

Age (in ye

36.20
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Female 84 35.9

Table 1 **continued**

Variables Frequency Percentage (%)

Educational Qualification

Basic E 3.1
Junior Hi 33.9
Senior Hi 47.9

Mole Dagbane 26 10.9
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Guan 5 2.1
Religion Christian 196 83.3
Muslim 35 15.1
No Religion 4 1.6

Type

Elec ryo N 16.1

Clothing an 27.6
Foodstuff andKitehenwars 25.0
Books and 2.6
Building vy g 28.6

Source: Researcher’s F
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4.3  Descriptive analysis of Study participants by variables

This section encompasses the distribution of study participants’ rating on the various variables such
as their mobile networks, duration of usage of such networks, their use of mobile money among

others. The distributions are presented in tables below.

4.3.1 Distribution of study participants by mobile networks

The mobile money industry has been sustained by the presence of three main service
providers which happen to all be telecommunication companies specifically, MTN, Vodafone and

AirtelTigo. They run a system where their customers register for the Mobile Money service and

go on to make transac al number of registered

Momo accounts in Gh , 2020). However, from
the table below based red users, MTN has the

largest number of subs , followed by Vodafone

who has 14.1% (33) s‘ (20) subscribers. These
statistics affirm the fact ider in Ghana, probably
because it was the first Ibtasam, 2018). It also
informs the distributio using traders at Madina
market as a test sample. he total mobile network

subscribers by March 2015 was ing 46% of the total

customers subscrlbe : pscriber base of resentlng 23%, and

finally Tigo with 4,315,71 MBE@HI\N@@E&QM%Q ity, 2015). Airtel, GLO and

Expresso recorded 12, 5 and 1 per cent market share, respectively.

Table 3 Distribution of study participants by mobile networks
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Network Frequency Percentage (%0)
MTN 182 77.6
Vodafone 33 141
Airtel-Tigo 20 8.3

Total 100

4.3.2 Distrib r ici ; mobile network

Though the population Id data is a youthful and
very young population,
for more than 5 yr

of 1-5 years and 5.2% (1.

4 below. This component of the datais Eey torfrinding‘s o?this study as it displays that a large

number of traders at the Madina market possess some experience when it comes to mobile phone

usage.
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Table 4 Distribution of study participants by duration of use of mobile network

Duration of use (years) Frequency Percentage (%0)
Less than 1 12 5.2
1-5 67 28.6
Above 5 155 66.1

Total 100

4.3.3 Distrib yar mobile money usage

Though 66.1% (155) o or more than 5 years, only

38% (89) have use e, 44.8% (105) of

the total sample tiave use money for 1-5 years and 17.

ave ulsed mobile money

| -
for less than a year These figuresgﬁall HamM&w rs of mobile money usage

among traders at the Madina market. However, according to the Bank of Ghana (2020), active

holder of mobile money accounts in Ghana in 2018 stood at 13,056,978. This suggests that aside
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traders, more Ghanaians have adopted this new financial service as a way of life due to its
convenience and ease of access. Thus, there is a need to strengthen security systems surrounding

its use and protect the vulnerable from exploitation.

Table 5 Distribution of study participants by duration of mobile money use

Duration of use (years) Frequency Percentage (%0)
Less than 1 40 17.2
105 44.8

38.0

Above

434

From the table above, a summary of the data from the field shows that when it comes to

purpose of mobile money usage, most traders at the Madina market used the service for sending
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and receiving money 43.8% (103). Mobile money operators in Ghana allow subscribers to
conveniently transfer money. This can be done by both registered or non-registered user to any
destination, within and across platforms by virtue of interoperability. Money can also be sent from
abroad to Ghana (Solin & Zerzan, 2010). Then another 15.6% (37) used the service for payment
settlements whereas 11.5% (27) used the platform for strict business transactions. From table 6
below, 6.8% (16) used mobile money for business and personal transactions. Also, 11.5%

(27) used the platform as a medium for savings because in Ghana, subscribers are permitted to use their
wallets as bank accounts where they are able to keep their money. Again, merger between bank

accounts and mobile money accounts permits subscribers to send money and receive money while

using the account as a naire, 3.6% (8) of the them

used the platform for e hat 1% (2) participants used

the system for placing

3.1% (7) used it for buying
data. From this observ venience and ease of access
when using the service any others from some few
touches on their mobil eeps attracting people to the

service (Au & Kauffmg
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Table 6 Distribution of study participants by purpose for mobile money usage

Purpose of use Payments Frequency 37 Percentage (%0)

15.6

Personal use

3.6

Business and personal

Credit transfer 7 3.1
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Buying data 7 3.1

Source: Researcher’s Fieldwork, 2020

4.3.5 ge of mobile money fraud

After its launc with a range of nefarious

activities by fraudsters e service to the public.

From the distribution, media 59.4% (140) this

includes radio, TV anc friends 21.4% (50) and

finally from personal e

Table 7 Distribution of wledge of mobile money fraud
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Family and Friends 50 21.4

Personal Experience 45 19.3

Source: Researcher’s Fieldwork, 2020

heir responses were that

because a high numbe ore susceptible to such

activities. Again, it was ims 24.5% (26) was the

reason why they were why whiles 11.3% (12)
thought the victims we (2020) reported, causes

of mobile money fra 7 : ' : n the core methods of

that may be going on in the media. Thus, a participant from Akomea-Frimpong et al (2020)

reported to not having an idea of educational information on air.
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Table 8 Distribution of study participants by reasons why traders get defrauded

Reasons Frequency Percentage (%)
Illiteracy 21 19.8
Greed 26 24.5
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4.3.7 How do traders get defrauded?

It can be observed from the table above that 55.8% (24) of the participants reported that the
mode of mobile money fraud was through a prank call, whiles 13.9% (6) gave out their pins. Also,
9.3% (4) of the participants alluded to a fake SMS while 0.5% (1) of the participants alluded to a
fake promotion and another 1 (2.3%) sent money wrongly. However, 7 (16.3%) could not

remember what exactly happened when they were frauded.

Table 9 Distribution of study participants by how they got defrauded

Mode of fraud Frequency Percent Frequency

Sent money 2.3

Gave pin 13.9

55.8

9.3

INTEGR| PROCEDAMUS

Alluded to a fake promotion R——_ 2.3
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Cannot remember 7 16.3

Source: Researcher’s Fieldwork, 2020

The table belo s us infic | ‘ \ an individual to mobile

money fraud. It is obse 3% (76) was the leading

factor followed by poorservi e fact that some market
women are illiterates 1 eted. In addition, 10.4%

(20) people attributed about the service whiles

7.3% (17) people attril d 13 (6.8%) said it was
because victims showe
(12) participants were cl g ad, iles 3.6% (8) participants said it
was because peop. . ‘

ﬂ

the victims were just gree % p ts respectively said it was due

Ri PROCEDN

to carrying large sums of mongy in their wallets-and-finally that it could have been anyone.
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Table 10 Distribution of study participants by reasons why they are targets for mobile

money fraud.
Reasons Frequency Percentage (%0)
Greedy individuals 6 2.6
Iliterates 34 14.6

32.3

Poor service from 15.1

The type of bu 7.3

Showing your P 6.8

Poor educa ‘ : | 104
INTEGR| PROGEDAMUS -

People with huge sums in their wallets 4 1.6
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People constantly transacting 8 3.6
Anyone can be a target 1 0.5
I do not know 12 5.2

44.1
adults.

e defraud than younger
Chi-square was e likely to be defrauded
s regardless of their age

dents who fell below age

between the variables, howevef: Qvés“rlot‘staﬁmgnﬁiaﬁt. Therefore, the hypothesis was

supported.
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Table 11 Chi-square test of independence comparing age and personal experience of

fraud

Defrauded through Mobile money

Age (years) Yes No Chi-square P-value
Below 25 0 86 (36.60%) 6.240 *0.044
26 - 31 0 72 (30.64%)

32 above

Although, the hypothesis
fell victims to mobi
fallen a victim twice. Hé

e

he was defrauded.
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4.4.2 Hypothesis 2 — Participants with lower education will have higher experiences of
fraud than those with higher education.

In testing to find which educational group had been defrauded through MM before, a Chi-
square test of independence comparing level of education on personal experience of fraud. From
the table displaying the results it can be seen that majority 47.23% (111) of the respondents
responded No and they were SHS holders, whiles 33.19% (78) and 13.19% (31) who responded
No were JHS and Tertiary holders respectively. Finally, 3.4% (8) who are Basic School level
educated and 1.7% (4) who had no education all reported no. With the p value, being above 0.05,

the hypothesis that people with lower education are more likely to be defrauded than people with

higher education was

Table 12 Chi-so ucation and personal

Age (years) P-value

No education 0.885

Basic School

INTEGR| PROGEDAMUS |

JHS 1 (0.43%) —— 78(33:10%)—
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SHS 1 (0.43%) 111 (47.23%)

Tertiary 1 (0.43%) 31 (13.19%)

*P-value < 0.05

It can be seen from gported. However, a critical

look at the data indicat nly basic education (JHS).

Another victim had co leted tertiary education.

These varied levels of your level of education.

However, other factor ictim to

fraud.

erience defraud

The results from" \ e mea 3 males and females were

t “males are more
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Table 13 Independent t-test comparing males and females on personal experience of fraud

Gender N Mean Std Dev df T P-value

Personal experience of fraud Male 151 7.84 0.92 233 0.72 0.47

Female 84 7.93 0.91

*P-value < 0.05

Although, the t of the three victims of

mobile money fraud tr le and one was female.

Perhaps, if the number rer picture of which sex

falls victims more. Ho with only one female

falling victim.

444 Hypoth fraud compared to

AirtelTigo users

The results: able ce betwes users and AirtelTigo

users were statistiﬂbally INsig 7 .w e hypothesis that

- j"l"ll‘TEGFJ'uI DGE

“AirtelTigo users are more likely to- have expmgn fraud" compared to MTN users” was not

supported.
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Table 14 Independent t-test comparing MTN users and AirtelTigo users on personal

experience of fraud

Gender N Mean Std Dev df T P-value

Personal experience of fraud MTN 182 198 0.14 200 0.64 0.5246

AirtelTigo 20 2.00 0.00

*P-value < 0.05

All three individuals ined that they used MTN.

4.5 Summary of Find
The findings from the ¢

1. Ageisadetern

2. Educatior]

N

INTEGR| PROGEDAMUS |

3. Gender is not a determiner of likel ihood to experience fraud.

4. Network usage has no bearing on likelihood to experience fraud.
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4.6 Findings for Qualitative study (study 2)

In order to fully understand the factors that make traders susceptible to fraud as demonstrated
in the quantitative study (study 1), a qualitative study was conducted to provide more information
about traders’ experience of fraud. The qualitative data was analysed using thematic analysis.
Thematic Analysis was employed in analysing the response provided by the participants who were
interviewed in their various conducive environments to ensure privacy and confidentiality. Three
major thematic areas were developed from these interviews including subthemes. The themes are

experience of fraud, impact of fraud and security measures. These themes are discussed with

subthemes and suppor

verbatim quotatio below paragraphs.
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4.6.1 Experience of Fraud.

This theme highlights the general experiences of some participants who have been
duped via mobile money. The overarching theme of experience was informed by subordinate
themes such as frequency, fraud process, precaution, amount lost and filing of report. When

deepening into the analysis of the experience of the victims the following was found.

Frequency: The respondents in this study demonstrated an understanding of what it
means to have been a victim of fraud and were also able to identify the number of times it
happened. Majority of the participants (n=2) reported that they had been victims of fraud just
once, while one participant had experienced it on two occasions. According to the participants,

they were caught off- heir normal businesses

before they experience

One participant ginge of fraud and responded

as follows:

“Oh, me this y Ei after that time I will

never allow a ave been caught once”

(Participant gz

Just like the fir t means to be defrauded.

He has experienced this or raught about the experience

to the extent that @d.has compelled™nir StOp Using mobile e had this to say:
| L PE— |
‘Six months Zgo,gié%ﬁﬁﬁdnﬂ HWEKM&C then | used to keep money
on it... I have faced this problem twice’ (Participant q46, 50 Male)

This brings up a nuanced discussion in relation to the quantitative data which was initially

collected. From the quantitative data retrieved, it was seen that, some traders believed that the
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lack of formal education was one of the factors that led to one being a victim of fraud. However,
looking at the three participants who fell victim, they all had formal education and it can hence
be argued that, although traders had a different belief about why they got defrauded, these three
also present a different scenario. Also, just one out of the three had gone through the experience

twice.

Fraud process: It was established from the data gathered from the interviews that all
participants (n=3) did not suspect foul play during the process of being defrauded. Some had
complete trust in the process with the assumption that nothing could go wrong. It was also

realised that the trickery was easily done based on the method employed by the scammers.

For example, one partici duped via the following

statement:
“oh, the persol e ¥ le d g i t received payment for
the goods | was buying / at give me goods 0. SO

1 sent him the

Some participé orming mobile money

transactions. This nol lay, thereby having a
complete trust in the p rong. One participant

explained how he was scan i i i action for bet.

He said: @__

Jw INTEGR) FHDGEDAMHJE

“I usually bet, so [ saw a page on-Instagram who give correct predictions to football
scores but I sent them the money and they did not give me the prediction.” (Participant

g27, 32 Male).
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Linking this to the routine activity theory, it is seen that a suitable target and a motivated
offender are two of the three requirements needed for fraud to occur. All these victims had
offenders who were highly motivated to take their monies. Although none of these victims
knew who the perpetrators were, it can be assumed especially for the woman who wrongly sent
money to the scammers that this offender had been listening to her conversations and knew
that she was to send some money to her suppliers. The offender took advantage of that and
made the call earlier than the real supplier. In the case of participant two, who sent money for
his bet to be predicted, the offender had an Instagram page claiming to giving out correct
predictions for football matches. Once this man sent his money, the owner of the account just

blocked him on Instagram. It can also be seen from the quantitative data that although 2.3% of

traders believe individ ieved that most victims

will allude to prank c

Precaution: The res ions before they got

defrauded and if it aro f the respondents were
indicative of the fact uded and as such they

took no precaution at

One participant said,;

“Ididn’t discuss v ] v y suppliers some money
= - =D
so I just sent it”. m%pant q121, 33 female), .. JE )
~——1_INTEGR| PROCEDAMUS I'—

The participants were so sure of themselves they had not been extra careful. As seen in from
the routine activity theory, a suitable target refers to any vulnerable individual that indirectly

makes himself or herself available and accessible to the offender. These three victims were

64



University of Ghana http://ugspace.ug.edu.gh

perfect targets as they unconsciously availed themselves to these offenders. They had so much
confidence in what they were doing and trusted these highly motivated offenders who then

took advantage of them.

Filing report: Another subtheme which run across the participants was that of filing report after
being defrauded. All participants admitted to reporting the incident either to the police or their
network providers. However, each of the participants concluded that no help was offered to

them as their issues were unable to be resolved.

One participant said,;

oh, when it happene 4 o and report what had

happened to them bec he police ...they didn’t

do anything, nothing’

All the victim ies. However, it can be

seen above that none 5 again brings us to the
third element of the ra n. In this case not only
did the authorities not e perpetrators and get

their monies for them

4.6.2 Impact of fra

This them%ﬁ various Impaets'mobi A the participants.
! e E——— . _l
The subthemes that d‘M[mqrﬁ——mEM‘ emotional pain, and loss

of money.

65



University of Ghana http://ugspace.ug.edu.gh

Emotional pain: Individuals process events differently. What was evident, though, was that all
participants experienced some amount of emotional pain as a result of being defrauded of their

heard earned income. One participant said,;

“It pains me o. But it did not affect my finances like that because first of all it was a bet
so all could have lost just that | felt bad that someone take my money free like that

k3k3” (Participant q27, 32 Male).

Being deprived of one’s savings or bills for hospital care can be quite devastating for
people. As seen in the literature, some may be tempted to take their own lives or venture into

theft to cover the cost incurred for being scammed. Participant 2 expressed his feelings saying;

Loss of money: Falling ictims lose their money

in addition to the ema had different purposes.
This ranged encomp A 50-year old man
complained that part o 0 pay his

hospital bill.
He lamented thus;

“it affected me 2 it out and add some to

it so I go the hosp

Since then@y_issed that che /
: IE | ER—
(Participa:tai& OﬁareFGH! FHUEE_Dﬁ'Wﬁ—-

Some of the participants also indicated that the money they lost was meant for their

businesses as well as the payment of their wards’ school fees. A 32-year-old man who had been
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defrauded just once explained that “the money was for payment of my son’s school fees”.
Another participant expressed that the money she lost to the scammers were meant for her

business and her loss has had a negative impact on her business. She had this to say:

“it was for my goods, to buy some clothes as well as money for my work.’’

(Participant g121, 33 female)

5.2.4 Security measures.

With the alarming increase in fraud cases, both security and service providers attempt

to curb the ever-rising mobile money fraud by placing in certain checks. However, participants

did not know of any ¢ network providers are

very helpful in fight selves to fight fraud.
Subthemes such as pa oviders emerged under
this theme.
Post- Fraud precautia ded, they have resorted
to being extra alert in sing the mobile money
services. One particip

“Oh from that 1 ‘make sure that | receive

jon dieeer forget” (Participant

1 -

- L — 1 T 1
g ‘H T e e e : E i

Some of the participants WE(;'FI:EZ:l oﬁ!tlﬁ %Erﬁ[ﬁg{tg police or network supplies were

not very helpful in battling this canker and that they had to rely on themselves to tackle fraud.

Thus, participants themselves had to rely on their own strategies to make sure that they do not

fall victim to these fraud acts again. Some participants revealed that they had taken to extra
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alertness in their dealings after being defrauded. To some, they had stopped using mobile

money services entirely. One participant had this to say:

“I do receive but I do not keep it for long for long because | do not know when it will
disappear from it. I personally do not do any transactions on it at all’’ (Participant
g46, 50 Male).

With the unparalleled increase in cases of fraud, both security and service providers are
attempting to curb the ever-increasing mobile money fraud by placing such checks. All the
participants were of the opinion that it was not very beneficial for the police or network supplies
to combat this canker and that they had to rely on themselves to counter fraud. One participant

said:

“mmani dah)’ e again.”’ (Participant

gl21, 33 fem

Inadequate effort fro try the best to protect

their clients from bein er, they do not think
the service providers ¢ Jl i it articipants went

ahead to blame the se Vil : articipant who

expressed her disappo

“nothing. ‘m3di W 7 yintea t pained me nso”

(Partwma%ﬁale)
NTEGR| FHGGEDME

Another also was of the view that since |t mobile m money fraud is still ongoing, then not much is

being done about it. He said:

“For me no I don’t think so because these people keep doing it to plenty people so [
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wouldn’t know” (Participant q27, 32 Male).

According to participant two, he did not think that service providers are doing their best
to curb this criminality. He suggested that network providers must laisse with the police in
order to reduce how rampant this crime is. He went further to blame the service providers for

this criminality. He expressed his dissatisfaction by saying that:

“they can put things in place because me I surely suspect some of the fault is from their
office as well... I think if the police deal with their tracking systems so that just like |
have gone through this someone else would not need to pass through the same thing as
well. I'm not the only one suffering. People are suffering as well.”” (Participant 46, 50

Male).

All the victims s to not only protect

them but to help them v were all able to fall
victims because they la needed them the most. This

was both before and 3

Themes

Experience of fraud

INTEGRI PROGERAMS ' —

Impact of fraud Emotional pain

Loss of money
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Security measures Post-fraud precautions

Inadequate effort from service providers

Conclusion of findings

Integrating the findings of the two studies, quantitative study revealed that gender,
educational background and type of network are not determiners of who becomes victims of
mobile money fraud. Similar results were found in the qualitative study as no differences were
found. Further, the quantitative study shows the occurrence of mobile money fraud, however,
the qualitative study establishes the psychological distress and impact that being defrauded has

on the victims.
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CHAPTER FIVE

DISCUSSION, CONCLUSION AND RECOMMENDATION

5.1 Introduction

This chapter concludes the research by restating the purpose of the study, summarizing
its main findings; whether they supported the hypothesis; or differed from it. It also looks at
what other researchers found and descriptions for the results are provided. Limitations of the
study are also outlined in this chapter as well as the repercussions of the findings. Finally,

recommendations for future study and practical applications are outlined.

5.2  Main Finding
dina market traders

One objective of the : X e 13 3 ence mobile money fraud
conducted. Hypothesis
one, which posited tha Jefrauded than younger
adults was not suppo ed that 36.60% of the
respondents who fell ' | : : of 32 years responding

Yes 4(1.70%) and No

26-31 years repor@_’ to having be

.| -

‘ e —————— A
From thexcﬁjrreﬁt r%"sﬂ;ﬁaﬁﬁivié m%&%%ung and old were equally

vulnerable to being victims of mobile money fraud. As affirmed by Shao et al., (2019) older

adults are often victimized when it comes to being defrauded. Lichtenberg et al., (2013) are of

the view that this is the case because of the presumed psychological vulnerability of older
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adults. As a result of this assumed vulnerability, it makes them easy targets of monetary fraud.
However, the findings from this study differ from what exits in literature, in that, both the
young and old are defrauded equally without any statistically significant differences. Ideally,
it would have been expected that more of the older generation should be defrauded than
younger ones. This is because of the novelty of this cashless system and the fact that young
ones are more tech savvy than older individuals. However, the data and available literature
expresses a different opinion. This could be as a result of the fact that both age distinctions
have not been properly oriented on the use of Momo or some of the common tricks used by
fraudsters. Thus, adequate education on the system as well as sensitization programs on

fraudulent practices will be needed for the populace. This will go a long way to help curb the

rampant fraudulent a freely use the system
without fear and devo

Also, concerni s are more likely to be
defrauded than male rrent study found no
statistically significan 0 which group is more
likely to be victims of na market are women,
it was expected that th ever, that was not the
case as per the curre nsupported, Jegede et

al., (2016) conducted ii ly are women not more

susceptible than n%i omel au vities as men are.
A | !

This contradicts the il this study and begs the questioi y both gender were

equally susceptiblé to fraudﬂotgﬁmeﬂﬂmwﬁ%gﬁcipants- belong to specific

gender, the underlying factor or similarity between both groups is the fact that they are actively
engaged in performing sales and keeping records regularly. Once they have a divided attention,

this sets them up easily for fraud, especially because they may not have the time and patience
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to verify transactions or confirm the stories the fraudsters make in order to get individuals to
send them their money or release their pin codes. In an interview with Karen Webster, “Stephen
Ritter, chief technology officer of Mitek, said that “it’s unfortunately very common that the
fraudsters take advantage of moments of weakness. They try to achieve what they want to
achieve when people are distracted” (PYMNTS, 2020). In addition to the above, the hypothesis
that males are more likely to be knowledgeable about mobile money fraud compared to females
was not supported, the data suggests that both male and female were equally knowledgeable

about mobile money fraud.

Furthermore, the hypothesis that people with lower education are more likely to be

defrauded compared to people with lower education was not supported by the data. As seen

from the results, 47.2 2en ever defrauded and

they were SHS holders 0 being defrauded were

JHS and Tertiary holde ool level educated and

1.70% who had no ed aud. The assumption of the

researcher that people a potential act of fraud

much quicker than a ved to be untrue. The

findings suggest that r as likely to be a victim

of mobile money lik 014), due to the small

amount of money nor

times. Usually, s@mers v

victim from really realiziﬁare falling prey to a scam. to the typgaof smart strategy
TEGR| P ROC EDAMUS T

embraced by these fraudsters, some-often-fall-victim to-these scams. Again, the amount of

all prey to scams several

is will distract the

information shown by scammers makes it easy for individuals to fall victim to cyber fraud. As
well as loopholes found in some of these schemes, some of these scammers know every detail

about how the system operates. As a consequence, it becomes very difficult for the victim to
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detect the possibility of fraud in their response when showing their wealth of knowledge.
Ideally, it would be expected that highly educated people would be more cautious and easily
spot these tactics used by scammers. However, the current research shows that higher education
levels do not guarantee that one would spot such acts and thereby, leaving the individual just

as vulnerable.

The above findings are supported by the victimization is the routine activity theory
(RAT) which propose that various forms of crime, especially cybercrime can only occur with
the right opportunity given in relation to time and space. As seen from the findings, being a
victim of cybercrime has little to do with social factors, instead, it appears to occur based on
technological inventipps and the tact employed by offengers. As established from the
quantitative results,

re all non-significant

contributors.

5.3 Discussion of qu

This study par y foul play when being

defrauded hence they rom the data gathered,
it was quite evident t about being scammed.
However, those who as the participant who

was scammed on two s d process often predicts

the number of tim . pothesized that, one method
A } |

of being scammed will's work on the same victim twigeé oney is considered

an online mode of?rgnsactioﬂqn'g%ﬁﬁ‘rﬁmmg%t e prdcgss of fraud. Paying

attention to details acts as a shield against fraud. Participants expressed their disappointment

for not initially taking the step to authenticate the veracity of the messages they received. As

explained by Button et al (2014), victims are preyed upon because of the benign requests of
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the scammers. This foot-in-the-door approach serves as a ruse to take away the attention of the
victims. After failing to take precautionary measures, victims of mobile money fraud then
report to the police or the network service providers, an act which further exasperates them
because, as in the case of these participants, most of the issues are unable to be resolved by the
police or service providers. As in the case of the current study, Cross (2015) reported that in
Europe and America, less than one-third of victims report fraud cases and this is because of
victim blaming (Cross, 2015). This frustration experienced forms the basis for the next major
theme of impact of fraud. Also, the findings revealed that mobile money fraud causes
emotional pain as well as the loss of money to the victims. Fraud and scams affect people
emotionally and mentally. This could come in the form of anxiety, shame, embarrassment,

guilt, anger and loss o

Participants in at they were ‘pained’

by the occurrence. T or instance, Tade and
Adeniyi (2017) point r to have experiences
post-fraud trauma, w to their former selves,
particularly when the them. Some victims
commit suicide in extr repercussions of being
defraud (Cross, 2015) een done and it always

seems like you can't d

people do their b%ihj th
A
emphasized that the fina sses of fraud on victims add

victims go throug;ﬂ.rThis f|%ﬁI%ﬁﬂM@ggu$e '

(2016) demonstrated that online fraud victims suffer significant financial and other losses,

annot be identified, and
age. It should be
|

olégical trauma the

or instance, Cross et al.

resulting in annual losses to the point where the financial impact of fraud, as well as the
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emotional, psychological, interpersonal, and physical effects of their victimization, become

unbearable.

Finally, the findings suggest that service providers have not done enough to combat the
mobile money fraud menace. It is possible that some of the employees of the service providers
have poor services conditions hence they connive with the scammers to engage in the mobile
money fraud. Consistent with previous study, Akomea-Frimpong et al. (2020) reported that,
some staff of service providers conspire with subscribers and other employees to steal money
from mobile money carriers on purpose. Employees of mobile money operators collaborate with
them to abuse the systems in order to profit from them (Maurer, 2012; Merritt, 2011). Some
mobile money carriers and their agents have very inadequatgjnternal procedures and financial

controls, as well as ins west-ranking employee.

Due to the weak anc obile money transfers,

fraudulent practices & ity Theory (Felson &
Lawrence, 1979), cri meet in space and time:
motivated offender, ¢ dian. Therefore, when
employees experience motivated to curb such
unfavorable condition
most of them least sus

These conditions couple

scammers to take@t;age of subse

. (ﬂ:a =Y
5.4 Limitations and rec m%ﬁfpﬂﬁggﬂ“ua :

The research performed was carried out to the best of the researcher’s knowledge, but
was not without limitations from the research's conceptual, data collection, interpretation and

results portion. Those restrictions are as follows: The research participants were sampled from
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Madina alone but failed to touch on other areas and as a result, the findings on this current
study cannot be generalized since traders of other locations areas were not included. It is
difficult to infer and generalize the discrepancies found in the different variables in relation to

gender, as a result of the unequal representation of male and female participants in the sample.

From the qualitative study, it was realised that PIN sharing is one way which opens one up to
being scammed. It is recommended that service providers set up password age criteria to allow
users to update their passwords on a quarterly basis. This must also be authenticated by
answering questions of personal identity. Also, proposed that service providers should increase
education on mobile money fraud. Constant messages must be sent to customers to keep them
vigilant and also to serve as a reminder on why they shoqlg be alert and look out for any

irregularities in the a -market prevalence of

mobile money fraud orted cases of mobile

money fraud can be e

5.5 Implications

The study has f providers. The findings

suggest that mobile ender and educational
background. This will cope of mobile money
fraud awareness camp plek.fro , und and across all age

d, itis imperative

INTEGRI PROCEDAMUS I

Again, service providers are required to improve on their services. It is evident through
this study that most subscribers have inadequate knowledge on some of the activities that make
them susceptible to fraud. Therefore, it is incumbent on service providers to strengthen their
mobile money security in terms of pin and other strategies that will curb the mobile money
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fraud menace. Upgrading the security of service providers will increase the confidence
subscribers have in them.

5.6 Conclusion

Mobile Money, (MM) as it is wide known is an electronic method of transaction that
has bridged the accessibility gap which excluded people from rural and remote areas from the
banking system. The current research work looks at the holistic approach to mobile money
security and scrutinizes how prevalent it is among traders in Madina, and also examines how
knowledgeable traders are in mobile money fraud. It also looked at the measures put in place
by victims to prevent fraud. The study has demonstrated that from the quantitative study

showed that demographic variabl h as gen 3 ational level and type of network

does not play a signifi ney fraud. However, it

has been demonstratec ain and financial losses
on the victims. Despit: ims do not see the
efforts that have been ‘o audulent activities.
Thus, mobile money f ge of this mode of
transaction. Hence, ne ive ways of curbing or

reducing this menace
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APPENDIX 1
QUESTIONNAIRE FOR DATA COLLECTION

TITLE: EXPLORING THE EXPERIENCES OF MOBILE MONEY FRAUD VICTIMS

IN MADINA MARKET

Dear respondent, | am a student of University of Ghana, Department of Sociology. | am
conducting a study as part of a requirement for a master’s degree in Sociology. | would be
very grateful if you could participate in this study by answering these questions.

Confidentiality of the information provided is fully assured.

A.SECTION 1-SOC
1. Age
2. Gender
3. Highest level
4. Ethnicity
5. Type of tr:flfje

6. Religion I

L

B. SECTION 2- MOBILE MONEY USE

7. What mobile network do you use?
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A. Vodafone B. MTN C. Airtel-Tigo

8. How long have you been using that network?

A. Less than one year B. One to Five years C. More than five years

9. How long have you used mobile money?

A. Less than one year  B. One to five years C. More than five years

10. How often will you use mobile money in a week?

10. Do you have bank accounts and how often do you Use the bank in the week?

11. What exactly ¢

INTEGR| pROCEDAMUS I*

C. SECTION 3- KNOWLEDGE ABOUT MOBILE MONEY FRAUD

12. Have you heard about mobile money fraud before?
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13.

14.

15.

16.

17.

18.

19.

20.

21.

22.
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A. Yes B. No

If yes, where did you hear about mobile money fraud?

Have you been defrauded through mobile money before?

A. Yes B. No

Do you know anyone who has been defrauded through mobile money?

A. Yes B.No

Do you think t Jjh mobile money?

A. Yes

If yes, why do you

Do you know frauded through mobile
money?

A. Yes

If yes, do you k

How ofte!1 do yo such. cases? '
1 INTEGR| PROCEDAMUS

What do you think makes one a target?

Despite fraud, do you still see it as a useful service?
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A. Yes B. No

23. Please explain your answer

24. Which cases or stories of mobile money fraud are common?

IN-DEPTH INTERVIEW GUIDE FOR VICTIMS OF MOBILE MONEY FRAUD

TITLE: EXPLORING THE EXPERIENCES OF MOBILE MONEY FRAUD VICTIMS
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IN MADINA MARKET

Dear participant, | am a student of University of Ghana, Department of Sociology. | am
conducting a study as part of a requirement for a master’s degree in Sociology. I would be very
grateful if you could participate in this study by answering these questions.

Confidentiality of the information provided is fully assured.

A. SECTION 1- SOCIO-DEMOGRAPHIC CHARACTERISTICS

1. Age

2. Sex

3. Highest level

4. Ethnicity

5. Type of trade

B. SECTION 2-INC

3. Do you have mobile money and why did you register for it?

4. How long have you used mobile money?
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5. Do you use the same number for your calls and mobile money transactions?

o

What have your experiences been since you started using mobile money services?

~

What do you mainly use mobile money for?

8. Which month and year were you defrauded?

©

How many times have you been defrauded?

10. What was the process through which you were defrauded? (By a call or SMS or other

please explain s? Did you discuss with

anyone before

13. What did they done?

14. Would you sa a suitable target to the

fraudster?

15. What was the purpose of the money WhICh you Iost?

16. How did the stolen money affect you?
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17. Do you still use mobile money after being defrauded?

18. What are some of the things you have done to ensure you do not get defrauded again?

19. Do you think your network provider has put in place measures to ensure you do not get
defrauded again?

20. Do you think the police has done enough to ensure you do not get defrauded again?

APPENDIX 3- ETHICAL CLEARANCE FORM

UNIVERSITY OF GHANA

ETHICS COMMITTEE FOR THE HUMANITIES (ECH)

£ O Box LG 74. Legon, Accra, Ghana

he completion
or afer the
d o ECH for

n (7)) days

fis foe contisuing

Professer C. Charles Mate-Keole

ECH Chair
Ce: Profowor Michacl Oyercfo, Dep of Seaokygy, UG
Dr. R d Hisalri, Dcpar of Sociclogy, UG
Tk +255-30095 3500 ol gchigagadagh
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